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Privilege Paves the Road to
Dismissal in Defamation Cases
BY GAYLE C. SPROUL AND JEANETTE MELENDEZ BEAD

Given the pivotal role of truth in a
defamation action,1 it is not uncommon
for plaintiffs to resist the full disclosure
of evidence bearing on the truth of the
statements they challenge. When the information is crucial to the case, courts
routinely order plaintiffs to produce it;
and, in a typical case, they comply. But
sometimes the plaintiff cannot produce
the information because it is privileged,
its disclosure would violate some law or
rule of ethics, or it is not available to either the plaintiff or the defendant. If that
is an accurate assessment of the circumstances, how can the case be fairly prosecuted or defended? The answer is that
it cannot be. In those instances where
the defendant is deprived of evidence
that is of central importance to the defense of a defamation action, the action
must be dismissed.
Although this proposition may seem
Draconian, it is a matter of fairness and
the justifiable consequence of a failure of
proof. In the normal course of events,
courts supervising discovery have the
power to dismiss cases in which a plaintiff fails to produce critical evidence. In
most jurisdictions, as a matter of rule2
and precedent,3 it is well settled that a
plaintiff must disclose in discovery information that he himself has put in issue,
or the court will dismiss his case. These
cases permit dismissal as a sanction for a
plaintiff’s willful refusal to produce evidence or for a plaintiff’s obstruction of
the use of such evidence. Simply put,
fundamental fairness requires that a defendant be allowed to discover and explore the facts underlying the claims that
a plaintiff has put in issue.
Should there be a distinction, though,
where the plaintiff can accurately say

that his hands are tied, i.e., where a privilege (e.g., state secrets privilege or attorney-client privilege) bars him or another
party from disclosing the information, or
a law (right against self-incrimination)
gives him a constitutional right to refuse
to divulge the information? Those courts
that have squarely wrestled with the issue say no. Whether a plaintiff willfully
or involuntarily refuses to produce evidence, the defendant is deprived of information critical to its defense, and the
plaintiff cannot carry the burden imposed
by Philadelphia Newspapers, Inc. v.
Hepps4 to prove falsity. Dismissal is appropriate when the merits of the controversy at issue are “inextricably intertwined with privileged matters.”5
State Secrets Privilege
The state secrets privilege, a privilege
that protects from disclosure classified
government information, has proven the
most fertile ground for the test of the
principle of dismissal for refusal to produce evidence in defamation actions.6
Indeed, at our firm we have dubbed a
motion to dismiss on this basis a Trulock
motion, referring to Trulock v. Lee,7 a
case in which the Fourth Circuit affirmed
the dismissal of a defamation action because factual questions about the truth or
falsity of the statements at issue could
(Continued on page 38)
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development of our new teleseminar initiative. We are expecting to present two
to three “hot topic” teleseminars, and we
are confident that these seminars will
further enhance our CLE offerings and
programs for our membership.
Next year’s annual conference, our
13th, returns to the Boca Raton Resort &
Club on February 14-16, 2008. The planning committee has begun its work, and
any input on program ideas and workshop
topics is, of course, always welcome.
We encourage each of you to make
your Forum membership as worthwhile
as possible. Take advantage of the benefits of Forum membership. Our
Communications Lawyer and Journal editors are always looking for content and
articles for our publications, and the planning committees for our programs and
conferences are always happy to receive
feedback and input. Feel free to contact
me at any time if I can be of assistance to
you on Forum matters.
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Doe v. MySpace, Inc.: Liability for Third Party
Content on Social Networking Sites
MICHAEL D. MARIN AND CHRISTOPHER V. POPOV

MySpace is a Web 2.0 phenomenon. In
less than four years, it has become one of
the most visited sites on the Web, boasting
over 150 million user profiles and wielding unprecedented potential for collaboration and marketing power. The MySpace
concept, often referred to as online social
networking, is simple. MySpace users create online profiles, or personal webpages,
on which they post photographs, videos,
and information about themselves. These
profiles serve as a platform for users to
network with an online community of
people with common interests. This simple concept has revolutionized online advertising, politics, news, music, and ordinary Internet chatter.
But the tremendous popularity of social networking has been tarnished by a
parallel public outcry over sexual predators who use the Internet to meet and seduce minors into having sex. This outcry has captured the attention of both
politicians and plaintiffs’ lawyers.
In June 2006, a fourteen-year-old girl
and her mother filed a highly publicized
lawsuit in Austin, Texas, against MySpace
and its parent, News Corp., after the girl
was sexually assaulted by a man she allegedly met on MySpace. The plaintiffs’
suit, Doe v. MySpace, Inc., sought $30
million in damages and alleged that
MySpace and News Corp. were negligent
and grossly negligent for failing to implement age verification procedures and to
protect the fourteen-year-old from sexual
predators. If successful, the suit would
have been a significant, if not fatal, blow
to social networking.
Last February, however, Judge Sam
Sparks of the Western District of Texas
dismissed the Doe case.1 Relying upon
the immunity afforded to “interactive
Michael D. Marin (mmarin@velaw.com)
is a partner and Christopher V. Popov
(cpopov@velaw.com) is an associate in the
Austin office of Vinson & Elkins, LLP. They
represented MySpace, Inc. and its parent
company, News Corp., in Doe v. MySpace,
Inc., 474 F. Supp. 2d 843 (W.D. Tex. 2007).

computer services” under the Communications Decency Act (CDA) and upon
Texas common law, the court held that
MySpace could not be required to implement age verification procedures nor
be held liable for claims flowing from
its users’ online communications.
Although the Doe case allowed
MySpace and other social networking
sites to breathe a temporary sigh of relief, it is unlikely to end attempts to hold
such sites liable for their users’ conduct.
The Doe case is on appeal, and four new
sexual predator suits have been filed
against MySpace in Los Angeles.2
Political pressures continue to mount
as well. A coalition of forty-four state
attorneys general are pushing for laws
that would require social networking
sites to verify the age and identity of
their users and to implement various
protections for minors who use the
sites, and at least one state legislature is
currently debating such a bill.3
This article sets forth the legal defenses available to social networking
sites faced with private lawsuits stemming from the criminal or tortious conduct of individuals who use the sites to
harm another person. The article also
discusses why proposed state statutes
aimed at holding these websites liable
for third party conduct are unlikely to
survive legal scrutiny.
Defending Private Lawsuits
Social networking websites are not the
first entities to encounter lawsuits based
upon third party conduct. For years,
plaintiffs have sought to hold traditional
e-mail and Internet service providers liable for publishing defamatory or otherwise actionable content generated by
third party users. Even before the advent of the Internet, parties sought to
hold defendants with deep pockets liable for the tortious or criminal acts of a
third person. Furthermore, social networking sites are not the first sites to
face demands for online age verification; Congress has tried for nearly a
decade to impose such a requirement on

Internet sites offering pornography.
Claims based on these theories of liability have been largely unsuccessful and
have given rise to well-established legal
defenses. First, in light of the Communications Decency Act of 1996, courts
have been virtually unanimous in their
holdings that websites cannot be held liable for publication of third party content
or for real world injuries that flow from
the publication of third party content.
Second, well-established common law
principles provide that a person typically
has no duty to protect another from a
third party’s criminal or tortious acts.
Finally, the Supreme Court has made
clear that requiring websites to institute
online age verification violates the First
Amendment because age verification is
an ineffective means of protecting minors from harmful content and is an
overly restrictive limitation on constitutionally protected speech.
As discussed below, these defenses
apply with equal force in the social networking context and work to shield
websites from liability for the criminal
and tortious acts of their users.
CDA Immunity
The first line of defense against any claim
based on content generated by a website’s users, or based on its users’ related
offline conduct, is the immunity provided
under the Communications Decency Act
of 1996 (CDA), 42 U.S.C. § 230. In
short, the CDA bars claims against interactive computer services based on the
publication of third party content.
Congress enacted the CDA for the stated
purpose of promoting “the continued development of the Internet . . . unfettered
by Federal and State regulation.”4 The act
recognizes that is impossible to scrutinize
the millions of postings made by users
over e-mail or on Internet message
boards. The act further recognizes that
holding interactive computer services liable for posting defamatory or otherwise
harmful user-generated content would severely diminish the online posting of
third party content of all kinds.
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To ensure that websites and other interactive computer services would not be
crippled by such lawsuits, the CDA provides interactive computer services with
broad immunity.5 In pertinent part, it provides that “[n]o provider or user of an interactive computer service shall be treated
as the publisher or speaker of any information provided by another information
content provider.”6 Importantly, the CDA
further provides that “[n]o cause of action
may be brought and no liability may be
imposed under any State or local law that
is inconsistent with this section.”7
In light of these provisions, courts
have broadly applied CDA immunity to
all claims in which
(1) the defendant is “a provider or
user of an interactive computer
service,”
(2) “the cause of action treats the
defendant as a publisher or
speaker of information,” and
(3) “the information at issue” is
provided by a third party information content provider.8
The first and third prongs are easily
satisfied in the social networking context. Social networking sites are
providers of interactive computer services, and user-generated profiles found
on social networking sites obviously
constitute information provided by third
party information content providers. In
cases where a third party merely posts
defamatory content on his profile, the
second prong of the CDA analysis is
easily satisfied as well; and the website
clearly cannot be held liable as the publisher or speaker of that content.
The claim in a prototypical sexual
predator case, in contrast, is less about
speech (the actual words published online) and more about conduct, i.e., what
happens when the parties meet offline.
Indeed, the words themselves may be
completely innocuous. Importantly,
however, the Doe case held that this
distinction between a sexual predator
case and a typical defamation case is irrelevant for purposes of CDA immunity. This holding is proper under the
CDA’s plain language and necessary to
effectuate its legislative purpose. But to
fully appreciate why CDA immunity
should apply in this circumstance, it is
important to consider the similarities
and differences between sexual predator

cases and the more typical CDA case
that merely involves some form of otherwise actionable speech.
Actionable Speech
The CDA has been most frequently applied to bar defamation-based claims. In
the typical case, a plaintiff who believes
that he or she has been defamed online by
a third person sues the website that allowed the third person to publish the
defamatory statement. Because the plaintiff’s claim against the website in that
case is based solely on its role as the publisher of the third party content, courts
have held with virtual unanimity that
such claims are barred under the CDA.9
A website’s immunity from claims
based on actionable speech is not diminished by allegations that it was on notice
of the content at issue. In Zeran v.
America Online, Inc., for instance, the
victim of a vicious prank sued AOL for its
failure to remove a false advertisement for
T-shirts featuring tasteless slogans relating to the 1995 bombing of the Oklahoma
City federal building. The ad instructed
interested buyers to call the plaintiff to
place an order.10 After receiving death
threats from people who were enraged by
the ad, Zeran learned of the prank and immediately demanded that AOL remove
the ad from its bulletin board and post a
retraction. Zeran argued that even if AOL
were immune from liability for the initial
posting, it was negligent for failing to remove the ad after Zeran gave notice of its
falsity. The Fourth Circuit, however, affirmed the district court’s dismissal of
Zeran’s claims, explaining that the CDA
necessarily protects interactive computer
services from liability even after they are
notified of an allegedly defamatory or
threatening post because the insupportable
legal burden imposed by potential tort liability would undermine the CDA’s goal
of promoting speech on the Internet
through interactive computer services.11
Under Zeran and its progeny, websites and other interactive computer
services cannot be held liable for publishing defamatory or otherwise actionable speech generated by a third party.
Actionable Speech and Resulting
Physical Injuries
Although the CDA is directed at claims
that seek to hold an interactive computer service liable as the “publisher or
speaker” of third party content, the im-
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munity provided under § 230(c) is not
limited to defamation- or speech-based
torts. Courts have routinely applied
CDA immunity to bar negligence and
other claims based on physical harm
that a plaintiff suffered as a result of
defamatory or otherwise harmful content, and they have explicitly rejected
arguments that CDA immunity is limited to claims for defamation.12
Indeed, applying CDA immunity to
torts flowing from actionable speech is
necessary to effectuate the act’s purpose. Many, if not all, online defamation cases can be pleaded to include a
claim for negligence or some other
more general tort.
A classic example of such a case
is Carafano v. Metrosplash.com, Inc.,13
in which an unidentified third party
posted a false online personal ad on
Matchmaker.com portraying an actress
named Christine Carafano to be a sexually promiscuous woman in search of
random sexual partners. Shortly after
the ad was posted, Carafano began receiving sexually explicit phone calls,
letters, and hand-delivered notes at her
home. The messages were so threatening that Carafano was forced into hiding
for months. After the ordeal, Carafano
sued Matchmaker.com. Although the
essence of her lawsuit was defamation,
Carafano asserted various causes of action including negligence, and she
sought damages not just for the harm to
her reputation but also for the emotional
damage she suffered as a result of
threats she received.
The Ninth Circuit affirmed the dismissal of all the claims, including negligence, holding that under § 230(c) of
the CDA, “so long as a third party willingly provides the essential published
content, the interactive service provider
receives full immunity.”14 In so holding,
the Ninth Circuit recognized that imposing tort liability of any kind on a website for its failure to ensure that all third
party postings are “safe” or otherwise
problem free would threaten the viability of websites and other interactive
computer services and thereby reduce
the channels of communication available on the Internet.
Physical Injuries Flowing from
Facially Innocuous Speech
The prototypical online sexual predator
case is at least superficially distinguish-

able from the prior two categories in that
the suit might not involve a speech-based
tort whatsoever. In the Doe case, for instance, the plaintiffs asserted no claim
for defamation and explicitly argued that
their claims were not based upon any
particular posting on MySpace.com but
rather on the fact that MySpace knowingly maintained a forum in which sexual predators could communicate with
and seduce minors. As such, the plaintiffs argued that the CDA did not bar
their claims against MySpace.
The court, however, concluded that
this attempt to plead around the immunity
provided by the CDA was disingenuous.
Specifically, the court noted that no matter how artfully the plaintiffs attempted to
plead their lawsuit, the underlying basis
of their claims was that MySpace was
negligent for allowing the minor and the
man who assaulted her to exchange
phone numbers and other personal information on MySpace. The court observed
that the sole causal connection between
MySpace and the plaintiffs’ injuries was
MySpace’s publication of the communications between the minor and her attacker. For that reason, the court found,
MySpace was entitled to immunity under
the CDA regardless of the particular
causes of action or theories of liability
that the plaintiffs actually asserted.15
The Doe court’s analysis is sound
both as a matter of statutory interpretation and as a matter of public policy.
Although defamation and other claims
based on independently harmful speech
are the most common claims barred by
immunity geared toward the publication
of third party content, nothing in the
CDA limits the scope of its immunity to
defamation or other speech-based torts.
Rather, the CDA states in unmistakably
clear terms that interactive computer
services are immune from all claims
stemming from their publication of such
information: “No cause of action may
be brought and no liability may be imposed under any State or local law that
is inconsistent with this section.”16
Thus, any claim that seeks to hold an
interactive computer service liable
based solely on its causal connection as
the publisher of third party content is
barred under the CDA.
Furthermore, this application of the
CDA to harm flowing from facially innocuous publications is just. As explained above, Congress provided for

broad CDA immunity because it is the
“policy of the United States” to promote
the further development of the Internet.
Congress realized that imposing liability
on interactive computer services for the
publication of third party content would
have a profound chilling effect on
Internet speech. Due to the practical impossibility of screening the staggering
volume of third party content posted online daily, websites faced with liability
for user-generated speech would have no
choice but to greatly restrict the volume
of third party content they publish.
Courts applying these principles have
concluded that the same practical limitations apply where liability is premised on
the website’s failure to respond when
given notice of objectionable user-generated speech on its site. These arguments
were only more compelling when applied
in the context of the Doe case, where the
communications appeared harmless on
their face. If interactive computer services cannot reasonably be expected to
screen patently objectionable content, including content that has been identified
as objectionable, logic compels that it
would be even more unreasonable to expect interactive computer services to
screen facially innocuous content. If social networking sites were suddenly required to ensure that the millions of third
party postings published on their sites
daily were not only true but also well intentioned, social networking would no
longer be viable as a business model.
No Duty Principles
In addition to the statutory immunity of
the CDA, negligence claims seeking to
hold social networking sites liable for the
conduct of its users may be barred in
many instances by well-established principles of common law. To state a claim
for negligence or gross negligence, a
plaintiff typically must establish the existence of a legal duty, a breach of that
duty, and damages proximately caused
by the breach. As the Doe court established, there is no legal basis for the
proposition that a social networking
website has a duty to protect its users
from the criminal or tortious actions of
other users. The general rule in Texas
and elsewhere is that “a person has no legal duty to protect another from the
criminal acts of a third person or to control the conduct of another.”17
The general rule, of course, has ex-

ceptions. Certain special relationships
may impose a duty upon one party to
control the actions of another, including
employer-employee and parent-child
relationships. And many jurisdictions
impose a duty on owners to protect
their guests from foreseeable third party
criminal acts occurring on their premises. None of these exceptions applies
in the case of online social networking.
The website’s relationship with its
users is not the type of special relationship that gives rise to a duty to control
their actions. With respect to MySpace,
each user is merely one of over 150
million people who have posted a profile on the website. MySpace, like most
of its competitors, charges no fee, so
users are not even customers.
Notwithstanding this attenuated relationship between the website and its
users, the plaintiffs in the Doe case argued that MySpace has a duty to protect
its users from sexual predators. Their argument was based on the novel theory
that MySpace.com is a “cyber premises”
on which it is foreseeable that predators
will prey upon unsuspecting children.
The court rightfully rejected the argument, noting that there is no legal basis
for cyber-premises liability and that imposing liability under these circumstances would mean the end of social
networking: “To impose a duty under
these circumstances for MySpace to confirm or determine the age of each applicant, with liability resulting from negligence in performing or not performing
that duty, would of course stop
MySpace’s business in its tracks and
close this avenue of communication.”
Although Doe is the only case that
addresses the issue with respect to social networking websites, it was not the
first to reject the notion that interactive
computer services have a duty to prevent injuries to their users. In Doe v.
GTE Corp., the Seventh Circuit affirmed the district court’s dismissal of
claims against a web hosting service for
hosting clandestine videos of collegiate
athletes who were unknowingly videotaped nude in a locker room.18 Judge
Easterbrook, writing for the court, rejected the notion that an Internet service provider has a duty to prevent injuries to third parties, comparing
Internet service providers to other communication intermediaries, such as the
postal service or a phone company,
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which routinely enable third parties to
commit crimes or perpetrate torts:
Landlord, phone company, delivery
service, and web host all could learn, at
some cost, what [the user] was doing
with the services and who was potentially injured as a result; but state law
does not require these providers to learn,
or to act as Good Samaritans if they do.
The common law rarely requires people
to protect strangers, or for that matter
acquaintances or employees.19

Judge Easterbrook’s observations are
as astute as they are far-reaching. Just
as phone companies and couriers have
no duty to prevent third parties from using their services to perpetrate criminal
and tortious activity, social networking
sites should not be saddled with a legal
duty to prevent third parties from using
their services to commit crimes.
First Amendment Defense
In addition to claiming generally that
MySpace had a duty to protect its users
from one another, the plaintiffs in Doe
argued that MySpace had a legal duty to
verify the age and identity of its users;
i.e., the plaintiffs argued that without
effective age verification, MySpace’s
efforts to protect minors who use the
site are meaningless. The argument
echoes the primary battle cry of politicians seeking to put pressure on social
networking sites to prevent sexual predators from contacting minors online.
Although the Doe court rightly rejected
this theory of liability as inconsistent
with common law principles and the
immunity provisions of the CDA,
mandatory age verification is also prohibited by the First Amendment.
Against Age Verification
For years, Congress has unsuccessfully
attempted to impose age verification requirements on websites that display
pornographic images and videos. Its
first attempt was embodied in § 223 of
the CDA, 47 U.S.C. § 223, which criminalized the “knowing” transmission to
any recipient under eighteen years of
age any “obscene or indecent” message
and any message “that, in context, depicts or describes, in terms patently offensive as measured by contemporary
community standards, sexual or excretory activities or organs.” Porn site op-

erators could avoid criminal liability
under § 223 by instituting age verification through certain designated forms of
identification, such as a credit card or
an adult identification number.20
Not long after the section was enacted, however, the Supreme Court issued its opinion in Reno v. ACLU, which
held that the mandatory age verification
scheme violated the First Amendment
because it was not narrowly tailored to
serve a compelling interest and because
there were less restrictive alternative
means of preventing minors from viewing adult content.21 This conclusion
turned largely on the trial court’s findings that (1) there is no available technology that would permit a noncommercial website to verify the age or identity
of its users, and (2) localized filtering
and content-blocking software is a less
restrictive and more effective means of
keeping minors off of adult websites.
Ultimately, the Court concluded that
mandatory age verification would have a
chilling effect on constitutionally protected Internet speech because (1) some
adults may not have the necessary identifying credentials (e.g., credit cards),
and (2) even those who have the necessary identifying credentials would be
unwilling to provide them out of fear of
identity theft or other misuse of the personal information.22
Congress’s second attempt to shield
minors from online pornography was
embodied in the Child Online
Protection Act (COPA), 47 U.S.C. §
231, which, like the CDA, imposed
criminal and civil penalties on websites
that made online pornography available
to minors. Although COPA was designed in part to address the faults that
the Supreme Court found with the
CDA, it contained an affirmative age
verification defense that was virtually
identical to the CDA provision struck
down by the Reno Court.
Immediately after COPA became
law, a consortium of plaintiffs challenged the COPA statute in a case now
called ACLU v. Gonzales.23 Based
largely on the Supreme Court’s holding
in Reno, the district court preliminarily
enjoined the government from enforcing the age verification scheme. In
2002, the Supreme Court affirmed that
preliminary injunction and remanded
the case for trial with instructions to the
district court to update the factual
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record to reflect current technological
developments, account for any changes
in the legal landscape, and determine
whether there are more effective and
less restrictive means of preventing minors from viewing pornography than an
across-the-board age verification requirement.24 On March 22, 2007, the
district court issued a lengthy opinion
that examined the relevant technologies
and again concluded that localized filtering and content-blocking software is
a less restrictive and more effective
means of keeping minors off adult websites than age verification.25
Less Restrictive Means
The Reno and Gonzales opinions establish that however attractive it may seem
to require adult websites to institute age
verification, the technology for them to
do so does not exist. Age verification
ultimately amounts to identity verification, and the online verification process
simply verifies the age of the person associated with whatever form of identification is used; there is no way to ensure
that the online user is actually the person associated with that form of identification. The problem is compounded
when dealing with minors, for whom
there is little accessible data in the first
place.26 Accordingly, blocking software
(i.e., software that restricts access to
certain websites or categories of websites on a given computer) is a more effective means of shielding minors from
adult content online.
The Reno and Gonzales opinions
also establish that blocking software is
a less restrictive means of regulating
child access to adult content because it
applies at the point of consumption instead of the distribution level. The
opinions note that requiring all users,
including adults, to present identification before viewing adult content is
likely to reduce the number of adults
who would otherwise view this constitutionally protected form of
expression.27 Some adults will not have
the required form of identification, and
some who do will not be willing to provide it out of fear of identity theft or out
of a preference to visit the sites anonymously. Blocking software, on the
other hand, can be installed on a given
computer that is likely to be used by
minors without impairing the access of
adults to certain sites; and, as such,

blocking software is a more effective
and less restrictive form of regulation.
Thus, mandating age verification violates the First Amendment.
These arguments apply with even
greater force to mainstream social networking. Although much of the speech
exchanged over social networking sites
might be considered trivial, there is no
doubt that, on average, these sites consist of higher value speech than pornography sites. In addition to serving as a
primary means of online communication for many, social networking sites
have become avenues to learn more
about political candidates, social causes,
music, and art.28 To the extent that the
public square has ever existed in
American culture, it is fair to say that it
exists on MySpace, Facebook, and their
competitors. Imposing liability standards that would chill access to social
networking would offend First
Amendment principles at their core.
Although Reno and Gonzales struck
age verification requirements in federal
criminal statutes, the analysis from these
cases applies with full force to attempts
to impose civil tort liability for failure to
institute age verification. It is well established that “the application of state rules
of law in state courts in a manner alleged
to restrict First Amendment freedoms
constitutes ‘state action’ under the
Fourteenth Amendment.”29
Third Party Standing
Furthermore, social networking websites
should have valid third party standing to
invoke the First Amendment rights of
their users to invalidate an age verification liability scheme directed at the websites themselves. First, it is well established that a third party may invoke the
rights of an individual if the individual is
unlikely to have an opportunity to uphold her rights directly. This principle is
demonstrated in Eisenstadt v. Baird,
where the Supreme Court sustained a
doctor’s challenge to an anticontraceptive law based on the rights of an unmarried individual denied access to contraceptives. The Court allowed the doctor to
raise the defense because the law did not
subject patients to prosecution and so
“denied them a forum in which to assert
their own rights.” Second, third parties
may invoke the rights of another where
there is a close relationship between the
third party and the individual whose

rights the third party seeks to invoke. In
Craig v. Boren, for instance, the
Supreme Court held that a bartender was
permitted to challenge a state drinking
age law that discriminated against men
on the basis of gender because the bartender suffered economic injury through
the loss of customers.
Both of these principles of third party
standing should apply to social networking sites. Given that the anticipated
claim—tort liability for failure to institute age verification measures—would
apply to the social networking site operator, and not its users, the site operator
should have the right under the first example to assert its users’ rights. And social networking companies should be
able to invoke their users’ rights under
the second example because they are
closely connected to their users’ constitutionally protected activity. That is, like
the bartender in Craig, social networking
companies face a restriction on their own
operations through state laws aimed at
their users’ activities.
State Enforcement
Enterprising plaintiffs’ attorneys are not
the only ones demanding that social networking companies be held liable for
their users’ conduct. Perhaps no issue
garners greater bipartisan political support than child safety, a point that is evidenced by the fact that a coalition of attorneys general from forty-four states is
demanding that social networking sites
be required to institute age verification.30
The Connecticut legislature, for instance, is currently debating legislation
that would require social networking
sites to implement age and identity verification for all users accessing the sites
from computers in Connecticut.31 The
Connecticut bill, which is championed
by Connecticut Attorney General
Richard Blumenthal, would prohibit
owners or operators of social networking
websites from allowing a minor to create
or maintain online profiles without (1)
first obtaining written consent from the
minor’s parent and (2) giving the parent
access to the profile page at all times.32
The bill would also require social networking sites to implement procedures
to verify the accuracy of age and other
personal information collected from
users upon registration, although the bill
offers no explanation of how such information would be verified. Companies

failing to comply with the bill’s age verification requirement would be subject to
injunctions and statutory penalties under
Connecticut’s unfair trade practices act.
What is more, Attorney General
Blumenthal has publicly stated that ten
to twenty other attorneys general are
thinking of introducing similar legislation in their respective states.33
If enacted, however, the Connecticut
bill and those like it are unlikely to survive legal challenge. First, the CDA’s
immunity provisions bar liability for all
claims based on third party content, including those based on state statutes.
The CDA’s expansive language grants
broad immunity limited only by specific
statutory exceptions that exclude four
categories of claims from its reach: (1)
claims involving a “federal criminal
statute,” (2) “any law pertaining to intellectual property,” (3) “any State law
that is consistent with [the] section,”
and (4) claims under the “Electronic
Communications Privacy Act.”34
Furthermore, as noted previously,
§ 230(e)(3) states that “[n]o cause of action may be brought and no liability
may be imposed under any State or local law that is inconsistent with this section.”35 Courts have applied these provisions broadly to bar claims based on
both state and federal statutes. As one
court applying the CDA to bar claims
based on a federal civil rights statute
explained, “Where Congress explicitly
enumerates certain exceptions to a general prohibition, additional exceptions
are not to be implied. . . .”36
Accordingly, the Connecticut bill, even
if enacted, will be barred by the CDA.
The Connecticut bill would also be
vulnerable to a First Amendment challenge much like the one successfully
launched by the ACLU against the age
verification provisions of the CDA and
COPA statutes. As explained above, the
Supreme Court has held that requiring
adult websites to verify the age of their
users violates intermediate scrutiny under the First Amendment because there
are more effective and less restrictive
means of protecting minors from adult
content. Those arguments apply with
greater force to social networking websites, which provide a higher value
medium for speech than do porn sites.
Aside from the legal challenges facing
mandatory age verification, commentators are beginning to question whether
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age verification is even a desirable solution to this complicated social problem.37
Indeed even if online age verification
were technologically feasible, it is unlikely to ever be foolproof. Instituting it
on a broad scale may give parents and
minors a false sense of security, or,
worse, the burden of administering the
age verification system could force mainstream social networking sites offshore,
where meaningful regulation would become virtually impossible.38
Conclusion
There is no denying that society has an
obligation to protect its children from
sexual predators, wherever they operate.
The problems related to online sexual
predators, however, are complicated.
Although it may seem attractive to
place the burden to stop these heinous
crimes on social networking sites that
inadvertently enable them, imposing
such a liability scheme would chill
Internet speech and could ultimately
have the unintended consequence of
forcing mainstream websites overseas.
Notwithstanding these realities, however, social networking websites and
lawyers who represent them should be
prepared to face private lawsuits and
legislation seeking to hold them liable
for what their users say and do. As outlined in this article, well-established
statutory, common law, and constitutional principles should shield websites
from such liability and hopefully encourage lawmakers to focus on more
productive law enforcement and education based solutions to the problem of
online sexual predators.
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Is the Federal Government Making VoIP Safer?
JONATHAN E. MEER

As Voice over Internet Protocol (VoIP)
has increased in popularity and become a
mainstream communications technology
with more than eight million subscribers,1
concerns have emerged about its security.
VoIP technology has created security concerns in the past but recently such threats
have extended beyond VoIP users to all
telephone users. Incidents of spoofing (the
use of fake caller ID information to defraud), denial of service, spamming over
Internet telephony, and phreaking (breaking into the telephone network illegally)
are becoming more widespread with
VoIP. The federal government has begun
to take action.2 For example, on June 13,
2007, the House of Representatives unanimously passed a bill that would make
caller ID spoofing a violation, punishable
by $10,000 per each occurrence up to $1
million.3 But does this latest legislative attempt to secure VoIP make the technology
safer for phone calls? This article reviews
the security threats that have arisen with
VoIP and the federal responses to them.
Theft of Service
One early security issue that emerged
from the widespread use of VoIP was
phreaking, i.e., the theft of phone calls.
Phreaking, a term that originated from
the use of various audio frequencies to
manipulate a phone system, has become
widespread with the growing use of
VoIP. The most notorious case of phreaking took place in 2006 and led to the arrest of Edwin Pena, who hacked into the
computer networks of unsuspecting VoIP
service providers to reroute his customers’ calls. Pena sold more than ten
million minutes of service at deeply discounted rates, netting more than $1 million from the scheme.4 Stealth Communications reported that in 2007, thieves
steal 200 million minutes a month, worth
$26 million, by selling them to smaller
telecoms that either sell printed phone
cards or operate call centers.5
Although phreaking is not limited to
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VoIP, the latest rash of this crime has
been through phone services on the
Internet. Phreakers are stealing minutes
and reselling them on the black market,
but societal demands for faster phone
lines has curbed this crime somewhat
with the expansion of the traditional telephone network to T1 lines, which are
commonly leased to Internet service
providers.6 However, updating the networks still has not stopped the external
threat of phreakers using illicit phreaker
programs to attack small telecoms, which
many times lack the money for a secure
gateway server that connect a carrier’s
telephone network to the Internet.7
Today, VoIP companies are placing
the onus on consumers to uncover theft of
service. Many VoIP providers include in
their service contracts a provision that the
consumer will be liable for all use of the
service and “any and all stolen Service or
fraudulent use of the Service” until the
VoIP provider is notified.8 Some companies have turned to private VoIP networks, instead of the public Internet, to
protect themselves from phreakers.9
Companies also use user verification and
cryptographic capabilities to protect their
VoIP clients.10 Other growing protections
include firewalls, encryption, and other
software-based measures similar to those
used for data security.11
Vishing
Although traditional concerns over VoIP
safety come from the theft of service,
new security concerns exist for all telephone users because of VoIP. A prevalent security issue with VoIP is voice
fishing, also known as “vishing,” which
is the making of phone calls to solicit potential victims and gain access to their
personal information. Fraudulent telephone calls soliciting personal information are not new. However, vishing has
become even more of a problem because
VoIP phone numbers and ID can be established without the same level of verification required on a traditional phone
line.12 For instance, some incidents of
vishing involve criminals using a phone
number with a similar area code, even
the same prefix, as a local bank and

tricking victims into offering their personal information.13
Some criminals have gone so far as
to fool telephone identification services
by taking on a completely different
name and number through the use of legitimate software created to protect privacy and using it for illegal activities.14
The Washington Post has collected a
number of anecdotal reports about
spoofing scams with misleading Caller
ID and 1-800 numbers. These include
calls threatening a bench warrant for
failure to appear for jury duty and
scams that warn of a violation of Bank
of America’s Acceptable Use Policy
and then requests the account holder’s
PIN.15 In Jefferson City, Missouri, more
than 1,000 people received a phone call
that appeared to be from a local bank,
with the caller ID showing the bank’s
customer service line. The customers
were told that their accounts would be
deactivated unless they provided their
personal information to the caller.16
Although some customers did provide
personal information, the bank was notified of the scam before the alleged
criminals absconded with any funds.17
Government Regulation
The federal government has taken control
of VoIP regulation. In 2004, the Federal
Communications Commission (FCC)
ruled that Vonage and its use of VoIP
technology are exempt from state and local regulation.18 On March 21, 2007, the
U.S. Court of Appeals for the Eighth
Circuit in Minnesota Public Utility
Commission v. FCC upheld the 2004
FCC ruling, which bars states from regulating Internet-based phone services.19
The court determined that because VoIP
telephone calls can be made from nearly
anywhere and are thus an interstate service, no single state can appropriately regulate VoIP services.20 This ruling reaffirmed the federal government’s responsibility to take action to make VoIP technology safe for the general public.
Congress has generally deferred the
regulation of VoIP to the FCC although
it has passed or considered some legislation that impacts VoIP. For example,
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in 2004, both the House and the Senate
considered bills that would disallow
states to regulate VoIP or limit the
FCC’s authority to regulate VoIP, but
neither bill was adopted.21 In 2004, the
FCC blocked the Minnesota Public
Utilities Commission from applying its
traditional telephone company regulations to Vonage service. This exempted
the VoIP service provider from complying with the state’s laws and regulations
governing a “telephone company,” such
as those dealing with authority, tariffs,
and 911 emergency services.22
The Telecommunications Act of 1996
mandated that VoIP be defined as either a
telecommunications service similar to an
incumbent or competitive telephone company, or as an information service exempt
from state regulations.23 The 2004 FCC
order clarifies that VoIP providers are to
be considered providers of information
services, not telecommunications carriers
as defined by the Telecommunications
Act.24 Still, Congress has proposed bills
that do have the indirect effect of addressing VoIP service. H.R. 251, which would
impose fines for spoofing, is currently before the Senate.
The FCC has taken steps to regulate
VoIP, but many issues regarding privacy and security still remain. One early
regulation of VoIP concerned 911 capabilities.25 The FCC imposed Enhanced
911 (E911) obligations on providers of
interconnected VoIP services, requiring
the network to automatically provide a
911 caller’s originating number and, in
most cases, location information to
emergency service personnel.26
In addition, VoIP providers must
contribute to the Universal Service
Fund that supports communications
services programs such as E-Rate,
which provides Internet access to public
schools and libraries.27 Further, the FCC
requires VoIP providers to comply with
the Communications Assistance for
Law Enforcement Act (CALEA) of
1994. CALEA allows enforcement
agencies to conduct electronic surveillance as similarly required for all traditional telephone providers.28 This FCC
requirement was reaffirmed in 2006,
clarifying that May 14, 2007, was the
CALEA compliance deadline for facilities-based broadband Internet access
and interconnected VoIP services.29
However, neither of these steps addressed regulations securing VoIP.

Future Regulation
With VoIP still largely unregulated, the
next issue that the federal government
will likely address in increasing the
medium’s security is Customer Proprietary Network Information (CPNI). CPNI
is data specific to individual customers
generated when customers make calls, including call detail records, call volumes,
customer account information, billing information, technical information, service
destination, and the service plans to which
a customer subscribes.30 Some industry insiders believe that with a little detective
work, CPNI data can reveal customers’
Internet service provider.31
The Telephone Records and Privacy
Protection Act, which Congress passed
last year, amended the federal criminal
code to prohibit obtaining, or attempting
to obtain, confidential phone record information from a telecommunications
carrier for all phone customers, including
VoIP subscribers.32 In 2006, the
Prevention of Fraudulent Access to
Phone Records Act was proposed in
Congress and was resubmitted in 2007.33
This is one of the bills proposed to create
new consumer data protection laws by
placing stricter requirements on the collection of personal information. Privacy
advocates and companies are at odds on
the proposed national guidelines and
their effect on states’ regulation of privacy, but a bill such as the Prevention of
Fradulent Access to Phone Records Act
could provide a baseline of expected
consumer protection.34 Although the proposed act does not directly address VoIP,
it seeks to address CPNI protection
measures used by telecommunications
carriers.35 The act would permit a
telecommunications provider to use aggregated data for its own usage, such as
to improve service and solicit new business, but would require customer information to remain private.36 The proposed
measures include: (1) requiring telecommunications carriers to institute customer-specific identifiers to access
CPNI; (2) encryption of CPNI or other
safeguards to secure the data; and (3)
deletion of CPNI after a reasonable period of time if storage is no longer necessary.37 Representative John Dingell,
chairman of the House Committee on
Energy and Commerce, is optimistic that
the Act will be brought to the House
floor in 2007, and a similar bill is proposed in the Senate.38 In summary, these
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proposed measures would require greater
verification to access a person’s proprietary information.
Conclusion
The recent proposals by Congress to regulate use of CPNI, impose the Records
Privacy Act, and criminalize spoofing reflect the government’s concern about the
security issues present in VoIP usage. As
our information society becomes more
interconnected, these security issues
must be addressed. As more people use
VoIP for their telephone calls, the need
for regulations and legislation protecting
against the dissemination of private information and preventing fraud continues to increase.
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A Tale of Seditious Libel in the
Twenty-First Century
CHARLES L. BABCOCK AND AMANDA L. BUSH

What follows is a work of fiction,
but, hey, it could happen.

A Reporter’s
Notebook: How I
Got into This Mess
BY TOM GILBERT,
INQUIRER STAFF WRITER

It was a dark and stormy night.
I’ve always wanted to use that as a
lead, but until now, I’ve never had the
chance. But it truly was a dark and stormy
night when this whole mess began.
Most of you don’t know me. I’ve
been a journalist for twenty years,
longer if you count journalism school at
the University of Florida. I’m forty-two
years old. Divorced. No kids. Smoker
(but only after I jog). I drink (but moderately for a reporter). No girlfriends at
the moment and no news sources that
might turn into girlfriends. Does anybody really believe the Pelican Brief
could happen to a reporter? At least not
the Julia Roberts part.
I’ve been working at the Washington
Inquirer for twelve years, most recently
covering the Justice Department. I’m no
Bob Woodward, but I’ve got pretty decent sources and have had some success
(we posted the NSA story on our website
five minutes before the Post and the
Times). My dad got me this job. He
knew somebody who knew somebody,
and I got an interview and it stuck. You
should know that my dad is a loser—the
only thing he ever did for me was get me
Charles L. Babcock (cbabcock@jw.com) is
a partner and Amanda L. Bush (abush@
jw.com) is an associate with Jackson Walker
L.L.P. Mr. Babcock has represented the
media for over twenty-five years and is
a former journalist.

this job, which, by the way, is probably
going to land me in jail. Anyway. . .
It was a dark and stormy night, and I
was about to go home when a source
calls me. Sorry, I can’t reveal his identity, even though, as you have no doubt
read, I was ordered to by a U.S. district
judge. He (the source) sounds very distressed and asks if we can meet right
away. I suggest Old Ebbitt Grill. He
says, “No way. Too public.” And then he
tells me to meet him at the Little
Fountain Café, which I learn is “a quiet,
dimly lit, intimate dining room hiding in
plain view” below the “frantic nightlife
scene on Adams Morgan’s main drag.”
Don’t you love the Internet?
I ask him, “What’s this about?”
“I don’t want to talk on the phone,
but you’ll be interested.”
“Can you give me a hint?”
“Not on the phone.”
He hangs up. So I head for the
subway and take the Red Line to the
Woodley Park-Zoo exit and walk across
the bridge into Adams Morgan. Did I
mention it was raining? I arrive. Soaked.
My source is at a table in the way back,
and dimly lit does not begin to describe
how dark it is in this place. I find him,
and he’s been drinking. Great.
“So, Rudy (not his real name), how
are you doing?”
He looks up at me, and his eyes are
bloodshot. Drinking a lot, I’m thinking.
His hand shakes, just a little, as he offers it to me without standing. I figure
you can tell a lot about people by how
they shake hands. If I had kids, I would
make them practice handshaking until
they got it right. Firm. Confident. Look
the other guy straight in the eye. This
guy isn’t any of that. Feeble. Soft.
Averted eyes. I’m thinking that this guy
is certainly in a position to know a lot.
He’s in a sensitive government position.
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TOM GILBERT
)
)
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and
)
)
)
WASHINGTON INQUIRER
)
CO., INC.,
)
Defendants )
)
____________________________ )
I’ve been cultivating him for about
three years. Not too hard, but I haven’t
been ignoring him either. He’s provided
me some stuff I’ve used in the past—
stuff that checked out and was reliable.
I suspect he was the source for some of
the best stuff in Woodward’s last book,
but I would, of course, never ask.
“So, Rudy, what’s up?”
“Why are you here?”
“Because you invited me just about
twenty minutes ago, as I recall.”

I. INTRODUCTION
The indictment in this case should be
dismissed for two primary reasons: first,
the Espionage Act does not prohibit the
conduct complained of by the government, and second, even if it did, the
Espionage Act would be unconstitutional under the First Amendment as applied here because this prosecution is, in
effect, an effort by the government to
punish speech highly critical of it, also
known as “seditious libel.” And it is
generally accepted that prosecutions of
seditious libel violate the First
Amendment.
Prosecutions under the Espionage
Act against the media are unprecedented. Indeed, in the recent prosecution of two former lobbyists of the
American Israel Public Affairs
Committee (AIPAC) for conspiring to
violate the Espionage Act, the government conceded:

has been brought, we believe, because
the government is embarrassed about
the disclosure of its illegal wiretapping
program, not because of a concern for
national security. It is, in essence, a
prosecution for seditious libel and
therefore unconstitutional under the
First Amendment.
II. HISTORICAL UNDERPINNINGS OF THE SEDITION AND
ESPIONAGE ACTS
The historical context surrounding the
Sedition Act and Espionage Act and the
Supreme Court’s and Fourth Circuit’s
treatment of prosecutions thereunder
provide the cornerstone for establishing
that Tom Gilbert’s and the Inquirer’s actions are protected by the First
Amendment and may not be prosecuted.

In that case, pending in this court, two
former lobbyists of the AIPAC were indicted for conspiring to violate the
Espionage Act.2 The indictment alleged
that the defendants conspired with a
Pentagon official to communicate information about national defense to people
not authorized to receive it, including a
reporter for the Washington Post.3
This is a case of first impression and

A. Early Origins of Seditious Libel
Seditious libel, as we now understand
it, first appeared in the Elizabethan era
as the “notion of inciting by words or
writings disaffection toward the state
or constituted authority.”4 In 1606, the
Star Chamber, the administrative tribunal established by the Tudors in the
1500s, deemed seditious libel “a crime
because it tended to undermine respect
for public authority.”5 The “Star
Chamber was dissolved in 1641, but
seditious libel, like blasphemy, [continued] as a common law offense.” Over
100 years later, the existence of this offense would influence the development
and interpretation of law in America.6
Seven years after the Bill of Rights
was signed into law, the U.S. Congress
passed the Sedition Act of 1798, essentially criminalizing the publication of
“unfounded” criticism toward the U.S.
(Continued on page 15)

He sighs, “Yes.”
So I figure we’re going to play this
Washington game where he pretends that
he has information that will change the
course of human history but doesn’t
want to reveal it because it would violate
his code of honor or some such crap, and
I’m supposed to pull it out of him any
way I can. I wait and just look at him. A
waitress comes. I order a Rusty Nail.
“With Chivas please.” My drink comes.
We still haven’t said anything. I haven’t

inquired about his kids because I don’t
know if he has kids. He hasn’t asked
about mine, which is fine, because I
don’t have any (that I know about).
We order dinner. It comes. We eat.
Still nothing, and I’m wondering if I
haven’t just blown an entire evening
over some nutty bureaucrat with a conscience that is not quite guilty enough.
At least I’m on an expense account, although not on overtime. We’re a Guild
paper, and you have to have it approved

[W]e recognize that a prosecution under the espionage laws of an actual
member of the press for publishing
classified information leaked to it by a
government source would raise legitimate and serious issues and would not
be undertaken lightly, indeed, the fact
that there has never been such a prosecution speaks for itself.1

ahead of time, which I have neglected
to do (quite often).
“I’ve got some documents,” he finally says.
“What sort of documents?”
“Documents that are very secret.
Highly classified. Espionage Act secret.”
“What does that mean, Espionage
Act secret?”
“It means so secret that if they knew
I had taken them out of the building, I
would lose my job and probably be
prosecuted.”
There’s nobody near us, but I look
around anyway. “So why did you remove these highly classified Espionage
Act secret documents that could get you
fired and prosecuted?”
“To give them to you.”
“And why would you do that?”
(Sometimes you have to play hard to get.)
“Our government is, shall we say,
doing something that is very wrong.”
“So why don’t you report it?”
He looks at me with that pitying look
that says, “You just don’t understand
life inside the Beltway, do you?” Which
is, of course, b.s. I understand it plenty
well; I just haven’t figured out this
guy’s angle. Inside the Beltway, everybody has an angle.
“Okay,” I say. “Will you let me have
the documents? Did you bring them
with you?”
“If I give them to you, it might cause
you some problems.”
“What sort of problems?”
“I assume if you think these are genuine, and they are, that you will write
something. If you write something, they
will know that you have classified documents, and they will want to know
where you got them. . . .”
“You know that’s not a problem.”
“And they may want to prosecute
you and your paper for publishing this
information.”
“Why don’t you let me worry about
all that.”
A thin smile from Rudy. He orders
another drink. Me, too. If we’re going
to bring down the government, we
might as well have that warm feeling in
our tummies.
Well, to cut a long story a little short,
he gives me the documents (about 100 or
so). They’re in an envelope. He passes
the envelope to me under the table.
We finish dinner and say goodbye.
He wants to leave first. “Wait ten min-
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utes and then you can leave,” he says.
So I have another drink, although I
switch to scotch and water. More than
two Rusty Nails, and my judgment
about women becomes impaired . . . although, to be honest, it’s not real good
when I’m sober.
I take the train to my one-bedroom
apartment in North Bethesda, but I
don’t open the envelope until I get
home. I start reading. Pure dynamite.
Oh, my God! If these documents are legitimate, the government is doing some
bad stuff: illegal wiretaps on opposing
political leaders, including presidential
candidates; wiretaps of the Senate majority leader (“because we don’t think
he’s a Patriot,” according to an e-mail);
surveillance of government critics, including Ralph Nader. There’s a memo
about “How to Take over the
Government in Times of National
Emergency,” authored by a former secretary of defense.

The real issue was
not national security but
the public’s right to
express discontent with
government policy.
There are e-mails, memos, position
papers, authorizations to the FBI. It
goes all the way to the top of the Justice
Department and pretty high up in the
White House, although the president himself doesn’t get tagged with any paper.
I call my editor, James T. Olson. We
call him Jimmy—to his face, not just behind his back. He’s okay with that, thinks
it’s funny. He never calls me Superman.
“Jimmy, it’s Tom and, uh, I may
have the beginnings of a pretty big story
that is perhaps best not discussed over
the phone,” I say.
“So then why did you call me at
11:30 at night?”
“Uh, just to alert you and maybe set
up a meeting tomorrow. I’m a little paranoid about this thing, and maybe we
should meet in a park or something.”
“Tom, it’s the middle of winter and
raining like hell outside. Why not at the
office tomorrow?”
“Tomorrow is fine, but not the office. I’ll explain, okay?”

Jimmy is used to me. He’s indulged
me before, so he says fine, and we
arrange to meet at a Howard Johnson’s (I
didn’t think there were any of these left)
the next morning before work. I forget to
ask for overtime authorization. Shit.
I find out later, and this is unbelievable, that the FBI listened to this conversation between me and Jimmy. Amazing.
Anyway, not to bore you with the
details, but, as you’ve probably heard,
we check out the documents, and they
are legit. Way legit. We run a series of
stories accusing the government of secret wiretapping, and all hell breaks
loose, as you would imagine. The administration tries to get a prior restraint.
No dice (see United States v. New York
Times). All the cable guys want me to
go on their shows, and I am thinking
that this is a great thing for my, so far,
modest career. But Jimmy and the other
editors think this will be a bad thing because there are rumors we are under investigation. Can you imagine that? We
expose this major violation of the law,
and we’re under investigation?
At first I thought it was just a competitive thing—you know, my paper
wants the story for itself—but it didn’t
take long to see they were right. The
Department of Justice announces that a
special prosecutor has been appointed
to look into “the matter,” and it turns
out that “the matter” is me and Rudy.
Well, for starters, I’m never going to
give up a source unless he tells me
face-to-face that it’s okay, and my read
on Rudy is that he is trying to dive as
deep as he possibly can on this, although there is a report that the Justice
Department is giving people polygraphs
to see if they talked to me. Anyway, the
really bad thing is that the SP (Special
Prosecutor) indicts me for publishing
state secrets, saying that I stole the documents. The SP claims that because I
won’t reveal my source, I must not
have a source, which means I didn’t get
the documents from anyone but somehow broke in and stole them.
Ridiculous. As my friend Max
Frankel (okay, I met him once) wrote,
“practically everything that our government does, plans, thinks, hears and contemplates in the realm of foreign policy
is stamped and treated as secret—and
then unraveled by that same government, by the Congress and by the press
in one continuing round of professional
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and social contacts and cooperative exchanges of information.”
Unquestionably true, but it hasn’t, as
you know, stopped the SP. The Inquirer
and I were indicted in the U.S. District
Court for the Eastern District of
Virginia, the same place where they try
terrorists. We were charged with violations of the Espionage Act. There were
100 counts, one for each document I allegedly “stole and used for our series:
Secret Government Wiretapping
Program Exposed: Every Step You
Take, Someone’s Watching You.
The paper hired a separate lawyer for
me, a wonderful guy from Denver who
specializes in this sort of thing, although he candidly told me up front that
there was no precedent for this case.
Great. So what was our argument? As
he outlined it to me, it made sense. I
may get some of the legalese wrong,
but here goes: We fought every step of
the way distinguishing our case from
criminal prosecutions under the
Espionage Act and using an argument
called “First Amendment Due Process”1
to rebut what we considered a prosecution of seditious libel. At some point,
we moved to dismiss the indictment.
Our brief is in the sidebar.
Well, it didn’t work. The jury found
us guilty. The judge gave our argument
careful consideration, but, in the end, I
think it was just too novel for her. So
we’ll see what the Fourth Circuit and
the Supreme Court say about this whole
shenanigan affair. We did get one
break. I was only sentenced to 100
hours of community service and fined
$1,000. The newspaper was fined
$5,000. The judge said from the bench
that she didn’t care what the sentencing
guidelines said, that we had done a public service even if we technically had
violated the law. So that was nice.
It also has been great to see the support from fellow journalists. Just about
every news organization has filed amicus
briefs in our favor except the one jerk at a
big New York paper who said this case
would make bad precedent and shouldn’t
be appealed. Let him see how it feels
when he has a prosecutor cross-examining his happy ass. Sorry. I’m really not
bitter about this whole thing. The Pulitzer
prize keeps me warm at night.
It’s been a long time since the sun
was out, but I can see some rays shining
through the clouds. I think we’re going

to win this appeal, but it will take several
years and the Supreme Court is going to
have to do it. My lawyer is optimistic,
too. He told me that the legal theory he
used was developed with a couple of
lawyer friends at their cottage in Canada
over some scotch. His friend’s favorite
drink is a Rusty Nail, too. How perfect is

that? Like just about all of the leaking
that goes on in Washington, as Max
says, “that’s how it’s done, barroom
style: an official playing bureaucratic
tennis . . . a reporter preying on the
knowingness of his source.”
Well here’s to the First Amendment.
And Rusty Nails. . . .2

Endnotes

Defendants’ Brief

view, a fundamental principle of the
American form of government.”15

prosecution under the Espionage Act of
1918. In that case, five Russian immigrants were convicted for publishing and
distributing pamphlets that criticized the
Wilson administration and protested U.S.
policy against the emerging Bolshevik
regime.25 Seven members of the Supreme
Court applied Justice Holmes’s “clear
and present danger” test to sustain the
convictions, holding that the prohibited
words created a clear and present danger
of obstructing the war effort.26 Justice
Holmes, joined by Justice Brandeis, dissented, recognizing that the real issue
was not one of national security but the
public’s right to express discontent with
government policy.27
Justice Holmes’s dissent in Abrams is
widely considered the starting point for
this country’s move away from the British
notion of seditious libel and toward a
modern, American view that free and uninhibited speech, no matter how critical of
the government, should be the rule.28
Justice Holmes observed thus:

(Continued from page 13)
government.7 Interestingly, “both true and
false criticism of the government was
considered libel.”8 In fact, “legal thought
of the pre-revolutionary era proclaimed
that ‘the greater the truth, the greater the
libel.’”9 The Sedition Act did not last
long, expiring in 1801 after the election
of Thomas Jefferson to the presidency.10
“Though the Sedition Act was not an enduring piece of legislation, the very existence of the Act stands as a reminder of
the power of dissenting voices in the
press and the urge of those in power to
control them.”11
Although the constitutionality of the
Sedition Act itself was never tested in
court, the Supreme Court subsequently
recognized that First Amendment protections extend to “seditious libel.”12 In
New York Times v. Sullivan, the
Supreme Court surveyed the previous
controversy surrounding the enactment
and enforcement of the Sedition Act
and concluded that the debate
first crystallized a national awareness
of the central meaning of the First
Amendment. . . . Although the Sedition
Act was never tested in this Court, the
attack upon its validity has carried the
day in the court of history. . . . [That
history] reflect[s] a broad consensus
that the Act, because of the restraint it
imposed upon criticism of government
and public officials, was inconsistent
with the First Amendment.13

The Court went on to quote James
Madison in saying that in a republican
government, “the censorial power is in
the people over the Government, and not
in the Government over the people.”14 It
then concluded that “[t]he right of free
public discussion of the stewardship of
public officials was thus, in Madison’s

B. The Espionage Act of 1917—
Seditious Libel Part II
Seditious libel next emerged in the form
of the Espionage Act of 1917 just prior
to the United States’ entry into World
War I.16 As the likelihood of American
participation in the war increased, the
Department of Justice became concerned
that the nation’s existing laws would be
inadequate to “regulate the conduct of
the individual during war time.”17
Congress debated the Espionage Act bill
at length, and much of the debate concerned the history and meaning of the
First Amendment.18 For instance, a provision of the bill that would have allowed
the president to censor the press dominated congressional discussion but was
eventually eliminated in conference. The
Espionage Act passed without it, making
it a crime to convey information relating
to the national defense with the intent to
harm the U.S. government or to promote
the success of its enemies.19
The first challenge to the Espionage
Act came in 1919 in Schenck v. United
States.20 In that case, the defendants, including a prominent socialist leader, were
indicted and convicted for urging resistance to the draft.21 A unanimous Supreme
Court upheld the conviction, and Justice
Oliver Wendell Holmes, in writing the
opinion, did not steer very far from the
older, British notion that free speech and
press meant little more than limiting prior
restraints.22 His test for constitutionality
would last more than fifty years: “The
question in every case is whether the
words used are used in such circumstances and are of such a nature as to create a clear and present danger that they
will bring about the substantive evils that
Congress has a right to prevent.”23
Eight months after Schenck, the
Supreme Court confronted Abrams v.
United States,24 a case that involved a

1. See Charles L. Babcock, Allegedly
Criminal Newsgathering and First Amendment
Due Process, 2 LDRC BULL. 63 (2002).
2. The quotations from Max Frankel
first appeared in his article entitled “The
Washington Back Channel” in the New York
Times (March 25, 2007).

[T]he ultimate good desired is better
reached by free trade in ideas—that the
best test of truth is the power of the
thought to get itself accepted in the competition of the market. . . . I think that we
should be vigilant against attempts to
check the expression of opinions that we
loathe and believe to be fraught with
death, unless they so imminently
threaten immediate interference with the
lawful and pressing purposes of the law
that an immediate check is required to
save the country. I wholly disagree with
the argument of the Government that the
First Amendment left the common law
as to seditious libel in force. History
seems to me against that notion.29

In the shadow of World War I,
Schenck and Adams defined the boundaries of prosecutions under the Espionage
Act. Faced with cases stemming from the
“Red Scare,” courts stretched the bound-
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aries of permissible prosecutions using an
approach that has since been revisited.
C. The Espionage Act Today
After the Great War ended, the Court
did not revisit Espionage Act prosecutions until the country was faced with
another global challenge: World War II.
By then, the language defining the
scope of a violation read, for the most
part, as it does today. “Over the years,
numerous commentators have criticized
[the Espionage Act] as” vague, overbroad, “excessively complex, confusing, and . . . impenetrable.”30 “Yet, despite repeated calls for reform” of the
statutes, they have remained unchanged
since 1950 and have “weathered several
constitutional challenges on both vagueness and First Amendment grounds.”31
Nevertheless, the facts underlying these
challenges and their outcomes are in
stark contrast to our case involving a reporter and a newspaper and therefore
highlight the reasons that a prosecution
under the Espionage Act in this instance
would violate the First Amendment.
1. “Constitutional Vagueness”
Challenges and the Development of a
Scienter Requirement
On its face, the Espionage Act, 18 U.S.C.
§ 793, purports to prohibit the gathering,
retention, or communication of information “relating to the national defense.”32
Specifically, section 793(a) prohibits the
gathering of information from places33
connected to national defense if done “for
the purpose of obtaining information respecting the national defense with intent
or reason to believe that the information
is to be used to the injury of the United
States, or to the advantage of any foreign
nation. . . .”34 Section 793(b) prohibits the
copying, taking, making, or obtaining of
any “sketch, photograph, photographic
negative, blueprint, plan, map, model, instrument, appliance, document, writing,
or note of anything connected with the
national defense” or any attempt to do so
“for the purpose of obtaining information
respecting the national defense with intent or reason to believe that the information is to be used to the injury of the
United States, or to the advantage of any
foreign nation. . . .”35
Section 793(d) prohibits anyone lawfully having possession of a “document,
writing, code book, signal book, sketch,
photograph, photographic negative, blue-

print, plan, map, model, instrument, appliance, document, writing, or note relating to the national defense” from “willfully” communicating or transmitting it
to anyone not entitled to receive it.36
Similarly, section 793(e) prohibits anyone having unauthorized possession of a
“document, writing, code book, signal
book, sketch, photograph, photographic
negative, blueprint, plan, map, model, instrument, appliance, document, writing,
or note relating to the national defense”
from “willfully” communicating or transmitting it to anyone not entitled to receive
it or retaining it and failing to deliver it to
an officer or employee of the United
States entitled to receive it.37
In 1941, the Supreme Court first considered a constitutional vagueness challenge to the phrase information relating
to the national defense as used in sections 793(a) and (b) of the Espionage
Act.38 In Gorin v. United States, one defendant, a citizen of the Soviet Union,
had obtained for substantial pay from
his co-defendant, a U.S. naval intelligence officer, the contents of over fifty
reports and photographs relating to
Japanese activities in the United States,
which the two defendants conspired to
transmit to the Soviet Union.39 The
Supreme Court rejected the defendants’
argument that the phrase information relating to the national defense in sections
793(a) and (b) was limited to the places
listed in section 793(a), holding instead
that the term national defense was “a
generic concept of broad connotations,
referring to the military and naval establishments and the related activities of
national preparedness.”40 The Court explained that “[w]hether a document or
report is covered by sections [later codified as 793(a) and (b)] depends on their
relation to the national defense, as so
defined, not upon their connection with
places specified in section [793(a)].”41
Importantly, the Court in Gorin also
read into the statute a scienter requirement.42 As the Court explained,
[t]he obvious delimiting words in the
statute are those requiring “intent or
reason to believe that the information
to be obtained is to be used to the injury of the United States, or to the advantage of any foreign nation.” This
requires those prosecuted to have acted
in bad faith. The sanctions apply only
when scienter is established.43
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Decades later, the Fourth Circuit in
United States v. Truong Dinh Hung44
went further, holding that the phrase related to the national defense encompasses more than military matters and
includes, for instance, the U.S. diplomatic cables and other classified papers
relating to the 1977 Paris peace negotiations with the North Vietnamese,
American POWs in Indochina, and the
names of U.S. sources for intelligence
about the Vietnamese government.45
Although the court acknowledged the
scienter requirement of section 793(a),
calling it “critically important because
the Supreme Court relied upon it . . . to
rebut a claim that the espionage statutes
were unconstitutionally overbroad,” the
Fourth Circuit did not extend the same
logic to section 793(e).46 In upholding the
defendants’ convictions under section
793(e), the court said that the section
does not contain the same strong scienter
language of section 793(a) but rather
only “requires that the accused ‘willfully’ transmit the information.”47 As for
any ambiguity relating to the term unauthorized possession of national defense
information, the court said it was cured
in this case because the trial court adequately instructed the jury that “a person
would have authorized possession if he
had an appropriate security clearance and
if he gained access to the document because it was necessary to the performance of his official duties.”48
In 1988, the Fourth Circuit in United
States v. Morison further limited the possibility of a constitutional vagueness
challenge to the Espionage Act.49 It also
for the first time faced the potential conflict between the Espionage Act and the
First Amendment.50 In Morison, the defendant, a part-time civilian analyst at
the Naval Intelligence Support Center
and part-time editor of a publication,
stole three classified photos of a Soviet
nuclear-powered aircraft carrier after
construction and provided them to his
publication, Jane’s Defence Weekly, and
the Washington Post.51 The court of appeals rejected the defendant’s argument
that because he did not transmit the information to a foreign government but
instead leaked it to the press, his actions
did not fall under the Espionage Act.52
The Fourth Circuit held that the phrase
those not entitled to receive it was not
limited to “spies or to ‘an agent of a foreign government,’ either as to the trans-

mitter or the transmittee of the information.”53 The two statutes “declare no exemption in favor of one who leaks to the
press. It covers ‘anyone.’ It is difficult to
conceive of any language more definite
and clear.”54 The court observed that
“courts have recognized the legitimacy
of looking to the classification system
for fleshing out” this phrase.55 Given the
defendant’s naval intelligence training,
the court indicated that he was certainly
familiar with the government’s classification system and had, in fact, agreed in
writing to abide by it.56
The Fourth Circuit court also held that
the phrase related to the national defense
included “all matters that directly or may
reasonably be connected with the defense
of the United States against any of its enemies . . . [including] the military and
naval establishments and the related activities of national preparedness.”57
Acknowledging the Supreme Court’s
analysis in Gorin that the phrase requires
the information to be closely held by the
government, the court in Morison affirmed the district court’s jury instruction
that “the government must prove that the
documents or the photographs are closely
held in that they have not been made public and are not available to the general
public.”58 The court further acknowledged
that sections 793(d) and (e) prescribe that
prohibited activity be “willful,” which the
court defined as an act “done voluntarily
and intentionally and with the specific intent to do something that the law forbids.
That is to say, with a bad purpose either
to disobey or to disregard the law.”59
Finally, with respect to the defendant’s First Amendment defenses to the
government’s prosecution of him under
the Espionage Act, each of the three
judges wrote separately. Judge Russell,
who wrote the majority opinion, concluded that there were no “First
Amendment rights to be implicated here”
because the legislative history was “silent
on any Congressional intent in enacting
sections 793(d) and (e) to exempt from its
application the transmittal of secret military information by a defendant to the
press or a representative of the press.”60
Judge Russell relied on Branzburg v.
Hayes, quoting the following passage
from Justice White’s opinion:
It would be frivolous to assert . . . that
the First Amendment, in the interest of
securing news or otherwise, confers a

license on either the reporter or his
news sources to violate valid criminal
laws. Although stealing documents or
private wiretapping could provide
newsworthy information, neither reporter nor source is immune from conviction for such conduct, whatever the
impact on the flow of news.61

A government employee, Judge
Russell said, was not entitled to invoke
the First Amendment to immunize his
conduct merely because he leaked the
information to the press.62
Judge Wilkinson, with whom Judge
Phillips concurred, disagreed, stating,
“Morison as a source would raise newsgathering rights on behalf of press organizations that are not being, and probably could not be, prosecuted under the
espionage statute.”63
More recently, in United States v.
Squillacote, the Fourth Circuit made it
clear that information that is closely held
by the government, even if it has been
“leaked,” will continue to be information
“relating to the national defense,” as that
phrase is used in the Espionage Act. 64
The court explained thus: “[A] document
containing official government information relating to the national defense will
not be considered available to the public
(and therefore no longer national defense
information) until the official information in that document is lawfully available.”65 Thus, “mere leaks of classified
information are insufficient to prevent
prosecution for the transmission of a
classified document that is the official
source of the leaked information.”66
Which brings us to today. . .
2. The AIPAC Case: Seditious Libel in
the Twenty-first Century?
Last year, Steven Rosen and Keith
Weissman, two former AIPAC lobbyists
who were indicted on charges of conspiring to violate the Espionage Act statutes,
moved to dismiss the charges against
them, arguing that sections 793(d) and
(e), as applied to them, are unconstitutionally vague and violate their First
Amendment rights of free speech and to
petition the government.67 On August 9,
2006, Judge T. S. Ellis III denied the motion, holding that the Espionage Act was
constitutional as applied to them, particularly in light of its scienter requirements.
Judge Ellis first rejected the defendants’ argument that the phrase informa-

tion relating to the national defense was
insufficiently clear as applied to them because the information was transmitted
orally.68 The phrase, he said, has “consistently been construed broadly to include
information dealing with military matters
and more generally with matters relating
to U.S. foreign policy and intelligence capabilities.”69 Rather than limiting information to tangible information, the court
recognized that the scope of the phrase
information relating to the national defense is limited only in two ways: (1) the
information must be closely held by the
government, and (2) the disclosure must
be potentially damaging to the United
States or useful to an enemy of the
United States.70 With respect to the defendants’ argument that the phrase entitled
to receive is vague, the court cited
Morison in noting that the government’s
uniform classification system for national
security information clearly restricts access of classified information to those
with a corresponding security clearance.71
The court also rejected the defendants’ contention that it was difficult to
know whether the information they received was classified because they received it orally.72 Although acknowledging the potential merit of such an argument from a factual standpoint, the
court ultimately found it unpersuasive
as a reason for declaring the statute unconstitutionally vague.73 Instead, the
court relied on the statute’s scienter requirements, explaining that the government must prove the defendants willfully committed the prohibited conduct,
which “eliminates any genuine risk of
holding a person criminally responsible
for conduct which he could not reasonably understand to be proscribed.”74
According to the court, “the government must prove beyond a reasonable
doubt that the defendants knew the information . . . was closely held by the
United States,” “that disclosure of [the]
information [would] potentially harm
the United States,” “that the persons to
whom the defendants communicated the
information were not entitled under the
classification regulations to receive
[it],” and “that the defendants communicated the information . . . with ‘a bad
purpose either to disobey or to disregard
law.’”75 It follows, the court said, that
if the defendants, or either of them,
were truly unaware that the informa-
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tion they are alleged to have received
and disclosed was classified, or if they
were truly ignorant of the classification
scheme governing who is entitled to
receive the information, they cannot be
held to have violated the statute.76

Finally, with respect to the defendants’ First Amendment challenge, the
court acknowledged the “inherent tension
between the government transparency so
essential to a democratic society and the
government’s equally compelling need to
protect from disclosure information that
which could be used by those who wish
this nation harm.”77 The court rejected the
government’s “proposed categorical rule
that the espionage statutes cannot implicate the First Amendment” and said that
Morison could not be taken to stand for
that proposition.78 Recognizing that authority on the issue is sparse, the court
nevertheless opined that “the government
can punish those outside of the government for the unauthorized receipt and deliberate retransmission of information relating to the national defense.”79
III. CRIMINAL PROSECUTIONS
OF THE PRESS UNDER THE
ESPIONAGE ACT
Throughout the history of the United
States, a member of the news media has
never been criminally prosecuted under
the Espionage Act for gathering, publishing, or retaining classified information, although numerous opportunities
have presented themselves.
A. Chicago Tribune Article: “Navy Had
Word of Jap Plan to Strike at Sea”
The first instance in which a prosecution of the press under the Espionage
Act was considered involved a Chicago
Tribune article entitled “Navy Had
Word of Jap Plan to Strike at Sea,” published on June 7, 1942, immediately following the American victory in the
Battle of Midway in World War II.80
The article was written by a correspondent who had seen intelligence reports
left in an officer’s cabin that disclosed
that the strength and disposition of the
Japanese fleet had been well known in
American naval circles days before the
attack.81 Although the article said nothing about the United States’ code-breaking activities, it cited “reliable sources
in naval intelligence” and contained a
detailed breakdown of the Japanese

force and its movements, leading readers to conclude that the United States
had broken Japanese codes and was
reading the enemy’s encrypted communications.82 The Justice Department
went so far as to appoint an outside
prosecutor and convene a grand jury to
consider whether to indict the Tribune
and its owner, editor, and publisher,
Robert McCormick, for violating the
Espionage Act of 1917.83 Ultimately, no
charges were brought, in part because
military officials were unwilling to
share additional classified information
about intelligence gathering.84

Marshall and Chief Justice Burger—
seemed to suggest that the statutes could
impose criminal liability on newspapers
for retaining or publishing national security secrets. Justice White, joined by
Justice Stewart, stated,

B. The Pentagon Papers Case: New
York Times Co. v. United States
The closest the Supreme Court has ever
come to considering a government prosecution of the press for publishing confidential information concerning national
security secrets was in New York Times
Co. v. United States.85 In 1967, Secretary
of State Robert McNamara ordered a
full-scale evaluation of the United
States’ involvement in the Vietnam War,
which was documented in a forty-seven
volume report.86 Daniel Ellsberg, a former Defense Department economist who
was disillusioned with the war, copied
portions of the report and sent them to
the newspapers.87 On June 13, 1971, the
New York Times began publishing excerpts of what became known as the
“Pentagon Papers.”88 The Nixon administration immediately sought to restrain
further publication, and within a month,
the Supreme Court handed down a per
curiam decision.89 Six justices held that
the government had not met its “heavy
burden of showing justification” for a
prior restraint on the press and that the
Times therefore was free to continue to
publish the Pentagon Papers.90 Although
Justice Stewart, with whom Justice
White joined, was convinced the executive branch was correct that some of the
documents should not be published in
the national interest, Stewart commented
that he could not “say that disclosure of
any of them will surely result in the direct, immediate, and irreparable damage
to our Nation or its people.”91
Although the Court did not specifically
decide “whether the First Amendment immunizes the press from criminal prosecution for publishing national defense information,” five members of the Court—
Justices White, Stewart, Blackmun, and

Justice Marshall commented that it
was plausible that subsection 793(e) applied to press publications.93 Chief
Justice Burger and Justice Blackmun, in
dissent, respectively registered “general
agreement” and “substantial accord”
with Justice White’s views on the issue.94
Only Justices Black and Douglas disagreed. Justice Black stated that “only a
free and unrestrained press can effectively expose deception in government.”95
Justice Douglas similarly observed that
“open debate and discussion of public issues are vital to our national health.”96
Justice Douglas further concluded that
section 793(e) does not apply to the press
because the statute prohibits unlawful
“communication,” not “publication” of
protected national defense information.97
However, because New York Times involved a prior restraint, a type of speech
that bears a particularly “heavy presumption against its Constitutional validity,”
the issue of whether section 793(e) can be
used to prosecute the press for gathering,
publishing, or retaining confidential national security information remains an
open question. Indeed, “in the thirty-five
years since the Pentagon Papers case, the
Supreme Court has not once upheld a content-based criminal prosecution of truthful
speech relating to the activities of government that did not involve some special circumstances, such as public employment.”98
Prompted by the Court’s per curiam
decision in New York Times, Harold
Edgar and Benno Schmidt Jr. in 1973
analyzed with painstaking detail the legislative history of the Espionage Act
and the potential consequences of prosecuting the press under it.99 Edgar and
Schmidt opined that sections 793(d) and
(e) were sweepingly broad and were not
intended to be applied to the “publica-
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[F]rom the face of subsection (e) and
from the context of the Act of which it
was a part, it seems undeniable that a
newspaper, as well as others unconnected with the Government, are vulnerable to prosecution under § 793(e)
if they communicate or withhold the
materials covered by that section.92

tion of defense information that is motivated by the routine desires to initiate
public debate or sell newspapers.”100
They also argued that the term willfully
in both sections 793(d) and (e) must be
construed to exclude conduct undertaken by the press for purposes of stimulating public debate; otherwise, the
statutes would be vague and unconstitutional under the First Amendment.101
The scholars relied on two key historical points in coming to the conclusion that sections 793(d) and (e) do not
apply to the press:
(1) In considering the Espionage
Act of 1917 and the predecessor statutes
to sections 793(d) and (e), Congress rejected a provision that would have allowed the President to prohibit newspapers from publishing information concerning the national defense;102 and
(2) When the Espionage Act was
amended in 1950 (creating the sections
now known as 793(d) and (e)), both the
Legislative Reference Service and the
Attorney General opined that section 793
would not in their view apply to conduct
ordinarily engaged in by newspapers.103
The same legislative history was previously cited by Justice Black in New York
Times for his conclusion that section
793(e) does not apply to the press.104
C. Bartnicki v. Vopper
In a case not concerning a prosecution under the Espionage Act, the Supreme
Court recently held in Bartnicki v.
Vopper105 that where a journalist receives
information “from a source who has obtained it unlawfully,” the journalist may
not be punished for receipt or publication
of the information “absent a need of the
highest order.”106 In that case, “a radio
commentator[] received in the mail from
an anonymous source a tape recording of
an unlawfully intercepted telephone conversation, which [he] played on the air”
during his radio show.107 The Court rejected the government’s argument that it
should be able to punish journalists to deter those who unlawfully intercept conversations, stating that “[i]t would be
quite remarkable to hold” that a law-abiding journalist can be punished merely for
receiving and publishing information
merely “to deter conduct by a non-law
abiding third party.”108 Although Vopper
admittedly received “stolen” property, the
Court held that he was nevertheless protected by the First Amendment because

Vopper played no role in the illegal interception, he had obtained the information
lawfully, and the information received involved a matter of public concern.109
Thus, the Court observed, “a stranger’s illegal conduct does not suffice to remove
the First Amendment shield from speech
about a matter of public concern.110
IV. APPLICATION TO THIS CASE
“To date, there has been no case in
which a working journalist in passive receipt of classified information has been
prosecuted under the [Espionage Act]”
for gathering, retaining, or publishing
the information.111 Moreover, the little
existing precedent in Espionage Act
cases differs significantly from our case.
In Gorin, Morison, Truong Dinh Hung,
and Squillacote, the defendants had either given direct assistance to a foreign
government or actively misappropriated
classified information. Here, on the
other hand, the defendant reporter
Gilbert passively received the classified
information, which was unsolicited and
voluntarily given to him for his use in a
news report. Likewise, Gilbert had no
intention of harming the U.S. government or assisting a foreign government.
Further, with the exception of Gorin, the
defendants in previous Espionage Act
cases were government employees who
had access to classified information by
virtue of their employment and transmitted that information in violation of an
agreement with the government. Here,
of course, Gilbert and the Inquirer are
members of the news media who received information, unsolicited, from a
government employee. They neither
sought out nor misappropriated the classified information.
Further, in analyzing the statutory
language of section 793 and Supreme
Court and Fourth Circuit precedent, it is
evident that Gilbert and the Inquirer’s
actions fall outside the scope of the
Espionage Act.
A. Sections 793(a) and (b)
Sections 793(a) and (b) of the Espionage
Act concern obtaining and copying information related to the national defense
and do not mention communicating such
information to others, much less publishing that information. As such, these
two sections on their face do not apply
to the actions of Gilbert or the Inquirer.
Moreover, even if sections 793(a)

and (b) applied to press publications in
general, they do not apply to Gilbert and
the Inquirer here because the information is not “relating to the national defense,” as that phrase has been defined
by the U.S. Supreme Court and the
Fourth Circuit. The information given to
Gilbert concerned the fact that the government was secretly wiretapping opposing political leaders, including 2008
presidential election front-runners,
members of Congress, and the press
who were critical of the government. In
contrast, in Gorin, the Supreme Court
defined relating to the national defense
as “a generic concept of broad connotations, referring to the military and naval
establishments and the related activities
of national preparedness.”112 In Truong
Dinh Hung, the Fourth Circuit expanded
the phrase to include more than military
matters, such as U.S. diplomatic cables
and classified documents pertaining to
the 1977 Paris peace negotiations and
names of sources of intelligence.113 But
neither court has gone so far as to include within that definition information
that is unflattering of the government,
such as a policy to illegally wiretap political opponents.
Setting aside issues relating to the
nature of the material, Gilbert and the
Inquirer nevertheless fall outside the
scope of the Espionage Act given the
strict scienter requirements imposed by
Gorin. Under Gorin, proof of bad faith,
i.e., “intent or reason to believe that the
information to be obtained is to be used
to the injury of the United States, or to
the advantage of any foreign nation,” is
required to sustain a conviction under
section 793(a) or (b).114 Gilbert and the
Inquirer obtained the information to inform the public on a matter of public
concern, not to injure the United States
or advantage a foreign nation. Accordingly, they cannot be liable under sections 793(a) and (b).
B. Sections 793(d) and (e)
The two sections of the Espionage Act
that create the most difficulty in a case
involving a criminal prosecution of a
member of the news media are sections
793(d) and (e). Section 793(d), however, cannot and does not apply to
Gilbert and the Inquirer because the
statute prohibits anyone lawfully having
possession of a document, writing, photograph, etc., “relating to the national
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defense” from “willfully” communicating or transmitting it to anyone not entitled to receive it.115 Because the classified documents were leaked to Gilbert
and the Inquirer, they did not have
“lawful” possession of the documents,
as that term is defined in the statute.
Section 793(e), on the other hand,
addresses the situation presented here
and provides, in pertinent part, that
(e) whoever having unauthorized possession of, access to, or control over
any document, writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map,
model, instrument, appliance, or note
relating to the national defense, or information relating to the national defense which information the possessor
has reason to believe could be used to
the injury of the United States or to the
advantage of any foreign nation, willfully communicates, delivers, transmits
or causes to be communicated, delivered, or transmitted or attempts to
communicate, deliver, transmit or
cause to be communicated, delivered,
or transmitted the same to any person
not entitled to receive it, or willfully retains the same and fails to deliver it to
the officer or employee of the United
States entitled to receive it . . . [s]hall
be fined under this title or imprisoned
not more than ten years, or both.116

Gilbert and the Inquirer had unauthorized possession of the documents; therefore, an analysis under this section is appropriate. Nevertheless, in considering
the scope of the scienter requirements,
Gilbert and the Inquirer are shielded from
prosecution under this statute as well.
First, as mentioned above in the discussion pertaining to sections 793(a)
and (b), the information given to Gilbert
cannot be characterized as relating to
the national defense. As Judge Wilkinson stated in Morison, “The espionage
statute has no applicability to the multitude of leaks that pose no conceivable
threat to national security but threaten
only to embarrass one or another high
government official.”117
In addition to requiring proof that
Gilbert and the Inquirer committed the
prohibited acts willfully, the statute imposes an additional scienter requirement
that the information was communicated
with “reason to believe it could be used

to the injury of the United States or to the
advantage of any foreign nation.”118 As
the court in Rosen stated,
requiring the government to prove that
“the possessor has reason to believe
[the information relating to the national
defense] could be used to the injury of
the United States or to the advantage of
any foreign nation” is not duplicative
of the requirement that the government
prove the defendant willfully disclosed
information that is potentially damaging to the United States because the latter concerns only the quality of the information, whereas the former related
to the intended (or recklessly disregarded) effect of the disclosure.119

Gilbert and the Inquirer obtained the
information to engage the public in a
matter of public concern, not to injure the
United States or advantage a foreign nation. Thus, section 793(e) does not apply
to Gilbert or the Inquirer in this instance.
Finally, section 793(e) does not apply
to the defendants because the phrase not
entitled to receive it does not prohibit the
transfer of classified information from one
citizen to another but only from a government employee to a citizen. In Morison,
the Fourth Circuit determined that the
phrase entitled to receive is regulated by
the government’s uniform classification
system for national security information,120 which classifies information into
three categories—Top Secret, Secret, and
Classified—depending on the degree of
harm to the United States that would result from the information’s disclosure.121
The 1951 executive order that created the
classification system did not regulate the
transfer of information from citizen to citizen but merely requested government
employees to observe the standards and
join the federal government to prevent
disclosure.122 Thus, Morison’s interpretation of entitled to receive does not apply
to Gilbert and the Inquirer in this case.
In addition, the information leaked to
Gilbert and the Inquirer pertaining to the
government’s secret wiretapping of its
political opponents should not have been
classified and therefore does not fall
within the scope of any of the Espionage
Act statutes. The danger in wrongful
classification of documents is obvious.
As Justice Stewart observed in the
Pentagon Papers case, “[w]hen everything is classified, then nothing is classi-
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fied, and the system becomes one to be
disregarded by the cynical or the careless,
and to be manipulated by those intent on
self-protection and self-promotion.”123
As Gilbert’s and the Inquirer’s actions do not fall within the scope of the
Espionage Act, their prosecution can be
characterized as one of seditious libel,
which is unconstitutional under the First
Amendment. It is axiomatic that political speech and newsgathering are protected by the First Amendment.124
Moreover, as the Supreme Court observed in Bartnicki, the dissemination of
truthful information about matters of
public concern is protected from liability
under the First Amendment as long as
the secondary transmitter of the information was not involved in the initial illegality.125 Although arising under Title
III, the Supreme Court’s analysis in
Bartnicki applies equally here. As the
Court stated in Bartnicki, “it would be
quite remarkable to hold” that a lawabiding journalist can be punished
merely for receiving and publishing information “to deter conduct by a nonlaw-abiding third party.”126 The source’s
conduct in unlawfully obtaining and disclosing classified information to Gilbert
and the Inquirer does not remove their
First Amendment protection for speech
about a matter of public concern.127
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The Newspaper-Broadcast Cross-Ownership
Rule: The Case for Regulatory Relief
KATHLEEN A. KIRBY AND MATTHEW L. GIBSON

In 1975, Bruce Springsteen released his
third album, Born to Run. Bill Clinton
married Hillary Rodham, and Bill Gates
used the term Microsoft for the first time
in a letter to Paul Allen.1 Newspaper readership was at its peak, and television viewers uniformly tuned in for evening news
delivered by one of three network anchors:
Walter Cronkite, John Chancellor, and
Harry Reasoner.2 AM Top 40 radio dominated, and FM had not yet reached the
mainstream.3 Cable systems were just
sprouting,4 and Sony marketed its innovative Betamax recorder for the exorbitant
sum of $2,295.5 Given America’s presumably unavoidable reliance on newspapers
and broadcast outlets as sources of
news and information, the Federal
Communications Commission (FCC or
Commission) in 1975 promulgated rules
prohibiting a daily newspaper publisher
from owning broadcast stations in the
same community, ostensibly to prevent
any single corporate entity from becoming
too powerful a voice within a community.
Thirty years later, the Boss released
his twentieth album but had to contend
with digital piracy. Bill Clinton, impeached but popular, took a backseat as
Senator Hillary Rodham Clinton announced over the Internet her own presidential intentions; and multibillionaire
Bill Gates split his time between hawking Microsoft products and philanthropic pursuits. Today, American consumers have virtually limitless choices
in news and informational content on
every subject imaginable, delivered in
an ever-expanding variety of forms to
Kathleen A. Kirby is a partner at Wiley Rein
LLP. In 1975, when The Captain & Tennille in
heavy rotation drove her from 77WABC to
fledgling FM radio, she was introduced to the
Boss and spent part of her first $15 paycheck
on Born to Run. Since that first experiment with
FM radio, she has continued to embrace new
information and entertainment technologies.
Matthew L. Gibson is an associate at Wiley
Rein. In 1975, he was not yet born. Today, he
gets his news and information from online aggregators, newspapers, and the radio.

suit every taste and schedule.
The challenges facing companies that
professionally gather and publish local,
national, and international news and information have become acute. The
newspaper industry is wrestling with declining circulation and rising competition for advertising, and prominent publishing companies are on the auction
block. With similar challenges facing
broadcasters, Disney remarked in comments to the Commission that “[g]iven
the increase in, and attractiveness of,
new media outlets, the Commission may
soon find itself considering ways to incent, rather than restrict, ownership of
over-the-air broadcast stations.”6
At the same time, in response to a
congressional mandate, the FCC reviewed certain of its media ownership
rules and attempted to relax some of
them. After much legal wrangling and
in the context of a dramatically different
media sector, the U.S. Court of Appeals
for the Third Circuit, although finding
that the “blanket ban on newspaper/
broadcast cross-ownership [is] no
longer in the public interest,”7 remanded
the proposed rule changes to the FCC
for further justification. Remarkably, in
a world where traditional media companies are constantly revamping their
business models in the face of new
technologies and where the diversity
of outlets vying for consumers’ attention can be overwhelming, common
ownership of daily newspapers and
broadcast stations serving the same
market still is prohibited, except in
certain limited circumstances.8
The newspaper-broadcast cross-ownership ban has existed without any modification for more than thirty years.
Today, the traditional media industries
are in tumult. Help, however, may not
be imminently forthcoming. Today’s
Commission appears caught in the vortex created by the Third Circuit’s remand of the agency’s attempt to reform
its ownership rules, the claims of competing interest groups, and a shift in the
political winds. Many therefore predict

22  Communications Lawyer  Spring 2007

that the FCC will be slow to implement
any further ownership deregulation.
For the past three years, there has
been no active legal dispute as to
whether the complete prohibition of
newspaper-broadcast cross-ownership
should exist. Although both the agency
and the Third Circuit agree that a global
ban on newspaper-broadcast cross-ownership disserves the public interest and
should not be preserved,9 the blanket
ban persists—not as a public benefit
but as an artifact of the Commission’s
failed attempt to unite its cross-ownership and local ownership policies into a
single grand integrated theory of media
ownership. The significance of such a
ban is that as technological advances
accelerate, the existing cross-ownership
rule robs traditional media outlets of the
option to compete, perhaps even to survive, during what can only be fairly
characterized as a seismic shift in the
media landscape.
Thirty Years of Regulation
Given the tenure of the newspaperbroadcast cross-ownership ban (also
known as the Newspaper Rule), commentators, courts, and FCC commissioners have summarized the rule hundreds, if not thousands, of times.
Nonetheless, for those new to the discussion, a brief overview of the
Newspaper Rule’s history follows.
In 1975, the Commission adopted
regulations that prohibited a daily newspaper publisher from obtaining broadcast licenses in its paper’s community.10
When it implemented the Newspaper
Rule, the Commission believed that
common ownership of daily newspapers
and broadcast stations would not enhance the diversity of viewpoints available to the public; instead, the Commission feared that common ownership
would preclude new voices from obtaining the decreasing number of available broadcast licenses.11
Even in its decision adopting the ban,
the Commission acknowledged the potential detriments of the prohibition and

the uncertain foundation on which it was
enacted. In particular, the agency recognized the pioneering spirit of cross-owners and specifically concluded that newspaper-affiliated stations tended to be superior licensees, particularly in terms of
locally oriented service.12 To justify the
restriction when it was adopted three
decades ago, the FCC relied on what the
agency itself acknowledged to be a
“mere hoped for gain in diversity.”13
Given its speculative origins, it is not
at all surprising that the efficacy of the
cross-ownership ban has long been in
question at the Commission. As early as
1996, in approving the merger of ABC
and the Walt Disney Company,14 the
agency stated its intention to “commence an appropriate proceeding to obtain a fully informed record in this area
and to complete that proceeding expeditiously.”15 Then-Chairman Reed Hundt,
appointed by President Clinton, issued a
separate statement emphasizing his concern that “there is reason to believe that
. . . the newspaper-broadcast cross-ownership rule, is right now impairing the
future prospects of an important national source of education and information: the newspaper industry.”16 The
FCC subsequently reneged on the promise to conduct a broad review, however,
initiating an inquiry only with respect to
the much narrower issue of amending
the existing waiver policy for newspaper-radio cross-ownership.17
First Biennial Review
Without completing that proceeding, the
FCC released in March 1998 a notice of
inquiry to commence the first biennial review proceeding pursuant to Section
202(h) of the Telecommunications Act of
1996.18 That inquiry represented the
Commission’s first effort to carry out the
congressional mandate to determine periodically whether any of its broadcast
ownership restrictions “remain necessary
in the public interest as the result of competition” and to repeal or modify any
rules that do not meet this stringent test.19
In addition to seeking comment on all of
its media ownership rules, the agency
noted that it “anticipate[d] taking action
in the [newspaper-radio waiver proceedings] during 1998.”20 The Commission,
however, took no action until June 2000,
when, after Congress intervened to set a
specific deadline, the agency finally issued its 1998 Biennial Review Report.21

Recognizing that “there may be circumstances in which the rule may not be necessary to achieve its public interest [objectives],” the FCC committed to “initiate
a rulemaking proceeding to consider tailoring the rule accordingly.”22
Well over a year later, the Commission
finally sought comment on a broad list of
questions ranging from retention of the
rule in its existing form to complete repeal.23 Extensive comments were filed by
a wide array of industry participants, public interest organizations, and individual
consumers.24 Although the 2001 crossownership proceeding was ripe for decision, the FCC determined instead to roll it
into its 2002 Omnibus Rulemaking,
which included consideration of several
other media ownership rules and was designated as the Commission’s 2002
Biennial Review.25
This omnibus proceeding was conducted in response to a series of decisions
by the D.C. Circuit repudiating the reasoning underlying the FCC’s decisions to
retain certain of its broadcast ownership
restrictions in past biennial review orders.
In both Fox Television Stations v. FCC
and Sinclair Broadcast Group v. FCC,
the court strongly reprimanded the
agency for failing to buttress with solid
factual evidence or logical reasoning its
decisions to retain national and local limits on television station ownership.26
In response, the FCC tried to make its
2002 Omnibus Rulemaking the most
“comprehensive” review of media ownership ever undertaken by the agency.27 As
the Third Circuit observed in its review of
the agency’s decision in the proceeding,
“interested parties filed thousands of
pages of comments, consisting of legal,
social, and economic analyses, empirical
and anecdotal evidence, and industry and
consumer data to respond to the issues
identified in the Commission’s Notice.”28
In conjunction with this proceeding, the
FCC also established a Media Ownership
Working Group (MOWG), which commissioned a number of independent studies, including several that focused specifically on issues related to newspaperbroadcast cross-ownership.29 After extensive analysis of the mammoth record in
the proceeding, the Commission released
the text in June 2003.
Tiered Approach
Based on its review of the existing
record, the Commission determined that

it could no longer justify the complete
ban on common ownership of daily
newspapers and broadcast stations in the
same market.30 Although it found that a
complete cross-ownership prohibition
did not promote the public interest, the
Commission chose to retain some limitations on media cross-ownership.31 In its
2003 Report and Order, the Commission
opted for a tiered approach in which
(1) an outright ban would remain in markets containing fewer than four fullpower television stations, (2) some crossownership would be permitted in markets with four to eight full-power television stations, and (3) cross-ownership
would be freely permitted in markets
with more than eight full-power television stations.32 Few, if any, parties were
completely satisfied with the Commission’s new approach to the Newspaper
Rule or the other ownership rules under
review. The resulting appeals were consolidated in the Third Circuit under
Prometheus Radio Project v. FCC.
Although the Commission and the
Third Circuit quibble over whether
Section 202(h) is a “one-way [deregulatory] ratchet,” they seemed in accord
that “regulation[s] deemed useful when
promulgated must remain so” or be repealed or modified.33 The appeals court
agreed that the newspaper-broadcast
cross-ownership ban no longer served
the public interest and should therefore
be eliminated. But because the court
disagreed with the Commission’s justification for its tiered approach,34 the total ban, which both bodies viewed as
harmful to the public interest, remains
in effect today. Prometheus thus ignited
another round of rule making. Now that
additional comments have been filed in
the remand proceeding, which has been
combined with a revised congressional
mandate to review the media ownership
rules quadrennially,35 the industry
awaits a Commission decision.
The Saga Continues?
The Third Circuit put the Commission
in an awkward position in its remand of
the revisions to the Newspaper Rule.
Although it agreed that the Commission
was under a statutory mandate to “repeal
or modify” a ban that no longer served the
public interest, the Third Circuit allowed
the Newspaper Rule to persist.
On remand, comments and studies
from all points along the regulatory/ dereg-
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ulatory spectrum have only fueled the
cross-ownership debate. Despite the ownership proceedings’ cumbersome record,
the task before the Commission is, as a legal matter, imperative and straightforward:
it must consider the record before it, account for the many changes that have
taken place in the media marketplace since
2003 (as well as those that can be anticipated before its next review of the ownership rules in 2010), and move quickly to
square its regulatory regime with the realities of an astonishingly diverse and demanding media marketplace.
Republican FCC Chairman Kevin
Martin is seeking to avoid the intense criticism that his predecessor, Michael
Powell, faced after Powell’s Commission,
by a partisan three-to-two vote, approved
liberalizing the media ownership rules in
2003. However, Martin’s cautious approach, combined with the shift in control
of Congress, seems to have doused any
prospect of swift agency action to conform cross-ownership regulation to technological reality. In response to criticism
that the FCC’s review of the media ownership rules was done largely behind
closed doors in a secretive manner, the
Commission is in the process of staging
six so-called media ownership road
shows designed to solicit additional public comment on the need for regulation.36
In addition, the FCC has committed to
concluding a long-standing proceeding on
broadcast localism before turning to the
media ownership dilemma.37
Despite the comprehensive record already in existence, the agency has commissioned ten new studies: How People
Get News and Information; Ownership
Structure and Robustness of Media;
Effect of Ownership Structure and
Robustness on the Quantity and Quality
of TV Programming; News Operations;
Station Ownership and Programming in
Radio; News Coverage of Cross-Owned
Newspapers and Television Stations;
Minority Ownership (two separate studies); Vertical Integration; and Radio
Industry Review: Trends in Ownership,
Format, and Finance. Each of the studies will be completed and released for
public comment before the Commission
takes further action with regard to media ownership regulation.38
Although there has been some suggestion that consideration of the ban should
be separated from the FCC’s review of
other media ownership rules (e.g., limits

on local radio and television ownership),
that does not appear likely. As newspapers and broadcasters remain indefinitely
Prometheus bound, opportunities to attain the synergies owners claim are associated with combined print, radio, television, and online news (e.g., cross-promotion, shared newsgathering resources, and
packaged multimedia advertising deals)
seem to have evaporated. On both sides
of the debate, it has become increasingly
clear that the debate must now be framed
by developments in new media.
Trailing Behind Technology
Innovation is annoyingly ignorant of
pleading cycles, and, as many parties
have noted, the media landscape has
changed dramatically even over the five
years since the Commission began its
assessment of the cross-ownership ban
in its 2002 Biennial Review. Although
the current political environment seems
to favor increased regulation, the
Commission has ample cause to make
cross-ownership restrictions the exception rather than the rule. Indeed, it
would be folly not to do so.
In 2003, based on the wide-ranging
record before it, the Commission concluded thus: “(1) the [newspaper-broadcast cross-ownership] rule cannot be
sustained on competitive grounds, (2)
the rule is not necessary to promote localism (and in fact may harm localism),
and (3) most media markets are diverse,
obviating a blanket prophylactic ban on
newspaper-broadcast combinations.”39
The Third Circuit resoundingly upheld
these critical judgments concerning
newspaper-broadcast cross-ownership.
Local Markets Are Well-Served
At this point, therefore, it would appear
that the Commission need only speak to
the court’s limited concerns regarding
perceived flaws in the agency’s viewpoint diversity analysis. The FCC could
simplify its task by eschewing any metric
and focusing on whether consumers in individual media markets have a sufficient
number of news and informational outlets
available to them so as to ensure that they
will be well informed and exposed to a
variety of viewpoints. In this digital era,
particularly given the evolution of the
Internet into a fundamental and widely
used source of world, national, and local
news, information, and opinion, there is
no question that audience members in lo-
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cal markets of all sizes are well served by
a vast range of traditional and alternative
media outlets.
The most recent round of FCC comments, which belabor questions of localism and competition already resolved by
the Third Circuit; the tenor of media
ownership hearings held around the
country; statements from congressional
leaders; and the Commission’s own reluctance to act suggest an unwillingness
to accept the extent to which today’s
media landscape differs from that of
1975. To some, though, it seems obvious that the abundant sources of information, entertainment, and viewpoints
available to today’s consumers have rendered any discussion of whether structural ownership regulations are necessary to preserve diversity in today’s media marketplace almost nonsensical. The
realities of the twenty-first century marketplace and the experiences of samemarket newspaper-broadcast combinations, as well as the obvious need for
regulatory parity, overwhelmingly support repeal of the newspaper-broadcast
cross-ownership ban.
A Reality Check
If American media companies are to
thrive, the Commission and the courts
cannot continue to react as though it is
1999. In the three years since the Third
Circuit’s Prometheus decision, innovation has once again transformed
Americans’ appetite for information
such that the 2002 Biennial Review and
Prometheus now seem quaint. The past
three years have seen the development
of new classes of media outlets, new
theories of information sharing, and
new methods of information gathering.
Since Prometheus, Americans have experienced so many technological revolutions that the term is beginning to lose
its meaning.40 Each passing revolution
merely adds to the Commission’s burden of justifying continued regulation of
newspaper-broadcast cross-ownership.
In responding to the Third Circuit’s remand, the Commission must give sufficient weight to the development of several new types of media outlets as truly
independent sources of local information as well as to the vicious competition spurred by the low-to-nonexistent
barriers to entry for online media.
“A generation ago, only science fiction writers dreamed of satellite-delivered

television, cable was little more than a
means of delivering broadcast signals to
remote locations, and the seeds of the
Internet were just being planted in a
Department of Defense project.”41 By
2003, consumers “could select ‘from
hundreds of channels of video programming . . . in every market in the country
and, via the Internet, [could] access virtually any information, anywhere, on any
topic.’”42 Remarkably, in remanding the
Commission’s numerical ownership limits, the Third Circuit noted that it could
not rely on the Commission’s finding that
Internet sources “mitigate the threat that
local station consolidations pose to viewpoint diversity.”43 The experiences of the
past three years and the emergence of
new media, particularly online media, refute the Third Circuit’s position.
Media of Choice?
The Internet has made a remarkable contribution to the marketplace of ideas, and
the expansion and fragmentation of the
media marketplace has naturally changed
the way in which consumers seek and receive their news. Although it is true that
newspapers and broadcast stations remain important sources of local news
and information,44 nontraditional media
draw an audience that rivals that of
mainstream media sources.45 In addition
to traditional media’s high-traffic online
offerings, micropolitan websites, blogs,
and online citizen journalism have proliferated. Newspapers and broadcast stations are no longer the predominant
sources of news and information they
were in 1975.46 For many, they are not
considered the media of choice.47
Technology has also changed the traditional media’s role as an information
gatekeeper. Now, any motivated Internet
user can receive information in quantities
and varieties previously known only to
publishers and broadcasters that subscribed to costly wire services. By aggregating disparate news sources and providing customized filters to sift through the
growing heaps of information, both mainstream search engines (Yahoo! and
Google) and emerging services (bloglines.com) provide Internet users with a
personalized virtual Teletype machine.
Blogs
The term weblog was coined on
December 17, 1997, by Jorn Barger,
who created the term “to describe the

process of ‘logging the web’ as he
surfed.”48 The transmutation of weblog
to blog (both in its noun and verb
forms) is attributed to Peter Merholz
and dates to April or May of 1999.49 In
2004, the Third Circuit used neither the
term blog nor weblog in its Prometheus
decision, and Judge Scirica’s dissent included only one instance of the term
weblog.50 If use of the term blog is any
measure of its relative importance over
time, it is worthwhile to note that
twenty-three commentators representing
both pro-regulatory and deregulatory interests used blog 332 times in their
opening comments to the 2006
Quadrennial Review.
The increasing local significance of
blogs is supported by the discussions in
the comments to the 2006 Quadrennial
Review. Indeed, surveys conducted by
the Pew Internet & American Life
Project (Pew Internet Project) reveal
that the number of blog readers is increasing at an explosive rate. In
September 2005, the Pew Internet
Project surveyed the Internet usage
habits of American adults. Of the selfreporting Internet users, 27 percent indicated that they had read another person’s blog. Four months later, 39 percent of Internet users stated that they
had read one or more blogs.51
Pro-regulatory advocates have
mounted several attacks on blogs’ inclusion in diversity analyses. First, they argue that blogs are “not primarily a journalistic undertaking” and are “just not
local news and information.”52 Although
such a belief may have been accurate at
one time, blogs increasingly provide
unique reporting on events of local and
national concern, and the comments
submitted in the 2006 Quadrennial
Review proceeding demonstrate as
much. For example, the bloggers at
Firedoglake.com reported extensively
on the recent trial of Vice President
Cheney’s former chief of staff, I. Lewis
“Scooter” Libby. Firedoglake.com’s
coverage was widely reported in both
new and traditional media.53
Blogs can provide original journalistic content on local affairs, too. Take, for
example a March 23, 2007, posting on
dcist.com, a blog devoted to local affairs
in the District of Columbia. In the posting, a blogger discussed recent floor
speech in the House of Representatives
about the ongoing debate concerning the

District of Columbia’s congressional
representation (or lack thereof). The
blogger was intrigued by a floor statement made by a member of Congress,
who argued against granting District of
Columbia residents a congressional vote
because each of the 535 members of
Congress already has a vested interest in
local affairs in the District of Columbia.
Taking him at his word, the blogger provided readers with the congressman’s official contact information. Judging from
the comments to the post, readers of
dcist.com appear to be reaching out to
members of Congress on “constituency”
issues such as garbage collection and unrepaired potholes.54
Emerging local media outlets are not
limited to text, however. For example,
the photo website Flickr.com, launched
in 2004, allows users to contribute, classify, and search an enormous database of
photographs. A search for the tag news
yields more than 30,000 images.55
Although many of the photographs
tagged with news are images related to
the news industry itself (for example,
news vans, television broadcasts, etc.),
many photographs capture newsworthy
events, such as local fires, vigils, protests,
and concerts. Internet users are beginning
to make similar use of YouTube.com
for video content. YouTube.com,
launched in 2005, allows users to search
based on text or to browse predefined
categories, which include a grouping for
“News & Politics.”56
This expansion in online media is fueled, in part, by the low-to-nonexistent
cost of creating a revenue-generating online media outlet. Anyone with Internet
access and content can contribute to
viewpoint diversity. Many sites, such as
Blogger.com, provide free hosting to
would-be bloggers. Moreover, bloggers
have become increasingly attractive to
online advertisers, and the free nature of
hosting services does not deprive bloggers of a revenue stream from online advertising. Blogger.com, for example,
permits users to recognize advertising
revenue through services such as
Google.com’s AdSense platform.
Over the past several years, the media market has become increasingly decentralized and diverse, and online media have emerged as independent
sources of viewpoint diversity and as
competing suppliers of advertising
space. This decentralization of local
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media outlets has not escaped the notice
of traditional media. Indeed, Time’s selection of You as its “Person of the
Year” for 2006 surprised nearly everyone. Despite the ongoing conflict in
Iraq, the trial and execution of a deposed Iraqi dictator, and the powershifting midterm congressional elections, Time’s editors saw 2006 primarily
as “a story about community and collaboration on a scale never seen before.”57 People-powered media have arrived and are changing the way that
Americans consume information.
Learning from Experience
Given the cacophony of voices characterizing the modern media era, the
Commission’s diversity analysis appears relatively simple and straightforward. The reality, though, is that the
Commission’s analysis has been endlessly complicated by political influences. To combat the hue and cry over
the evils of so-called Big Media, deregulatory proponents have continued to
speak to the wealth of data demonstrating media cross-ownership’s real-world
benefits: newspaper-broadcast combinations across a broad spectrum of markets provide exceptional local content
and community-oriented service.
When it banned newspaper-broadcast cross-ownership in 1975, the
Commission chose not to break up thenexisting combinations. The FCC elected
to require divestitures only in a narrow
range of circumstances because a “mere
hoped for gain in diversity,”58 which it
previously described as an “abstract
goal,”59 could not justify sweeping divestiture requirements. These grandfathered combinations, along with newspaper-broadcast combinations that exist
pursuant to waivers or under a policy
that permits a broadcast station owner
to acquire a newspaper in the same market and operate it until the end of the
station’s license-renewal term,60 have
demonstrated important advantages of
cross-ownership.
As the newspaper and broadcast industries have evolved, local newspaperowned television stations have had the
unique opportunity to experiment and
find synergies between the two businesses. On the whole, existing combinations show that local cross-ownership is a
stabilizing economic force that allows for
efficient use of assets to provide diverse

local programming. Given the ability of
news industries to share newsgathering
resources with sister outlets and the journalistic and community-oriented traditions that daily newspapers bring to the
table, it makes perfect sense that crossownership would generate these benefits.
Researchers have long concluded that the
operational efficiencies made possible by
cross-ownership enable outlets to compete more effectively and to focus on
their core local service objectives.61
That ‘70s Show
In its 1975 Report and Order, the Commission praised newspapers’ “pioneering spirit” in the early days of radio;
then it instituted a ban on all future
newspaper-broadcast cross-ownership.
At that time, the Commission focused
on competition, viewpoint diversity, and
ownership diversity but did not give sufficient weight to existing evidence that
cross-ownership promotes localism.62
Since then, the Commission has adopted
localism as a third public interest goal;
thus, it is interesting to note that what
was true in 1973 remains so today:
newspaper-broadcast combinations promote this public interest goal.63
In its 1975 Report and Order, the
Commission made a passing reference
to seven studies that, in today’s terms,
analyze issues of localism. With one
outlier, the studies largely disprove the
argument that cross-ownership harms
localism.64 More importantly, the
Commission’s Staff Study of 1973
Television Station Annual Programming Reports, which was the first study
to use 1973 annual programming reports, showed a statistically significant
increase in the amount of local programming broadcast by newspaperowned television stations.65 Specifically,
the Commission staff found that after
controlling for variables such as market
size, network affiliation, and group
ownership, the average “co-located
newspaper-owned” television broadcaster produced 12 percent more local
programming than did other television
broadcasters in 1973.66
More and Better Local Planning
The same conclusion, that cross-owned
outlets offer more and better local programming, has been reached time and
time again.67 The Third Circuit agreed
with the Commission’s assessment that
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“the newspaper/broadcast cross-ownership ban undermined localism.”68
Nevertheless, virtually every commentator in the 2006 Quadrennial Review devoted significant energy to explain how
newspaper-broadcast cross-ownership
promotes or inhibits the Commission’s
goal of localism. Inasmuch as the
Commission uses local news programming as a localism yardstick, the existing
combinations’ experience strongly supports the deregulatory position.69
In Fredericksburg, Virginia, the combined resources of the Free Lance-Star
and its three radio stations create efficiencies permitting reporters more easily to
cover stories in distant communities. This
combination also permits important local
breaking news to be disseminated quickly
and accurately.70 The quality of local coverage has not suffered because of the
newspaper and radio stations’ integrated
operations. Both the stations and the Free
Lance-Star have received dozens of
awards for the quality of their journalism.71
Similarly, as the result of the efficiencies
created by the joint ownership of the
News-Gazette, WDWS (AM), and
WHMS-FM in Champaign, Illinois,
WDWS (AM) replaced a syndicated news
show with a locally produced three-hour
daily talk show.72 Anecdotal evidence suggests that WHMS-FM is the only music
station in its market that employs a fulltime news staff.73 As a result, WHMS-FM
broadcasts forty hours of local news programming each week.74
Studies and More Studies
Media General has provided for the
Commission a detailed assessment of the
locally oriented value each of its six
newspaper-broadcast combinations adds
to its respective market.75 In a comprehensive study of each combination,
Professor Adam Clayton Powell III of the
University of Southern California concluded that all six communities received
more and better local news and public affairs programming than they would absent the convergence benefits of the combinations.76 Areas in which benefits can
be seen include breaking news, expanded
news content, investigative and enterprise
pieces, greater understanding of the community,77 and production of specials and
investigative reports that could not have
been done on a stand-alone basis.78 The
tangible results are evident in everything
from the outlets’ joint investigation of the

hurricane-preparedness plans of Tampaarea governments,79 to an in-depth series
on the experiences of parents who have
lost children to cancer, to coordination on
town hall meetings held for local candidates.80 Such extensive community-oriented efforts simply would be out of
reach for most stand-alone outlets.
Belo Corporation has stated that the
existence of its Dallas combination has
served as a “direct catalyst” for an overall increase in the quantity and quality
of local news available in the market.81
In particular, Belo explained that the
sharing of resources not only has enhanced the news coverage of its coowned TV station and daily newspaper
but also has helped make possible the
launch of several additional local and
regional outlets, including a regional cable news channel, a Spanish-language
daily newspaper, and a free daily specifically targeted to younger readers.82
Similarly, in Phoenix, a Gannettowned combination brings heightened
local content to the market. Gannett’s
KPNX-TV has the highest-rated local
newscast,83 while the Arizona Republic
has taken advantage of the efficiencies
inherent in cross-ownership to increase
its in-depth and investigative reporting.84
Cox Enterprises also claims localism
benefits from its newspaper-broadcast
combinations in Atlanta and Dayton.85 In
both of these cross-ownership markets,
the broadcast stations have the resources
to offer exceptional locally oriented programming. For example, the Atlanta station airs the only weekly half-hour public
affairs program in the market, and the
Dayton station produces a similar weekly
half-hour public affairs program.
Tribune Company currently holds
newspaper-broadcast combinations in
several markets, including Chicago,
New York, Los Angeles, Hartford, and
South Florida, some of which are grandfathered and some of which Tribune
holds under temporary waivers or pursuant to the FCC’s Footnote 25 policy.86
The Tribune combination in
Chicago, which is grandfathered, is the
nation’s third-largest market and provides, perhaps, the best case study.
According to Tribune’s comments filed
with the FCC, the newspaper-broadcast
combination has allowed each entity to
streamline operations and provide more
extensive informational coverage by
taking advantage of both local efficien-

cies and companywide resources. The
radio station and its sister outlets jointly
plan for coverage of special events,
such as local and national elections.
Likewise, the Chicago Tribune works
with WGN-TV to co-sponsor public
opinion polls before major local, state,
and national elections. WGN-TV’s
chief meteorologist and his staff of professional weather forecasters provide a
“weather page” for each daily edition of
the Chicago Tribune. Moreover, all
three media outlets contribute to
www.chicagotribune.com, enabling that
website to offer far more content than
otherwise would be possible.
At Tribune and elsewhere, the websites offered do far more than “merely
republish” the content developed by
their sister newspaper, radio, or television station.87 Because of the immense
capacity and unique attributes of the
Internet, newspaper publishers and
broadcasters via the Web greatly differentiate, supplement, and constantly update the information they disseminate to
their audiences. These websites host
chat rooms about top stories and forums
on issues such as elections, public
safety, immigration, schools, and even
the neighborhood weather. Multiple
blogs contain reporting, commentary,
and observations on everything from local politics and sports to pop culture.
Opinion pages offer venues for readers
to state their views.
Economic Survival
Incredibly, certain commentators contend that there is no evidence that the
seismic shift in the media landscape has
had any competitive impact on newspaper publishers or broadcasters.88 The
record unambiguously demonstrates,
however, that traditional broadcasters
and newspaper publishers are facing
formidable challenges in today’s highly
fragmented media marketplace.89 In particular, the flexibility of new and alternative media to react quickly as the paradigm has shifted from “one size fits
all” to individualized media “on-demand” is well documented.90
As new technology has multiplied
the number of media outlets, the traditional print and broadcast media face increased competition for audiences and
revenues. The average newspaper’s circulation has declined by at least 1 percent per year since 1975, and, over the

past several years, the rate of decline
has increased noticeably. The value of
publicly traded newspaper companies
decreased by 20 percent in 2005 and by
another 14 percent in 2006.91 The forced
sale of Knight Ridder and Tribune
Company’s recent public struggle to
reach an agreement with a buyer only
underscore the diminishing economic
power of newspaper publishers.92 Even
the New York Times has not been immune to these trends. Its share price has
fallen by nearly 40 percent in recent
years.93 The combination of decreased
circulation and advertising revenues has
forced publishers to cut costs, even to
the extent of reducing newsroom staff.
It is expected that from 2000 to 2007,
newspapers, in aggregate, will employ 7
percent fewer reporters.94
Audience Erosion
Television broadcasters are facing a
similar problem: audience erosion began with the increased number of offerings by multichannel video providers
and has accelerated with the advent of
streaming Internet video. For example,
in the large markets of New York, Los
Angeles, and Chicago, virtually every
television broadcast station’s share of
the total local television viewing audience decreased from 2001 to 2006.95
With declining audiences and advertising revenues, newspaper publishers
and broadcasters must change their
business models in order to remain
profitable and to survive in the information age. As the Third Circuit noted in
Prometheus, newspaper-broadcast
cross-ownership can create economic
efficiencies without sacrificing journalistic integrity.96 The record on remand
supports the court’s observations. For
example, Fredericksburg, Virginia’s local paper, the Free Lance-Star, owns
four local radio stations. Through colocation and the merger of some of the
five properties’ operational, human resources, and administrative staffs, the
Free Lance-Star recognizes an annual
savings of $500,000 while increasing
local programming on the radio stations.97 The publisher of the NewsGazette in Champaign, Illinois, has recognized similar economies of scale
from cross-ownership. The integration
of the News Gazette, WDWS (AM), and
WHMS-FM results in an annual savings
of $100,000 and increased investment
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in the stations’ news operations.98
Media General’s experience in
Tampa offers yet another example of
how cross-ownership of local newspaper and television properties can “reverse the [economic] downturn and
profitably provide communities with
more and better local news.”99 Before
Media General consolidated its newsgathering operations, circulation of the
Tampa Tribune was declining in key
demographics. With the efficiencies
created by cross-ownership and operation with WFLA-TV, Media General
saw a “level[ing] off [of] circulation declines.”100 But Media General was not
the only one to see benefits from the
economic buttressing of the Tampa
Tribune. The cross-ownership efficiencies have allowed WFLA-TV to add an
additional thirty minutes of local programming each day. Obviously, economic efficiencies are not anathema to
the public interest. 101
Although it is true that common
ownership of a local daily newspaper
and a local broadcast station does not
maximize diversity of ownership, common ownership is sometimes necessary
to maintain the status quo, especially
given the state of the industry.102 One
owner of two outlets will always be a
better servant of the public interest than
two outlets silenced.
Taming Red Lion
Finally, it is, of course, worth noting
that the Prometheus court rejected a
constitutional challenge to the
Newspaper Rule, finding that the
Commission violated neither publishers’ nor broadcasters’ First Amendment
rights through the reformation of the
Newspaper Rule.103 The Third Circuit’s
constitutional ruling rests primarily on
the belief that precedent constrained the
court from finding a First Amendment
violation in the revised Newspaper
Rule. The court’s interpretation of
precedent, however, confuses its inability to overturn binding precedent with
its ability to distinguish a case on the
facts. From this perspective, postPrometheus broadcast technologies undermine the Third Circuit’s findings.
Shortly after the start of the 1968 inquiry into media ownership, the Supreme
Court granted the Commission a regulatory boon in Red Lion Broadcasting v.
FCC.104 In upholding the fairness doctrine

against a First Amendment challenge, the
Court held that the “scarcity of radio frequencies” in the “unique” media of
broadcast services was sufficient to allow
some governmental regulation of speech.
After all, it was “the right of the viewers
and listeners, not the right of the broadcasters, which [was] paramount.”105
Significantly, the Red Lion Court framed
its analysis in terms of the scarcity inherent in the (then) “present state of commercially acceptable technology.”106
The 1975 Report and Order provided
the Supreme Court with an opportunity
to revisit the scarcity doctrine in FCC v.
National Citizens Committee for
Broadcasting.107 Once again, the Court
rejected a First Amendment challenge
to the Commission’s regulations, finding that “[i]n light of this physical
scarcity, Government . . . regulation of
broadcast frequencies [is] essential.”108
The Newspaper Rule stood because of
the Court’s deferential review.
At its heart, though, the scarcity doctrine of Red Lion and its progeny depends on finding some measure of
scarcity in the broadcast media, and
courts invoking Red Lion often cite the
Commission’s pronouncements on the
crowding of radio and television spectra.109 But such determinations are factual, not legal, in nature, and they address the continuing applicability of the
scarcity doctrine, not its continued validity as a legal theory. Viewing Red Lion
in this light could enable a court to account for technological advances without
upsetting its status as legal precedent.110
Such an approach is attractive because it
would preserve the scarcity doctrine for
future courts without shackling the industry to outdated facts.
The broadcast media are far different
today than they were in June 2004. In
March 2007, the Commission announced the long-awaited approval of
rules governing HD Radio. The inchannel on-band (IBOC) technology
that drives HD Radio allows FM broadcasters to slice their allotted spectrum
into multiple audio and data streams.
Even though IBOC has not changed the
amount of bandwidth available for
broadcasters, it has trebled the number
of FM outlets available in a given market through a more efficient use of
available spectra. Broadcasters, in turn,
are permitted to lease excess capacity to
third parties, thereby increasing the di-
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versity of voices and viewpoints within
a given market.
A similar transformation is occurring
in the television industry. Analog television broadcasts are scheduled to cease
on February 17, 2009, and every broadcast station will have the capacity to deliver combinations of high-definition
programming or multiple streams of
programming on its allotted channels.
Already, some broadcasters are taking
advantage of this newfound capacity to
offer different streams of programming.
For example, a local public television
station in Washington, D.C., WETATV, currently broadcasts five unique
digital streams on Channel 26.
New and emerging technologies do
not merely allow for a more efficient
slicing of the spectral pie. Technology
can expand the pie as well. For example, noted an article in Nature magazine, researchers at the University of
Utah recently announced that they have
created a filter that may enable the currently unusable terahertz region of the
spectrum to be used for wireless communications.111 When terahertz communications technology emerges, certain
types of wireless communications services could be shifted from congested regions of the spectrum, allowing for the
expansion of broadcast bands.
The Third Circuit did not address
HD Radio multicasting or terahertz
technologies in Prometheus. But how
could it have? The Commission did not
authorize HD Radio multicasting until
March 8, 2005, nearly a year after the
Third Circuit decided Prometheus, and
Nature published the terahertz article in
March 2007. Prometheus therefore
stands as an example of how an otherwise valid legal construct can be undermined by the use of old facts.
Conclusion
Simply put, newspaper-broadcast crossownership regulation is an anachronism.
Today’s media bear little resemblance to
those of 1975; and to the extent that diversity has increased since 1975, the
Commission’s “hoped for gain in diversity” has been realized because of advancing technologies, not because of
the Newspaper Rule. With the benefit
of hindsight, it has become apparent
that the speculative fears voiced by the
Commission in 1975 were misplaced.
Had the commissioners known of the

looming information age, perhaps they
would have been less inclined to focus on
the potential for commonly owned newspaper and broadcast outlets to diminish
diversity of viewpoints and would have
accorded more weight to existing studies
that made clear even then how such combinations benefited localism.
Although the Commission has remained mired in a regulatory morass,
the technological developments impacting the media industry have been far
from stuck. The Commission is statutorily obligated to make sure that its ownership rules reflect the situation “as it is,
not as it was.”112 The belief that these
structural ownership rules are necessary
to preserve a diversity of voices ignores
the overwhelming evidence that the
marketplace of ideas has never been
more robust, and the need for regulatory
relief never more immediate.
The means through which to ensure a
vibrant media marketplace—one where
consumers continue to have access to
the valuable services and quality journalism provided by newspapers and
free, over-the-air broadcast stations—is
to level the playing field through regulatory relief. Over-the-air television
broadcasters and daily newspapers are
facing unprecedented competitive and
financial challenges. Without relaxation
of the local ownership restrictions, it
will be increasingly difficult for broadcasters and newspapers to fund the local
news operations that have long been
their hallmark and that so clearly serve
the public interest.
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Tough New FCC Rules on Customer Call
Records
ROSALIND K. ALLEN

Living in the information age continues
to broaden our perspective of how we
view ourselves and our place in the
world. Telecommunications and information technologies promote data centralization and fluidity, helping us achieve
increasing levels of efficiency and productivity. But these dynamic technologies also make data more vulnerable, creating increased opportunities for unauthorized access, use, disclosure, and alteration, as well as accidental loss and deletion. Of particular concern is the apparent
ease with which personally identifiable
information is collected and shared, often
without the subject’s knowledge or permission. Federal and state governments
have responded with a flurry of data protection and privacy laws. Enabling people to exercise greater control over collection and use of their personally identifiable information is now a well-established consumer priority.
Recent high-profile incidents have focused attention on whether our laws afford adequate and effective protection
for personal call records. When private
investigators hired by Hewlett-Packard
(HP) officials were easily able to identify
the source of information leaks by obtaining call records of targeted reporters,
privacy of personal call records became
a national issue. The HP investigators
gained unauthorized access to the personal call records through a practice
known as pretexting. Pretexting is the
practice of gaining access to an individual’s sensitive personal information under false pretenses. For example, the HP
investigators impersonated the reporters
when they contacted telecommunications
companies to get the call records.
The online environment has given
rise to an industry of data brokers selling records of phone calls with dates,
times, durations, and locations. To draw
Roz Allen (rosalind.allen@hklaw.com) is a
partner, specializing in communications and
privacy law, in the Washington, D.C., office
of Holland & Knight LLP.

further attention to the unauthorized
marketing of personal information, a
blogger randomly contacted an online
data broker and purchased General
Wesley Clark’s mobile phone records
for 100 calls made during a three-day
period in November 2005.
The legislative response to these revelations was quick and decisive. Congress
enacted and the president signed into
law the Telephone Records and Privacy
Protection Act (TRPPA) of 2006, which
criminalizes the practice of fraudulently
obtaining another person’s phone records,
either directly or through the purchase of
such information. Approximately twentyfour states have enacted or are proposing
to enact antipretexting laws. A number
of telecommunications providers have
filed suits against numerous entities for
fraudulently obtaining phone records.1
The Federal Trade Commission (FTC)
has also prosecuted pretexting to obtain
consumer phone records as a deceptive
and unfair trade practice under Section 5
of the FTC Act.2
In the wake of all these crackdowns on
the pretexters, the Federal Communications Commission (FCC or Commission) decided more needed to be done.
Section 222 of the Communications Act
imposes obligations on telecommunications carriers to protect and control the
use of the proprietary information (otherwise known as customer proprietary network information, or CPNI) derived from
customers. The FCC already had CPNI
rules in place but recently took steps to
bolster them. Prompted by the high visibility of the phone record pretexting problem, as well as by a petition filed by the
Electronic Privacy Information Center
(EPIC) seeking stronger security and authentication standards for accessing
CPNI, the Commission initiated a rulemaking proceeding that proposes additional safeguards to protect CPNI from
unauthorized access and disclosure.
The FCC issued its revised CPNI rules
on April 2, 2007.3 The new CPNI rules
take effect within six months of approval
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by the Office of Management and Budget.
Compliance will require significant
changes in the ways telecom providers
protect and disclose customer data, as
well as how the providers interact with
their marketing contractors and joint venture partners. The FCC also broadened the
universe of providers subject to Section
222 to include interconnected providers of
Voice over Internet Protocol,4 which will
no doubt trigger renewed complaints that
legacy regulations are burdening this
competitive new market sector. Strict enforcement of the new rules is expected.
Because some of the new regulations are
overly broad and vague and do not appear
to be narrowly tailored solutions that meet
identified governmental interests, the new
CPNI regime is likely to be challenged.
Call Detail Records
The FCC’s new rules are premised on
the belief that inadequate protection of
CPNI by carriers has directly contributed to pretexting. Accordingly, as a
starting point in its analysis, the FCC
recognizes a new subset of CPNI, i.e.,
call detail records (CDR), which comprise the most sensitive types of CPNI.
Specifically, CDR
includes any information that pertains
to the transmission of specific telephone calls including, for outbound
calls, the number called, and the time,
location, or duration of any call and,
for inbound calls, the number from
which the call was placed, and the
time, location, or duration of any call.5

By way of example, the FCC notes that
remaining minutes of monthly use for a
wireless customer qualify as CPNI but do
not fall within the sensitive CDR category.
Safeguarding Access
Providers are prohibited from disclosing
CDR unless specific authentication requirements are followed. First, the
provider must establish a password for
each customer account by authenticating

the customer without using “readily
available biographical information,” such
as the last four digits of a customer’s
Social Security number, mother’s maiden
name, or date of birth. Accepted methods
of authentication include
(1) calling the customer at the telephone number of record for the
service purchased. This means
that if the customer is purchasing wireless service, the
provider must call the customer
at the wireless phone number
associated with that service, not
a home or work number; or
(2) sending the customer a personal
identification number (PIN) by
voice mail or text message to
the telephone number of record,
or by mailing the PIN to the address of record for the account.
This could be an e-mail address.
If the provider receives a phone call
from an individual seeking CDR, the
provider cannot disclose the CDR unless the caller shares the preestablished
password or PIN with the provider. This
requirement is unnecessary if the caller
volunteers all of the CDR needed to address a customer service issue during
the call. Nonetheless, the provider must
limit the discussion of CDR only to that
volunteered by the caller and must not
disclose any additional CDR without
first obtaining a password.
Providers must also require passwords for customers seeking to access
CDR through an online customer account. Furthermore, customers have the
option of accessing all their CPNI (including CDR) by visiting a provider’s
retail location and presenting a valid
government-issued photo ID that
matches the account information.
It is inevitable that customers will
forget passwords; therefore, the
provider must create a backup method
of authentication for use under these
circumstances. Although the FCC is not
specific about the correct backup
method, this secondary form of authentication also cannot involve readily
available biographical information or
account information. Use of a “shared
secret question” (e.g., “What is your favorite color?”) chosen by the provider
or the customer is suggested as an acceptable form of backup authentication.

Business Customers
It is not uncommon to give business
customers the leverage to make sure
they get the full range of their telecommunications services needs met. For
that reason, if a business customer is assigned a dedicated account representative by the provider and the negotiated
service agreement specifically addresses
protection of the business’s CPNI, the
authentication requirements need not be
followed. The business customer may,
of course, negotiate more stringent authentication procedures that integrate
well into the business’s enterprisewide
information management procedures.
This exemption is only limited to the
new authentication rules and does not
relieve the provider from compliance
with all other CPNI requirements.

been injured. Moreover, if an entity
storing personally identifiable information promptly reports the breach to affected consumers, data breach laws provide a measure of protection from further allegations of consumer harm. The
new FCC rules, however, appear to
frame breach notification primarily as a
law enforcement tool rather than a
means of avoiding customer harm.

Notification of Account Changes
Providers must notify customers immediately of significant account changes,
such as password changes, online account changes, mailing address changes,
or changes to the backup authentication
method. This requirement will likely
prove to be of significant practical value
as an early warning system to consumers
because these types of changes are often
associated with identity theft. Notification to the customer may be via a
voice mail or text message to the telephone number of record, or written notification to the address of record.6

Once a provider establishes that a security breach of CPNI has occurred, both
the U.S. Secret Service and the FBI must
be notified of the breach within seven
business days using an online site developed by the FCC. The customer may be
notified of the breach only after seven
business days following notification to
the federal law enforcement agencies,
unless one of the law enforcement agencies decides that customer notification
would impede or compromise an ongoing or potential criminal investigation or
national security matter. In that event,
law enforcement agencies may direct the
provider not to notify the customer for an
additional period of up to thirty days,
subject to extension if the federal law enforcement agency believes it is reasonably necessary. If the provider believes
that there is “an extraordinary and urgent
need to notify” in order to avoid an immediate harm, then the provider may notify the customer but must also inform
the federal law enforcement agencies
that notification has occurred.8 The same
approach must be followed whether there
is a single incident compromising CPNI
or a group of such incidents.
Although two of the FCC commissioners disagreed with the provision that
federal law enforcement should be
given the discretion to prevent, without
explanation, a customer from learning
that sensitive, personally identifiable information has been compromised, the
new rules do not appear to provide for
the FCC or any other third party to independently verify the need to withhold

Breach Notification
For purposes of CPNI, a breach is
viewed as any intentional and unauthorized act of access, use, or disclosure.
Timely breach notification is widely
viewed as the most important and effective response to a compromise of personally identifiable information because
it enables the consumer to minimize resulting damage. Breach notification has
also come to define the reasonable standard of care for entities storing personally identifiable information. Approximately thirty-five states have enacted
some form of a data breach notification
law, and Congress is considering a federal privacy law that would include data
breach notification.7 Making breach notification a legal requirement protects
consumers and makes clear that if consumers are not notified of actual (or, under some state laws, potential) data
breaches, then those consumers have

Providers are prohibited
from disclosing CDR unless
specific authentication
requirements are followed.
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consumer notification. This aspect of
the decision can be directly attributed to
a recommendation submitted into the
record by the Department of Justice,
and it is far from clear whether the implications of notification delay were
fully considered.

The FCC also expressly
preempts state law
requirements that are
inconsistent with
the new rules.
The FCC does not define the federal
law enforcement interest that would justify failure to notify a customer that
unauthorized entities are accessing sensitive personal information and potentially allowing continuation of a dangerous activity without the customer’s
knowledge. Unauthorized access to call
records has been associated with stalking and other threatening behavior.
Under those circumstances, it is likely
the customer is aware of the problem
and has contacted the police. If not,
warning a customer of an immediate
threat to his or her safety would appear
to justify the provider’s immediate and
extraordinary need to notify.
The FCC also expressly preempts
state law requirements that are inconsistent with the new rules. This aspect of
the FCC’s rulemaking order is likely to
become a substantial source of confusion and potential litigation. For example, apart from state antipretexting laws,
some types of CPNI breaches would
also be reportable under state data
breach laws. Would the FCC rules preempt state law provisions that require
notification of state law enforcement
authorities? If federal law enforcement
decided to prohibit or delay breach disclosure, would the provider be deemed
in violation of state data breach laws
that establish deadlines for breach notification? Risk-management considerations will likely cause providers to devote further resources to monitoring
state law and establishing reliable procedures for tracking the specifics of
each breach. The most efficient and effective way to modify risk management
considerations would likely involve ad-

justments to current procedures for ensuring the security and integrity of the
entity’s information inventory.

(1) It has a “substantial” state interest in regulating the speech,
(2) The regulation directly and materially advances that interest,
and
(3) The regulation is “not more extensive than necessary to serve
that interest.”11

ceeding differs substantially from prior
proceedings and now supports opt-in.
That argument might be supportable if
the FCC decided to adopt an opt-in rule
for CDR only rather than for all CPNI.
The record of this proceeding does
show that unauthorized disclosure of
CDR violates personal privacy and
may also facilitate domestic violence or
stalking and endanger law enforcement
officers, victims of crimes, witnesses, or
confidential informants. The governmental interest in preventing unauthorized disclosure of CDR is therefore
substantial, and the recent passage of
TRPPA further supports that argument.
The Commission’s decision, however, to extend opt-in to CPNI that is
not CDR is difficult to support. First, as
the Commission admits, the record of
this new proceeding does not show that
sharing of CPNI for marketing purposes
with joint venture partners and thirdparty contractors leads to misappropriation of personal call records. There are
no known instances of CPNI being
compromised through these types of
marketing activities. In fact, the record
has little to say about this aspect of
CPNI because the stated focus of this
proceeding is safeguarding CDR. It appears that the FCC decided to extend
opt-in to all CPNI based on an assumption that once CPNI is transferred to
joint venture partners and third-party
contractors, the provider loses control
over the information. Taken as a whole,
the record no more supports applying
opt-in to CPNI that is not CDR than it
did ten years ago.
Whether an opt-in is more extensive
than necessary remains somewhat debatable. There is support in the record
for measures stronger than the current
opt-out but more narrowly tailored than
the opt-in, such as use of a password for
transferring CPNI to third-party contractors and joint venture partners.

The Tenth Circuit expressed skepticism about the first and second prongs
but concluded that even assuming those
were satisfied, the opt-in rule was not
narrowly tailored and the FCC had
failed to show why notification followed by an opportunity to opt out
would not be equally effective.
In resurrecting the opt-in proposal in
the new CPNI order, the FCC argued
that the record of this most recent pro-

Annual Certification
The FCC emphasizes that all carriers
must take “every reasonable precaution” to prevent unauthorized disclosure
of CPNI. Carriers are affirmatively on
notice that they have not taken sufficient steps to adequately protect CPNI
if even a single pretexter obtains unauthorized access to a customer’s CPNI.
The FCC declined to adopt specific
safeguards at this time but indicated that

Joint Venture and Third-Party
Contractors
The FCC generated controversy with its
decision to require an opt-in from customers before providers can share CPNI
with joint venture partners or independent contractors for marketing purposes.
Current rules allow such sharing unless
the customer opts out of CPNI sharing
within thirty days of provider notification. The opt-out process can continue
to be used for sharing CPNI with
provider agents and affiliates to market
telecommunications-related services.
Obtaining customer opt-in is extremely difficult, and unless this aspect
of the decision is modified or stayed,
many providers may decide to reformulate their arrangements with third-party
marketing entities into agency agreements. There is reason to believe, however, that the constitutionality of this
rule will be challenged.
In US West, Inc. v. FCC,9 the Tenth
Circuit held that an opt-in requirement
for disclosure of CPNI to joint venture
partners and independent contractors violated the First Amendment because the
FCC failed to satisfy the Central
Hudson10 test for permissible restrictions on commercial speech. Central
Hudson provides that if commercial
speech concerns lawful activity and is
not deceptive or misleading, the government may impose restrictions only if
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carriers must do more than comply with
the requirements set forth in the new
rules. Furthermore, the FCC explicitly
rejected adopting a regime equivalent to
the Gramm-Leach-Bliley safeguards
rule for protection of personal financial
information, based on the misperception
that this would either insulate the
provider from liability or provide pretexters with instructions for circumventing the safeguards. Nonetheless, carriers
will be faulted if they do not adopt
whatever additional safeguards are “feasible” to detect and prevent pretexting.
The further notice for proposed rulemaking accompanying this order does
give the FCC an opportunity to comprehensively explore the track record of a
safeguards approach in other areas of
privacy enforcement.
Carriers are now required to file an
annual CPNI certification every March,
reporting information for the preceding
year. New information for the certification must include
(1) a summary of all customer complaints concerning unauthorized
use of CPNI;
(2) a report of each breach, including dates of discovery and notification;
(3) any enforcement measures undertaken against data brokers;
(4) pretexting techniques observed;
and
(5) measures taken to protect CPNI.
The enforcement scheme is unusual.
Providers are required to detect and report pretexting with the knowledge that
the disclosure will always trigger enforcement action.
Conclusion
An analysis of the FCC’s new rules
for protecting consumer call records
strongly suggests that the regulatory
scheme will continue to evolve. Apart

from the fact that the FCC initiated a
further notice of proposed rulemaking
that is likely to better define carrier
compliance requirements, it is entirely
possible that the new rules will be challenged. If federal legislative developments come to fruition, it is also conceivable that the FCC will be required
to reexamine its approach to ensure that
treatment of CPNI is consistent with
overall federal protections accorded
personally identifiable information. An
important takeaway is that the federal
and state focus on protecting personally
identifiable information will only expand over time. Many companies have
recognized this trend and are undertaking the task of developing an enterprisewide, holistic approach to all information collected, used, and stored during the ordinary course of business.
With each new legal development in the
area of consumer privacy, adopting
clear processes for information handling
must be given priority.
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PRACTICE POINTERS

Effective Techniques for Trying Media Cases:
Choosing Your Jury Panel
Editor’s Note:
This is the debut article in
a new practical tips series
that will offer insights and
concrete suggestions from
seasoned trial lawyers on
each phase of the trial,
from jury selection to closing arguments. In this first
installment, we’ve called
on five attorneys to share
their own experiences and
advice on selecting a jury
in a media case.

Make It Relevant
and Solicit Juror
Comments
THOMAS S. LEATHERBURY

Two tips: make your case real and accessible and encourage the jurors to
speak in voir dire.
First, pick something about your case
that the potential jurors can relate to their
own experience and talk about it in voir
dire. In a very complex patent dispute
about lighting controls, my partner
likened the way our clients’ lighting controls were networked with the way computers in an office are networked. He
simplified the concept and made it more
accessible to the members of the panel.
In the most recent libel case we tried,
one of our themes was that the broadcast at issue told a story that the public
had a right and a need to know. In that
case, we asked the potential jurors if
they ever learned something from the
news about their local school district or

their city government that they felt they
had a right to know. We knew about
several recent local controversies from
subscribing to the local paper in the
year leading up to the trial.
Second, get everyone who could be
on the jury to say something in voir
dire. Pick work, family, activities, or
another subject that should not be controversial, and get the potential jurors
talking individually as much as time
permits. The specific traits you may be
looking for will vary from case to case.
In many cases, voir dire time is so severely truncated that you may have to
be satisfied with your impressions of
how outspoken or outgoing the jurors
are, how they seem to react to you and
your clients, and the small amount of
information they share; but at least you
will have heard them speak and seen
them react in a one-on-one exchange.
Thomas S. Leatherbury (tleatherbury@velaw.
com) is a partner in the Dallas office of
Vinson & Elkins, LLP.

Make the Best
of What You’re
Given
ROBERT C. BERNIUS

Jury selection is based on skill, judgment, experience, intuition, and luck.
Good questioning won’t get you an
ideal jury but can get you a jury that
will give you a fair chance of winning—or at least a jury that is not
openly hostile to you. However, there is
no litany of questions for a media case
on which you can rely. Your questions
can’t be generic; they are part of your
trial story, they establish the themes to
which you will return in summation,
and they allow you to gauge each juror’s reactions to those themes. How do
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you do it? Here are a couple of basic
suggestions.
First impressions count. If the jury
thinks you are a decent person who
knows what he’s doing, they’ll try to give
you the benefit of the doubt. Introduce
yourself and your client even though ten
lawyers ahead of you have done so, but
don’t be folksy (“Hi, I’m Freddy
Forbush, and this is my client, Corky
Jones.”). You’re in a courtroom, not at a
picnic. Even if your case isn’t much and
you are sorry you ever got into it, act with
confidence. You’re trying to sell something. If possible, get the jury to smile
with you. You’re not there to put on a
song-and-dance act, but a little humor
helps. Vary the wording of your questions; if you repeat the same ones over
and over, you will get rote answers. Try
to say something to each juror individually, and use her name when you do it.
But don’t ignore what is going on in the
jury box while you try to memorize
names; and if you can’t use names naturally, forget it—jurors know when you
are patronizing them.
You aren’t apt to find many leading
lights of the community in the box; the
sad fact is that people who should be on
juries aren’t. You aren’t going to get jurors to go along with you if they don’t
know what you are talking about, so
don’t use lawspeak; jurors may not understand it. Keep it simple, but don’t talk
down to people.
How do you tell if you and a juror are
on the same wavelength? Things can
change, of course, but if at the outset you
don’t like her looks, the chances are she
doesn’t like you either. Does she look at
you when she’s answering a question?
Does she mumble or speak right up?
Does she fidget around when she’s talking? Does she giggle or cross her arms?
Does she say “How’s that again?” to perfectly simple questions? Does she look at
your opponent as the Second Coming?
Pay attention to all of it.
Guard your peremptories. If a juror
says that a newspaper wrongly reported

his arrest on a morals charge, try to get
him to excuse himself rather than use a
peremptory. You can suggest to him
that perhaps he might not feel comfortable in the case or that his past experience might affect his thinking no matter
how hard he tries to put it out of his
mind. If you keep at it, he’ll probably
get the point, but nail it down so the
other side can’t rehabilitate him. On the
other hand, if you detect a hesitation in
a juror’s answer when she’s asked if she
could treat your client as she would any
other defendant, resist the temptation to
inquire; the answer could infect the rest
of the panel. If you’re running low on
challenges and don’t know whether to
excuse juror X, look around to see
what’s left. They may not be any better;
everything is relative.
Of course, in a lot of jurisdictions, the
judge handles jury selection. If that is
the case, don’t lose hope. Although your
written questions may not be asked
and probably won’t elicit meaningful responses, you can still rely on stereotypes
(e.g., postal workers do little or no work,
eat out of the public trough, and are not
bothered by getting something for nothing; social workers are all for the little
guy who’s been ground down by the system, etc.). And, if it looks grim, recall
the observation of Finley Peter Dunne’s
fictional character Mr. Dooley: “Whin
th’ case is all over, the jury’ll pitch th’
testimony out iv th’ window, an’ consider three questions: ‘Did Lootgert look
as though he’d kill his wife? Did his wife
look as though she ought to be kilt? Isn’t
it time we wint to supper?’”
Robert C. Bernius (rbernius@nixonpeabody.
com) is a partner in the Washington, D.C.,
office of Nixon Peabody LLP.

Weeding Out
the Toxic Juror
RICHARD M. GOEHLER

Although many nonmedia cases attract
little attention, the media become news
whenever they go on trial. Moreover,
more than most types of litigants, the media face bias the moment they walk into a
courtroom. Nearly everyone these days
holds a strong opinion—generally, a neg-

ative one—about the people who produce
newspaper copy and television programming. Thus, successful trial strategies of
media counsel must include strategies on
how to weed out biased, and especially
toxic, jurors in the jury selection process.
Voir dire is the first opportunity to
discover and overcome bias against the
media, especially significant bias held
by the toxic juror. Direct questions such
as “Are you biased against the media?”
are generally ineffective in learning
what prospective jurors actually think.
A more successful strategy is to ask
about their experiences with the media:
• Do you listen to talk radio?
• Do you ever listen to Rush
Limbaugh, Howard Stern, or
Don Imus? What do you think
of these shows?
• Do you ever call into talk radio
shows? What do you think of
people who do?
• Do you read the local newspaper?
How about national newspapers
like the New York Times or
Washington Post?
• Do you watch local television
news? CNN or Fox News?
Prospective jurors tend to freely discuss their media habits in general. This
process can provide an excellent way to
learn their opinions about and potential
biases toward the media.
Voir dire can provide other opportunities to root out and reduce biases
against the media in the courtroom.
When there is an audio or video recording of a broadcast at issue, the media
defendant should consider seeking the
court’s approval to play the recording
for the prospective jurors. This can be
especially important to accomplish at
least two goals. First, it begins desensitizing the prospective jurors to statements that are shocking in nature: emotional reactions to the statements will
likely have subsided by the time the deliberations begin. Second, airing the
recording provides an opportunity to
strike a juror for cause if the juror becomes instantly offended and expresses
an inability to overcome a negative
emotional reaction to the statements.
Richard M. Goehler (rgoehler@ftblaw.com)
is a partner in the Cincinnati office of Frost
Brown Todd LLC.

Top Ten Tips for
Picking Juries
10. Make your case more accessible
by comparing its facts to reallife experiences.
9.

Get everyone who could be on a
jury to say something.

8.

Try to establish your personal
credibility.

7.

Weed out the toxic potential
jurors, i.e., those who hate you,
your client, your mother, their
mothers, or themselves.

6.

If an audio or video broadcast is
at issue, consider asking the
court’s permission to play it for
prospective jurors.

5.

Ask indirect questions (e.g., “Do
you listen to talk radio?”) to uncover potential biases.

4.

Remember that first impressions, yours and theirs, count.

3.

Address prospective jurors by
their names.

2.

Avoid prospective jurors who
don’t have a spouse, children, or
a dog or cat; read mystery novels; and are self-employed.

1.

Don’t panic.

Solicit Their Views
on the Media
NANCY WELLS HAMILTON

In approaching voir dire in a media case,
it is important to get a read on your panel
to determine who is media savvy, who
hates the media, and who is pro-First
Amendment. Granted, their eyes will
gloss over if you start inquiring about
their views on the First Amendment, but
you can use terminology that is more
friendly to the layperson and more conducive to discussion, such as beliefs in
free speech and free press.
One approach is to ask the panelists
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(either through a prepared questionnaire
or in voir dire) about their habits with
respect to the types of media they
use most frequently (“What type of
media do you use most frequently, i.e.,
Internet, cable TV, radio, newspapers,
magazines, books, movies, etc.?”) and
then elicit responses as to why. Their
responses will give you insight into
whether they are news savvy or more
interested in entertainment, whether
they are critical thinkers or couch potatoes, and even what their political bent
is (Fox, CNN, or E!; New York Times,
Wall Street Journal, Village Voice, or
New York Post).
For example, the other day while flying to Los Angeles, I finished the New
York Times and offered it to the man in
the seat next to me. His response was,
“No, I don’t want it. I don’t want to ruin
my view of the world.” He was serious.
I didn’t explore why but did notice that
he read mystery books and said he didn’t have a wife, children, or a dog and
was self-employed. From this information alone, I know that I would not want
him on my jury.
Another benefit to these questions is
to ferret out the pro-speech First
Amendment jurors and to condition the
panel to themes that you expect to develop in your case. One of the techniques I use is to identify a pro-First
Amendment juror, ask an open-ended

free speech question, and get that juror
to make a speech to the panel for me.

Privilege and Defamation

press and in court documents that
Trulock improperly focused on Dr. Lee
because of his ethnicity. Trulock sued
for defamation. During discovery, the
government sought a protective order
against the disclosure of classified documents, asserting that the reason for its
initial investigation of Lee, including
predicate information provided by
Trulock, was protected from disclosure
by the state secrets privilege.9 After a
magistrate granted the government’s
motion and entered a protective order,
the government intervened as a defendant and moved for summary judgment
on the ground that the case could not be
litigated without the privileged information.10 The district court agreed and dismissed the case. Trulock appealed.
As the court of appeals observed,
the state secrets privilege is properly invoked to prevent the disclosure of evi-

(Continued from page 1)
not be resolved without unavailable classified government intelligence central to
the plaintiff’s allegations.
Trulock arose out of the government’s investigation of Dr. Wen Ho
Lee, a Taiwanese American scientist
who was employed at Los Alamos
National Laboratory, a government laboratory charged with ensuring the safety
and reliability of the nation’s nuclear
stockpile. Dr. Lee was accused of mishandling sensitive documents concerning the United States’ nuclear weapons.8
Notra Trulock, then employed by the
Department of Energy, was one of the
government investigators responsible for
initiating the investigation of Dr. Lee.
Lee and his lawyers charged in the

Nancy Wells Hamilton (nhamilton@jw.com)
is a partner in the Houston office of Jackson
Walker L.L.P.

Sift and Loop
CHARLES A. BROWN

In the jury selection process, keep it simple. Don’t try to argue your case; simply
try to establish a rapport (i.e., establish
your personal credibility) and eliminate
the extremists (i.e., those who hate you,
your client, your mother, or themselves).
In the jury selection process, don’t be
afraid to “sift” and then “loop.” The sifting process is when you make inquiries
with perhaps three or more potential jurors, probably not doing anything but
dealing with names and places of employment and without really trying to create
rapport. You are just sifting. But when
you connect with a juror with whom you
have some chemistry or just a nice comfort level, then start your real selection
process with this juror. Establish a fundamental point; for example, “Whether or
not you like the message the media convey, it is important in our society that the
message be heard.” Then, when you get
your nodding agreement, loop back to the
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previous jurors and ask if they agree with
this juror, Mrs. Jacobs. Now you have the
other jurors agreeing with one of their
own, and you can easily build upon this
notion you have established.
The other jurors will hear the words
being spoken, but, more importantly,
they will sense the rapport between you
and Mrs. Jacobs. By sensing this chemistry, they will be more willing to connect with you when you loop back. The
chemistry and rapport for which you are
striving is similar to entering a party or
social occasion. You generally sift before you connect. Once you connect, it
is easier to build rapport with others because you have a nucleus from which to
begin. The same is true with jury selection, except without the wine.
I have tried cases where I have sifted
through eight to ten potential jurors before I could find even one with whom I
felt I could connect. Don’t panic. You
will find someone; and then when you
loop back, you will be surprised at how
the short, cryptic answers become complete thoughts and sentences.
Don’t overcomplicate the process.
Don’t try to establish an agenda. Don’t
worry about all of the issues of your
case. Just sift and loop.
Charles A. Brown (charlesabrownesq@
cableone.net) is an attorney in private practice in Lewiston, Idaho.

dence that raises national security concerns, that is, where “‘there is a reasonable danger that compulsion of the evidence will expose military matters
which, in the interest of national security, should not be divulged.’” Dismissal
of a civil lawsuit pursuant to the state secrets privilege is required where (1) the
privileged information is “critical to the
resolution of core factual questions in
the case”; (2) “the plaintiff’s ability to
prove his case necessarily depends on or
threatens the disclosure of privileged information”; or (3) the absence of such
information “deprives [the defendant] of
a valid defense.”11
The Fourth Circuit concluded that
Trulock’s motivation for his conduct in
connection with the investigation of Dr.
Lee “is itself a state secret.”12 It therefore dismissed the case, reasoning that
“basic questions about truth, falsity, and

malice cannot be answered without the
privileged information.”13
Almost twenty years earlier, in
Fitzgerald v. Penthouse International
Ltd., the Fourth Circuit affirmed the dismissal of a defamation case because the
invocation of the state secrets privilege
had prevented critical evidence from being available at trial.14 In that case, the
plaintiff alleged that a magazine article
had falsely implied that he sold “top secret marine mammal weapons system”
technology to foreign countries.15 The
plaintiff planned to call expert witnesses
to testify as to falsity, but the Navy
objected that an adjudication of the
defamation claim would likely lead to
public disclosure of classified information that “could reasonably be expected
to cause grave damage to the national
security.”16 After reviewing a classified
affidavit filed by the Secretary of the
Navy and acknowledging the severity
of the remedy of dismissal, the Fourth
Circuit nevertheless concluded that the
district court had properly dismissed the
case. “Due to the nature of the question
presented in this action and the proof required by the parties to establish or
refute the claim,” the court explained,
“the very subject of this litigation is
itself a state secret.”17 Dismissal was
necessary because “truth or falsity of
a defamatory statement is the very
heart of a libel action.”18
Under the Fitzgerald rule, dismissal is
appropriate when the merits of the controversy at issue are “inextricably intertwined with privileged matters.”19 Where
the classified information can effectively
be obtained elsewhere or is not highly
material, dismissal may not be the appropriate remedy.20 But when access to material bearing on core factual materials is
denied, dismissal is warranted.21
Although the authors are aware of one
court that has expressed a reluctance to
expand this doctrine to encompass privileged information that may not literally
qualify as a state secret, a close reading of
Fitzgerald makes clear that the court concluded the unavailable information “was
not itself the subject of the litigation.”22
These cases provide a framework,
perhaps more relevant in today’s world
of increasing secrecy, for arguing that information sought but ultimately withheld
deals a fatal blow to a defamation action
because an exploration of the truth is of
the utmost importance in such an action.

Attorney-Client and Doctor-Patient
Privilege
The principle of dismissal for refusal to
produce evidence applies with equal force
when either the attorney-client privilege
or the doctor-patient privilege is invoked.
If a plaintiff files a complaint that raises
claims implicating the attorney-client
privilege, for example, “at some point in
the litigation, the plaintiff will have to
make a decision as to whether to waive
the attorney-client privilege or to abandon
the claims.”23 Likewise, when a patient
puts in issue his medical or psychiatric
condition, the patient cannot then assert
that information relating to that condition
is beyond the reach of discovery.24
When the plaintiff cannot waive the
privilege because the privilege is not his
to waive, he must suffer the consequence
of dismissal. This concept was applied in
Eckhaus v. Alfa-Laval, Inc.,25 a defamation action brought by an attorney against
his client. In that case, the attorney, who
had served for a brief period as the defendant’s general counsel, asserted that he
was defamed by his employer during a
performance evaluation at which several
officers of the company were present.26
The company filed a summary judgment
motion, arguing that continued prosecution of the case would require the attorney
to reveal client confidences in violation of
the state ethical rule relating to disclosure
of client secrets. The attorney, on the
other hand, asserted that an exception to
the rule applied, namely, that such confidences could be revealed in response to a
claim that the attorney had engaged in
wrongful conduct. The court, however,
concluded that the exception was inapposite because it applied only in cases where
the client initiated the lawsuit against the
attorney and made a formal accusation of
misconduct. “Informal charges made during a performance review of an in-house
attorney specifically contemplated by his
employment contract do not amount to
‘an accusation of wrongful conduct’ under these authorities.”27 Accordingly, the
court held that the attorney could not
maintain his action because its prosecution would require him to disclose confidential communications with the client/
defendant in violation of the rules of professional responsibility.28
Self-Incrimination
The argument for dismissal similarly
applies when a plaintiff, or a third party

who would otherwise provide evidence
material to the case, invokes the privilege against self-incrimination. As one
court put it,
The scales of justice would hardly remain equal in these respects, if a party
can assert a claim against another and
then be able to block all discovery attempts against him by asserting a Fifth
Amendment privilege to any interrogation whatsoever upon his claim. If any
prejudice is to come from such a situation, it must, as a matter of basic fairness in the purposes and concepts on
which the right of litigation rests, be to
the party asserting the claim and not to
the one who has been subjected to its
assertion. It is the former who has
made the election to create an imbalance in the pans of the scales.29

Rarely are the circumstances so
stark. Practitioners should note that in
the context of the privilege against selfincrimination, a privilege that arises
from a constitutional right, courts are
reluctant to impose the heavy penalty of
dismissal, at least at first. Thus, the inquiry focuses on whether the case
should be dismissed outright or stayed
for some period of time to allow the
criminal issues to resolve.

When access to material
bearing on core factual
materials is denied,
dismissal is warranted.
To determine the appropriate outcome, some courts will apply a balancing test, focusing on the defendant’s
need for disclosure; the availability of
possible alternatives, such as a stay; and
the resulting prejudice to the parties.30
Other courts have suggested that a
plaintiff’s invocation of the privilege
against self-incrimination should result
in dismissal only as a last resort. In
Wehling v. Columbia Broadcasting
System,31 for example, the Fifth Circuit
directed the district court to enter a protective order staying further discovery
in the case until the applicable statute of
limitations for any criminal activity to
which the plaintiff might be subject had
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run. The court’s order resulted in a
three-year stay.32
In that case, Carl Wehling, the owner
of several parochial and trade schools,
sued CBS, asserting that he had been libeled by a network news report stating
that he had defrauded the government
and his students.33 During discovery,
Wehling refused to answer certain questions in his deposition and then asserted
his Fifth Amendment privilege against
self-incrimination after being ordered to
comply. Wehling refused to comply with
the order compelling his testimony and
sought a three-year stay of the litigation,
but the district court granted CBS’s motion to dismiss with prejudice.

The more prudent approach
may be to seek a stay,
at least as the first
step toward dismissal.
On appeal, the Fifth Circuit reversed.
Although the court of appeals emphasized that a “civil plaintiff has no absolute right to both his silence and his
lawsuit,” it stated that “[n]either, however, does the civil defendant have an
absolute right to have the action dismissed anytime a plaintiff invokes his
constitutional privilege.”34 The court of
appeals recognized that what the plaintiff
sought—a “three-year hiatus in the lawsuit”—was “undesirable,” but it determined that “such inconvenience seems
preferable at this point to requiring
plaintiff to choose between his silence
and his lawsuit.”35 However, the Fifth
Circuit left open the window to dismissal, holding that upon the expiration
of the stay, the case could be dismissed
if the district court determined both that
CBS had been deprived of crucial information as a result of the delay in discovery imposed by the stay and that, as a result, its ability to prove the truth of its report had been compromised.36
A related, but more difficult, argument to make is that a third party’s assertion of the Fifth Amendment privilege,
which precludes the disclosure of critical
information, warrants dismissal or the
entry of a stay. On the one hand, the
principle that the defendant is deprived

of evidence necessary for a fair defense
operates in this scenario. On the other
hand, some courts have expressed reluctance to impose this drastic sanction on a
plaintiff who does not and cannot control
the assertion of the privilege.37 However,
when the plaintiff is a corporate entity
and the person who asserts the privilege
is a director or officer, or former director
or officer, the equities may resolve in the
defendant’s favor. Of course, if the court
finds that the information precluded from
disclosure by the assertion of the Fifth
Amendment privilege is not crucial to
the outcome of the case, no stay—and
certainly no dismissal—will be granted.38
Although a request for dismissal is
likely to be the first choice of every defendant, the more prudent approach under some circumstances may be to seek
a stay, at least temporarily as the first
step toward dismissal. In any event, at
some point after a stay is entered, the issue of dismissal must finally be confronted. Although dismissal of an action
is not a remedy to be taken lightly, it
can certainly be argued that dismissal is
the only viable alternative when the discovery sought by the defendants is critical to a central issue in the litigation and
an indefinite delay of the lawsuit could
prejudice the defendants.39
How Should a Defendant Ensure
Fairness?
No matter what the case, the process toward dismissal must be a slow and methodical one. The groundwork for framing that issue must begin early with discovery requests, including deposition
questions, aimed very precisely at eliciting the privileged information.
In Glunk v. KYW-3 TV,40 for example,
the plaintiff, a doctor who had been sued
by the estate of a deceased patient for
causing the patient’s death, brought a
defamation action against a television
station that reported on the malpractice
lawsuit. However, when his deposition
was taken, the doctor refused to testify
about his treatment of the deceased patient, an issue that went directly to the
heart of his defamation claim, claiming
that such testimony was barred by restrictions imposed by the Health
Insurance Portability and Accountability
Act of 1996 (HIPAA)41 and the doctorpatient privilege. He also refused to respond to questions related to his hospital
privileges and the outcome of his peer

40  Communications Lawyer  Spring 2007

review experiences, claiming that the
peer review proceedings were privileged
under the Pennsylvania Peer Review
Protection Act.42 The defendants moved
to compel answers to these questions.
With respect to the doctor’s claims
that he could not disclose information
subject to HIPAA or the doctor-patient
privilege, the court ruled from the bench
that the plaintiff would be compelled to
reconvene his deposition and that it
would rule on each of the doctor’s privilege claims on a question-by-question
basis. With regard to the doctor’s refusal to respond to questions concerning
his peer review experiences, the court
agreed with the defendants that the
plaintiff must produce this information,
which was highly material to his
defamation action.43 Shortly thereafter,
the doctor withdrew his claim.
Conclusion
Defendants certainly should not hesitate
at an early stage to raise the suggestion
that dismissal is warranted in the particular context of a defamation action,
given the recognition by many courts
that there exists a constitutional imperative to avoid “long and expensive litigation productive of nothing.”44 Although
dismissal is a severe penalty, there is
significant authority to support the
proposition that it is warranted when—
as is the case in defamation actions
where truth is clearly at issue—the defendant’s inability to obtain privileged
information seriously impedes its ability
to litigate core issues in the case.
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at *1 (N.D. Ill. Feb. 19, 1997) (unpublished
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disposition) (refusing to dismiss plaintiff’s
complaint based on third party’s refusal to
testify and stating that “[t]here is no valid
reason to hold a third party’s assertion of his
Constitutional right against self-incrimination against a party to an action.”).
38. For example, in Kisser, the executive
director of the Cult Awareness Network
sued Church of Scientology defendants for,
inter alia, libel based on statements “the gist
of which state that Kisser advocates criminal
activity and has personally engaged in criminal activity.” 1997 WL 83296, at *1. After
Kisser invoked the Fifth Amendment in response to questions “relating to the promotion, use or distribution of illegal drugs,” the
defendants sought dismissal. The court rejected the defendants’ argument as irrelevant
because “[t]he case, as it now stands, is clear
on the point that the criminal activity that is
the subject of the claimed libel relates to violent deprogramming activities that involve
forcible restraint and assault.” Id.
39. See Serafino v. Hasbro, Inc., 82 F.3d
515, 518 (1st Cir. 1996) (“[W]hile a trial
court should strive to accommodate a party’s
Fifth Amendment interests[,] . . . it also must
ensure that the opposing party is not unduly
disadvantaged. After balancing the conflicting interests, dismissal may be the only viable alternative.”) (citations omitted).
40. No. 02–08858 (Pa. Ct. Com. Pl.,
Chester County).
41. 42 U.S.C. § 1320d (2006).
42. 63 PA. CONS. STAT. § 425 (West 2006).
43. The court held that the act protected
against the use of such information in an action against the doctor but did not entitle the
doctor to rely on the act to withhold information he put in issue in the case. Glunk,
No. 02–08858 (Sanchez, J.) (unpublished
disposition). The court stated, “The Peer
Review Protection Act was enacted to serve
as a shield. The doctor, in this instance, is attempting to use it as a sword.” Id.
44. Wash. Post Co. v. Keogh, 365 F.2d
965, 968 (D.C. Cir. 1966); see also McBride
v. Merrell Dow Pharms., Inc., 717 F.2d
1460, 1466 (D.C. Cir. 1983) (defamation actions “should be controlled so as to minimize
their adverse impact on press freedom”);
Coles v. Wash. Free Weekly, Inc., 881 F.
Supp. 26, 30 (D.D.C. 1995) (“given the
threat to the first amendment posed by nonmeritorious defamation actions, it is particularly appropriate for courts to scrutinize such
actions at an early stage of the proceedings to
determine whether dismissal is warranted.”).
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