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LAW FIRMS MAY BE REQUIRED TO
PROVIDE GRAMM-LEACH-BLILEY
PRIVACY NOTICES TO CLIENTS
by George C. Howell, III, Richmond, VA

In November 1999, Congress enact-
ed the Gramm-Leach-Bliley Act

(the “Act”), which, for the first time
since the Great Depression, allows
companies to engage in banking,
insurance, and securities businesses
simultaneously.  In taking this step,
Congress worried that financial serv-
ices companies would share their
customers’ personal information with
affiliates or third parties.  As a result,
Title V of the Act requires a “finan-
cial institution” to send notices to its
customers who are individuals
describing its privacy policy, any non-
public personal information that the
company intends to disclose to affili-
ates or third parties, and a method for
the customer to “opt out” of the dis-
closure of personal information. 

In May 2000, the Federal Trade
Commission (“FTC”) issued regula-
tions regarding disclosure policies
under the Act for certain types of
financial institutions.  A “financial
institution” is defined as a company,
the business of which is engaging in
certain financial activities, including
tax return preparation and tax plan-
ning.  Under the regulations, a firm
that engages in one or more of the
listed financial activities is treated as a
“financial institution” only if it is sig-
nificantly engaged in those activities. 

There is no exception in the Act or
the FTC regulations for law firms.
Consequently, a law firm that is sig-
nificantly engaged in one or more of
the financial activities listed in the
regulations, including tax return
preparation and tax planning, would
be subject to the Act’s privacy notice
requirements.  There is no guidance
in the Act or the regulations on what
“significantly engaged” means in the
context of a law firm.  Interpreted
broadly, it covers any law firm with a
separate tax or trusts and estates

department or that derives more than
a de minimis percentage of its
income from tax return preparation
or tax planning.  In addition,
although the privacy provisions of
the Act are intended to protect con-
sumers, there is no indication in
either the Act or the FTC regulations
that the activities to be considered in
making the “significantly engaged”
determination exclude services pro-
vided to businesses.  Thus, law firms
should carefully assess whether they
are subject to the privacy notice pro-
visions of the Act.  

Under the FTC regulations, cov-
ered financial institutions must send
initial privacy notices to all “cus-
tomers” by July 1, 2001.  A “cus-
tomer” is defined as an individual
who obtains or has obtained from the
financial institution a financial serv-
ice primarily for personal, family, or
household purposes and with whom
the institution has an established rela-
tionship.  Under the regulations, a
customer does not include a trust, an
estate, or an entity or business of any
sort.  Once an initial notice is sent to
a customer, additional privacy notices
must be sent annually thereafter.  

If a law firm determines that it is a
covered financial institution, it must
send initial privacy notices to its
existing “customers” by the July 1
deadline.  The only required recipi-
ents of the notice would be individual
clients of the firm who have received
or are receiving tax preparation, tax
planning, or other financial services
for personal purposes.  The notice
requirement does not apply to entities
or to individuals who use the finan-
cial services for business or commer-
cial purposes.  

A firm’s privacy notice must pro-
vide a clear and conspicuous state-
ment of its privacy policy.  In partic-

ular, it should inform the recipient
of the categories of nonpublic per-
sonal information that the firm col-
lects, any categories of nonpublic
information that will be disclosed
and to whom it will be disclosed,
the recipient’s right to “opt out” of
disclosure, and the firm’s policies
regarding protecting the confiden-
tiality of such information. 

Because law firms generally can-
not disclose nonpublic information
about their clients under applicable
ethical rules, law firm privacy notices
typically would be limited to provid-
ing the categories of nonpublic per-
sonal information that the firm col-
lects, a statement that the information
is not disclosed, and a statement of
the firm’s policies and procedures
with respect to protecting the confi-
dentiality of such information.  In
most cases, there will be no need to
provide an “opt-out” right.  The
notices must be designed to call
attention to the information contained
therein.  For example, if the notice is
contained in an engagement letter,
the notice should be set apart either
physically or through a different font.

Although the regulations do not
provide for any specfic monetary
penalties or enforcement procedures,
the FTC has the power to bring
administrative enforcement proceed-
ings.  Accordingly, law firms should
carefully consider whether the priva-
cy notice provisions of the Act apply
and, if so, what compliance measures
are appropriate. �

NOTE: For more information,
including sample notices and
links to the “Gramm-Leach-Bliley
Act” and FTC, please visit the
ABA’s website at
www.abanet.org/poladv/
glbfactsheet.html.


