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Bankers Beware of So-Called “Hotwatch” Orders – Are They Even Legal?
By Craig Denney and Carrie Parker, Snell & Wilmer L.L.P.1

The news media regularly publishes reports about sophisticated financial fraud and white collar
and corporate criminal schemes that take place on Wall Street and sometimes on main street in
the United States. There has been an outcry by elected officials for law enforcement to ferret out
financial fraud and money laundering activity in the financial sector.2 Even a prominent jurist
has spoken out on the issue.3 As a result, this pointed criticism may have spurred federal and
state law enforcement to become all the more aggressive in their investigations of targets
(including corporations and financial institutions) suspected of aiding and abetting financial
fraud and money laundering.
Financial institutions are obligated by federal law and banking regulations to safeguard customer
account information. Banks are also obligated to comply with anti-money laundering initiatives
to “know their customers.” In the past, prosecutors and investigators have routinely relied upon
administrative and grand jury subpoenas to obtain business and account records from banks and
financial institutions. More recently, however, law enforcement appears to be pushing the
envelope in financial investigations.
Rather than utilize traditional tools like subpoenas and seizure warrants, investigators have
obtained so-called “Hotwatch” orders to direct financial institutions to monitor in real-time the
ongoing and future bank transactions involving customer accounts, including date, time and
location of such transactions. In some instances, law enforcement investigators go directly to
courts to obtain these orders without having a prosecutor vet them.4 As such, serious questions
exist as to the legal validity of these orders. This article examines these Hotwatch orders and the
purported legal authority upon which they are based.
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If your corporate client or financial institution receives such an order, the first step is to analyze
the legal authority purportedly supporting it. The next step is to decide whether to challenge the
order or comply with it.

Purported Legal Authority
The authors are aware of Hotwatch orders purporting to rely upon federal statutes related to
wiretaps, pen registers and trap and trace devices, and the All Writs Act. We will briefly review
each of these statutes below. None of them, however, provide valid authority for such expansive
law enforcement orders.
Wiretaps and Stored Communications
Title III electronic surveillance orders (also known commonly as wiretaps) require probable
cause and have a detailed application process with strict limitations.5 These powerful orders
authorize law enforcement to listen and monitor telephone and electronic communications in real
time. Due to their invasive nature, they require detailed scrutiny and approval by a U.S. District
Court to authorize them. Federal law enforcement must submit applications to the Justice
Department’s Office of Enforcement Operations (“OEO”) for review and approval before a
prosecutor can submit them to a federal judge for approval.6 A senior DOJ official must also
provide a memorandum that is included with the prosecutor’s application. Wiretaps are utilized
by law enforcement only after exhaustion of traditional investigative tools (e.g., search warrants,
subpoenas, grand jury, informants). Title III does not authorize Hotwatch orders.
Reliance upon the Stored Wire and Electronic Communications and Transactional Records
Access Act, 18 U.S.C. § 2701 et seq., (“SCA”), to authorize real time tracking of financial
transactions associated with a particular bank or credit card account is also suspect. The SCA
applies to electronic communication service7 providers and providers of remote computing
services8 in relation to information about wire or electronic communications.9 Banks and
financial institutions are not electronic communication service providers or providers of remote
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computing services. Additionally, electronic funds transfer information is specifically excluded
from the definition of an “electronic communication.”10 Finally, the SCA, as its name indicates,
applies to stored records, not future transactions.11 Thus, it is unclear how a court could
determine the SCA applies to a financial institution or credit card company and the financial
transaction information typically sought in a Hotwatch order.
Pen Register or Trap and Trace Device
Reliance on the Pen Register and Trap and Trace statutes do not support Hotwatch orders. Such
laws permit installation and use of a pen register or trap and trace related to telephone lines and
computer network communications.12 Pen registers and trap and trace orders allow collection of
information related to times and numbers of calls made and received.13 Orders for these devices
do not authorize real time monitoring or disclosure of the actual contents of the calls or the
location of a person making or receiving calls.14 Moreover, these tools do not apply to records of
financial transactions, which of course are not telephone calls. Additionally, real-time tracking
of financial transaction information would reveal locations of transactions, as well as amounts
and types of transactions, which could be analogous to the content of a phone call (if this law
applied to financial transaction records).15
All Writs Act, 28 U.S.C. § 1651
In a federal case involving the government’s attempt to track cell-site locations on a real-time
basis, the Department of Justice argued that if the SCA did not provide authority for such realtime tracking, then the All Writs Act, 28 U.S.C. § 1651, authorized such tracking.16 In an
attempt to analogize cell-site locations to credit card transactions, the government argued the All
Writs Act authorized “‘hotwatch’ orders that ‘direct a credit card issuer to disclose to law
enforcement each subsequent credit card transaction effected by a subject of investigation
immediately after the issuer records that transaction.’”17 The All Writs Act authorizes federal
courts to “issue all writs necessary or appropriate in aid of their respective jurisdictions and
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agreeable to the usages and principles of law.”18 No court has directly addressed whether this
language authorizes Hotwatch orders for real-time tracking of financial transactions.19
Decide whether to challenge the order or comply with it.
Law enforcement officers may apply for Hotwatch orders from the court without first discussing
or vetting the applications with a prosecutor. The application may seek “real time” data from the
company or bank that will be extremely cumbersome to comply with.20 Most federal prosecutors
require law enforcement agents to present applications to the United States Attorney’s Office
before going to see a magistrate or federal judge. State prosecutors may not have the same
luxury of seeing the application and order until after it has already gone to the judge.
Contacting the prosecutor directly may be the most expeditious step by defense counsel before
having to challenge the Hotwatch order in court. The benefits are apparent: (1) it alerts the
prosecutor to what may be the rogue actions of a law enforcement officer and (2) serves as a
‘meet and confer’ with the prosecutor about the order and the questionable authority behind it
before the recipient must decide whether to comply with or challenge the order in court.
Hotwatch orders are relatively new, and the procedural mechanism to challenge them in court is
somewhat unclear. If the company or financial institution decides to challenge the order (or
administrative subpoena or letter) in court, options may include filing a motion to quash,21 filing
a motion to modify or reconsider the order,22 and/or initiating a civil action for an injunction or
civil damages.23 The proper procedural mechanism will depend on the specifics of the case,
including the purported authority for the Hotwatch order, whether it is an administrative
subpoena or an order issued by a court, and any applicable jurisdictional rules and procedures.
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If the company or financial institution decides to comply with the order, and it is based on the
SCA, the corporation or bank may find comfort that the SCA provides protections in relation
immunity from civil liability for good faith compliance,24 and recovery of costs.25 Additionally,
both the Wiretap statutes and the Pen/Trap statute provide a statutory good-faith defense.26
These defenses apply not only to law enforcement but also to providers and other private parties
who conduct surveillance in good faith reliance on a court order obtained by law enforcement.27
The danger with blindly complying with Hotwatch orders is that they have questionable legal
authority, and compliance may set a dangerous precedent for more frequent abuse of law
enforcement tools to easily obtain private financial information and sensitive data without
investigators complying with the law.
___________________________
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