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10 Categories of
Legal Analytics

The term “Legal Analytics”

has evolved from its original
description of data insights
that assist litigation strategy
toits broader current usage
that incorporates a wide range
of applications to the business
and practice of law. Here are
10 categories of legal analytics
emerging in the legal services
marketplace:

e Research Analytics
e Docket/Judicial Analytics

e Billing/Practice
Management Analytics

e Case Analytics

e E-Discovery/Big Data
Analytics

e Compliance Analytics
e Contracts Analytics

e Document Automation
Analytics

e Risk Analytics

e Tax Analytics

4 \Ways that Law Firms Benefit
from Legal Analytics

Josh Becker, LexisNexis

Itis instructive—and surprising to many legal professionals—that the term
“Legal Analytics” didn't exist as a legal industry term of art five years ago. When
Lex Machina first started using that term in 2013, we defined it as docket-based
litigation analytics, which is what we provide. We were really interested in
uncovering meaningful patterns in data about prior litigation as a way to help
litigators win cases and land clients.

Since that time, “Legal Analytics” has evolved to incorporate a wide range of
meanings, many of which relate to products that were already in the marketplace,
but were sold and deployed as products within various industry categories. Indeed,
the termis now generally accepted to refer to the application of data to guide the
business and practice of law in a wide range of practical areas.

As one of the pioneers in this field, we wanted to help support the further
development of Legal Analytics by creating a baseline of knowledge about the
progress made and the opportunities in front of us to generate even deeper and
wider applications of analytics in the legal services industry. So we recently
partnered with ALM Legal Intelligence to survey leaders of the Am Law 200
regarding their opinions on the value of Legal Analytics, and their views on how law
firms can leverage the power of analytics to better deliver legal services to clients
and more effectively operate their businesses.

For purposes of the survey, Legal Analytics were defined as tools and/or
capabilities powered by artificial intelligence technology capable of sorting through
huge amounts of data to find trends of value to attorneys. ALM surveyed more than
300 litigators, trial attorneys and librarians at Am Law 200 firms in the fall of 2017.
Of note, 90 percent of respondents who used Legal Analytics during the past three
years see value to their firms, with nearly one-third reporting that analytics are
“invaluable” to them.

The study revealed a variety of important benefits that law firms obtain from their
use of analytics. The purpose of this white paper is to share these findings with the
legal services marketplace and to provide some examples of best practices within
four of these areas in order toillustrate that Legal Analytics are not just a promise
for the future; they are very real and immediate assets that are making an impact
right now.



#1: Win the Case

A benefit of particular note to Am Law 200 firms—nearly all of who have robust litigation
practices—is the ability to leverage Legal Analytics to help win cases for clients. Ninety-
eight percent of those who have used Legal Analytics for litigation said they found them to
be useful for determining strategy for particular courts or judges, and 88 percent of survey
respondents who said Legal Analytics were important for winning cases indicated their
firm’s use of analytics will increase in the future.

Legal Analytics can equip litigators to improve their chances of winning cases by revealing
meaningful patterns in data about prior litigation. If a lawyer needs to persuade a judge

to grant a transfer of venue in litigation, they can see what trends emerge from all of the
judge’s transfer orders in prior cases. If the lawyer wants to predict how long a case will
last, Legal Analytics can provide granular data about time to trial and time to termination
for every federal judge. In addition, litigators can obtain intelligence about opposing
counsel, such as their client lists, total open cases and relevant experience.

#2: Get the Case: Attracting New Clients

Another key benefit revealed in the ALM survey was the role that Legal Analytics can play
in attracting new client business, with 82 percent of respondents who find value in this area
reporting their use of analytics will likely increase.

Legal Analytics can help law firms attract new clients by giving them a competitive
advantage with marketing and business development. Law firms use data and insights to
quantify their relevant experience, compare it with their competitors and quickly assemble
winning pitch decks. They also use analytics to demonstrate specific subject matter
expertise, familiarity with opposing parties and counsel, experience in front of a specific
judge and available bandwidth.

#3: Pricing Projects

A third frequently mentioned benefit in the ALM survey was the role that Legal Analytics
can play in pricing legal projects, with 90 percent of respondents who find value in this area
reporting their use of analytics will increase.

Legal Analytics can provide law firms with objective data to help them price their services
more aggressively and remain competitive. For example, some innovative firms evaluate
Legal Analytics to help them make better, more effective staffing decisions on matters for
which they’re developing proposals. Good data guides their redeployment of resources and
aligns their client billing estimates for a case. “It’s very important to show my clients that
we are delivering value and thinking of innovative and cost-effective ways to help them
accomplish their business objectives,” said James Yoon, a senior Partner at Wilson Sonsini
Goodrich & Rosati, a global law firm that was a pioneer in the use of Legal Analytics.



#4: Cost Savings

Ninety-two percent of respondents who said Legal Analytics were “very or somewhat
important” for cost savings indicated their firm’s use of analytics will increase in the future.

“In this ultra-competitive era marked by a shift away from the billable-hour model and
traditional ‘pass-through’ pricing, every modern law firm is looking to boost profits and
reinin costs,’ reported Law.com in January 2018, noting that Legal Analytics can drive cost
savings for corporate legal departments and law firms alike. For example, the quick access
to strategic insights into law firm operations generates significant time savings for senior
partners who can more quickly shift from non-billable administrative work to billable client
work. This produces cost reductions for firms and increases their competitiveness.

Conclusion

Originally coined as a term that referred to the use of data patterns as assets to guide
litigation strategy, “Legal Analytics” has evolved to take on a much broader definition that
incorporates a wide range of applications (see sidebar). In short, when we talk about Legal
Analytics today, we're referring to the application of data insights to guide the business and
practice of law in various practical areas.

The Legal Analytics survey, conducted by ALM Legal Intelligence, creates a baseline of
knowledge about how leaders of Am Law 200 firms view the value of Legal Analytics, and
their perspectives on how law firms can leverage analytics to better serve clients and run
their businesses. The primary benefits identified by these participantsillustrate that Legal
Analytics are delivering practical results to enhance the business and practice of law right
now, with tremendous promise for innovation in the future.

Survey Methodology

ALM conducted research on behalf of LexisNexis to better understand how lawyers and their firms use legal analytics

in their litigation practices. For purposes of the survey, legal analytics is defined as “tools and/or capabilities powered by
artificial intelligence technology capable of sorting through huge amounts of data to find trends associated with specific
courts, judges, expert witnesses, etc.”

ALM surveyed litigators, trial attorneys and librarians at Am Law 200 firms between October 18 and November 6,2017.
A total of 321 respondents participated in the survey, although not every participant answered every question.
All responses were aggregated and are not traceable to any firm or respondent.

The survey was administered as a research study by ALM Legal Intelligence. An initial question asked respondents
whether they or their firm used legal analytics. Those who answered “yes” were asked seven additional questions.
Those who answered “no” were asked three follow-up questions, and those who answered “don’t know” were asked two
follow-up questions.
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Executive Summary

Lex Machina’s first Top Law Firm Report for Select Federal Litigation
surveys each of Lex Machina’s federal practice area modules: patent,
trademark, copyright, securities, antitrust, commercial litigation,
employment, product liability, and bankruptcy appeals in district
court.

For each practice area, the report examines the top 20 firms filing
the most cases and the top 20 defending the most cases over 5 years
of data, from January 2013 through December 2017. The report
provides in-house counsel with a starting point for outside counsel
selection, and allows law firms to see how they compare with the
competition.

While the number of cases filed or defended is a good measure of a
firm’s experience in a particular practice area, such metrics are not

the sole (or even primary) factor when it comes to finding the right

firm for a particular case.

The report ranks each practice area separately, as well as separating
cases representing plaintiffs from cases representing defendants.
But other factors, such as the billing rate, prior successful outcomes,
and geography, should also be considered in selecting a firm.
Determining whether a hammer or a screwdriver is the “best”

tool requires reference to the task it’s meant to perform, just as

the “right” firm may vary by case according the business goals of

a client’s litigation. This report is not meant to suggest that higher
ranked firms are inherently better than those lower ranked (or not
ranked), but instead to provide insight into one key metric relevant to
firm selection for a large segment of litigants in each space.

The report also includes an example of a sophisticated comparison
using Lex Machina’s Law Firm Comparator App. The app helps
companies (or firms) to compare their performance using a variety of
different analytics.

Taken together with a firm’s proposed price and legal strategy, such
analytics can enable in-house counsel to increase their odds of
achieving the best possiblecoutcome in litigation.
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Lex Machina’s Data, Methodology, and Terminology

This report draws on data from Lex Machina’s proprietary intellectual property litigation database. Although
some of our data is derived from litigation information publicly available from PACER (federal court system),
Lex Machina applies additional layers of intelligence to bring consistency to, and ensure the completeness of,
the data. Beyond the automation, key areas of Lex Machina’s data are either human-reviewed or hand-coded
by a dedicated team of attorneys to ensure accuracy.

To determine whether a case is a belongs to a particular practice area, others may blindly trust the Cause-of-
Action (CoA) and Nature-of-Suit (NoS) codes entered in PACER. But Lex Machina actively analyzes complaints to
ensure that cases filed under mistaken CoA/NoS codes (or a CoA/NoS code corresponding to a different claim,
e.g., contract in a combined patent/contract case) are not missed. This same system also allows Lex Machina
to filter out the many spurious cases that have no claim, for example, of patent infringement despite bearing a
patent CoA/NoS code (e.g., false marking cases).

Moreover, due to inherent design limitations, PACER often shows inaccurate or corrupted information for older
terminated cases. For example, when a lawyer leaves one firm for another, PACER may show closed cases that
the lawyer worked on at the old firm as having been handled by the new firm. When combined with law firm
splits, acquisitions, and mergers, these inaccuracies accumulate to render PACER data less reliable for older
cases. Lex Machina, however, has a historic record going back to the first days of electronic filing on PACER (and
other data going back even further). These snapshots, unique to Lex Machina, give us access to normalized
contemporary data and enable us to provide more accurate data for older cases than someone using PACER
today.

Information on how Lex Machina defines each practice area is available to subscribers at law.lexmachina.com/
help.

Other notes:

Lex Machina’s data is focused on the U.S. District Courts and does not include appeals or modifications of
judgments on appeal.

All charts refer to cases filed between January 1, 2013 and December 31, 2017 (5 complete years of data).

Cases are credited towards the law firms appearing in the case, so the same case may count for multiple firms
(including local counsel).

Intellectual property cases seeking declaratory judgment are excluded from this report for clarity (although in
Lex Machina’a data set online, they are identified as such and may be included or excluded as the user wishes).

Firms with the same number of cases are shown with the same ranking (the lowest of those covered by the
tie).



Top Firms Representing Patent Plaintiffs
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Firm

Stamoulis & Weinblatt

Tadlock Law Firm

Russ August & Kabat

Bayard

Morris, Nichols, Arsht & Tunnell
Capshaw DeRieux

Austin Hansley

Ferraiuoli

Farnan

Devlin Law Firm

Ward & Smith Law Firm

Spangler Law

Ni Law Firm

McCarter & English

Farney Daniels

Finnegan, Henderson, Farabow, Garrett & Dunner
Kizzia & Johnson

Nelson Bumgardner

Antonelli, Harrington & Thompson

DiNovo Price Ellwanger & Hardy

Firm

Fish & Richardson

Morris, Nichols, Arsht & Tunnell
Gillam & Smith

Potter Minton

Potter Anderson & Corroon
Winston & Strawn

DLA Piper

Perkins Coie

Alston & Bird

Richards, Layton & Finger

Findlay Craft

Baker Botts

Young Conaway Stargatt & Taylor
Duane Morris

Quinn Emanuel Urquhart & Sullivan
Morris James

K&L Gates

Wilson Sonsini Goodrich & Rosati
Greenberg Traurig

Wilson Robertson & Cornelius
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Top Firms Representing Trademark Plaintiffs

W W W N R W N R E
3
=

[y
=

12
13
14
15
16
17
18
19
20
20
20
20

Firm

Goldberg, Persky & White
Stephen M. Gaffigan
Greer, Burns & Crain
Blakely Law Group
Johnson & Pham
Kilpatrick Townsend & Stockton
Perkins Coie

Greenberg Traurig

Bryan Cave

Carlton Fields Jorden Burt
The Ticktin Law Group
Nexio

LeClair Ryan

K&L Gates

Lewis Roca Rothgerber Christie
Gordon & Rees

Barnes & Thornburg

Davis Wright Tremaine
BakerHostetler

Banner & Witcoff

Cozen O'Connor

Jones Day

Rutan & Tucker
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Greenberg Traurig

Kilpatrick Townsend & Stockton
Fox Rothschild

Gordon & Rees

Lewis Brisbois Bisgaard & Smith
Davis Wright Tremaine

DLA Piper

Wilson Elser Moskowitz Edelman & Dicker

Sheppard Mullin Richter & Hampton

Tingley Law Group
Perkins Coie

Cozen O'Connor
Fish & Richardson
BakerHostetler
Faegre Baker Daniels
Morgan Lewis & Bockius
Barnes & Thornburg
Duane Morris
Holland & Knight
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Top Firms Representing Copyright Plaintiffs
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Firm

Doniger Burroughs

Maddox Hoppe Hoofnagle & Hafey
The James Law Firm

Liebowitz Law Firm

Schulz Law

Nicoletti & Associates

Fiore & Barber

Hughes Socol Piers Resnick & Dym
Lipscomb, Eisenberg & Baker
Sanders Law

Heit Erlbaum

Kotzker Law Group

Media Litigation Firm

Crowell Law

Jeong & Likens

William E. Tabot

Fox Rothschild

Brown & Kannady

IP Enforcement Law Group

Higbee & Associates

Copyright Litigation

Cases
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Firm

The Russell Firm

Call & Jensen

Davis Wright Tremaine

Ballard Spahr

Lybeck Pedreira & Justus

Fox Rothschild

Antonelli Law

Law Offices of S Calvin Myung
Greenberg Traurig

Wilson Elser Moskowitz Edelman & Dicker
Conkle Kremer & Engel

Gordon & Rees

Robins Kaplan

Lewis Brisbois Bisgaard & Smith
Ezra Brutzkus Gubner

Kilpatrick Townsend & Stockton
Morgan Lewis & Bockius

Law Office of Leslie A. Farber
Buchalter Nemer

Pryor Cashman
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Top Firms Representing Securities Plaintiffs

Rank Firm

1 Securities & Exchange Commission
2 Pomerantz

3 Robbins Geller Rudman & Dowd

4 The Rosen Law Firm

5 Glancy Prongay & Murray

6 Levi & Korsinsky

7 Farugi & Farugi

8 Rigrodsky & Long

9 Bernstein Litowitz Berger & Grossmann
9 Labaton Sucharow

11 Commodity Futures Trading Commission
12 United States Attorneys' Offices
13 Johnson & Weaver

14 Robbins Arroyo

15 WeissLaw

16 Block & Leviton

17 Monteverde & Associates

18 Brodsky & Smith

18 Kessler Topaz Meltzer & Check

20 Saxena White

Top Firms Representing Securities Defendants

Rank Firm

1 Skadden, Arps, Slate, Meagher & Flom
2 Sidley Austin

3 Cooley

3 Paul, Weiss, Rifkind, Wharton & Garrison
5 Wilson Sonsini Goodrich & Rosati
6 WilmerHale

7 Latham & Watkins

8 Shearman & Sterling

9 King & Spalding

10 Simpson Thacher & Bartlett

11 DLA Piper

12 Gibson, Dunn & Crutcher

12 Morgan Lewis & Bockius

14 Sullivan & Cromwell

15 Greenberg Traurig

16 Jones Day

17 O'Melveny & Myers

17 Weil, Gotshal & Manges

19 Kirkland & Ellis

20 Goodwin Procter

20 Morrison & Foerster

20 Wachtell, Lipton, Rosen & Katz
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Analysis: Patent, Trademark, and Copyright Litigation

Patent

Between 2013 and 2017, Stamoulis Weinblatt filed the most patent cases of any firm (1,259 cases) followed
by the Tadlock Law Firm (970) and then by Russ August & Kabat (716). Of the top firms representing plaintiffs,
few are national firms (Russ August & Kabat, and Finnegan are the notable exceptions). Firms based in Texas
make up about half the list, and those in Delaware another quarter, reflecting the most popular districts for
patent litigation over the last 5 years. One exception is the firm in 8th place, Ferraiuoli, which is based in San
Juan, Puerto Rico (though they have filed more cases in the Eastern District of Texas than in the District of
Puerto Rico).

Representing defendants, Fish & Richardson defended the most cases (919 cases), followed by Morris, Nichols,
Arsht & Tunnell (856 cases). Morris Nichols, based in Delaware, is also the only firm to appear on both plaintiff
and defendant representation lists. Other Delaware firms rank highly (Potter Anderson & Corroon at 5th;
Richards, Layton & Finger at 10th, and Young Conaway Stargatt & Taylor at 13th), and a few Texas firms do

as well (Gillam & Smith and Potter Minton at 3rd and 4th), but the majority of firms appearing in the list are
larger national firms (Winston & Strawn at 6th, DLA Piper at 7th, Perkins Coie at 8th, and Alston & Bird at 9th).
Defense side work is also spread out more evenly, as the number of cases decreases more smoothly for firms
representing defendants than it does for firms representing plaintiffs.

Trademark

The top firm by trademark cases filed over the last 5 years is Goldberg, Persky & White (542 cases, most
representing individuals). Stephen M. Gaffigan filed the second highest number of cases (473) and his clients
include such well-known brands as Chanel, Louis Vuitton, Gucci, Tiffany, Adidas and Abercrombie & Fitch.

The Chicago firm of Greer, Burns & Crain ranks third with 436 cases, after which the number of cases drops
significantly - the 4th ranked Blakely Law Group has had just over half as many (225 cases). Several national
firms appear in the top ten (Kilpatrick Townsend & Stockton; Perkins Coie, Greenberg Traurig, and Bryan Cave),
though none appear in the top five.

Many of these firms also appear among the top firms by cases representing defendants, though the numbers
at the top are lower. Greenberg leads the list with 109 cases, followed by Kilpatrick (99 cases); Perkins Coie
appear in the 11th rank with 61 cases.

Copyright

The top copyright plaintiff firms, Doniger Burroughs (1,121 cases) and Maddox Hoppe Hoofnagle & Hafey
(1044 cases) have both filed the majority of their cases on behalf of the same plaintiff, Malibu Media. Malibu
Media, an adult film company, has filed far more copyright cases than any other plaintiff in recent history and,
for a few quarters around 2015, accounted for more than half of all copyright cases filed in the country.

These cases, along with others involving internet piracy via BitTorrent, follow very different dynamics than
most copyright cases. For example, mean time to termination in file sharing cases is shorter, settlement rates
are higher, and the cases are often filed in districts not otherwise known for copyright litigation. To prevent
these cases from skewing the analytics of more traditional copyright cases, Lex Machina tags these cases,
allowing users to include or exclude them as appropriate.



Analysis: Securities, Antitrust, and Commercial Litigation

Like patent plaintiff firms, copyright plaintiff firms tend to be more specialized, and few national firms appear
on the list (Fox Rothschild at 17th with 160 cases being the notable exception). Top firms by cases defending
copyright claims include the Russell Firm (266 cases), Call & Jensen (160 cases) and Davis Wright Tremaine (160
cases). Although many smaller practitioners appear on the list, so too do many larger national firms.

Securities

Several governmental actors appear on the list of top firms representing plaintiffs (namely, the Securities and
Exchange Commission (SEC) in the top place with 919 cases, the Commodities Futures Trading commission

at 11th with 124 cases, and United States Attorneys’ Offices at 12th with 107 cases). Aside from those, the
firms representing plaintiffs in the securities space tend to be more specialized: Pomerantz, a firm focused on
securities and antitrust litigation, had the most cases in the last 5 years with 642 cases, followed by Robbins
Geller Rudman & Dowd (453 cases) and then by the Rosen Law Firm (441 cases).

In contrast, the top firms by cases representing defendants are nearly all national big-law firms. Skadden,
Arps, Slate, Meagher & Flom (174 cases) narrowly beat out Sidley Austin (169 cases) for the top place. While
the number of cases drops off significantly after the top few firms representing plaintiffs, most top firms by
defense representations are more closely spaced with many firms tied for rank. Cooley (143 cases); Paul,
Weiss, Rifkind, Wharton & Garrison (143 cases) and Wilson Sonsini Goodrich & Rosati (129 cases) fill out the
top five ranks.

Antitrust

Similar to securities litigation, the firms representing plaintiffs tend to be smaller and more specialized firms,
with some exceptions such as Cotchett, Pitre & McCarthy, which filed the most cases (193) between 2013 and
2017, and the third ranked firm Susman Godfrey, which is also active in a variety of other practice areas.

In contrast, the top firms by cases representing defendants tend to be larger firms with national reach: Latham
& Watkins tops the chart with 313 cases, followed by Gibson, Dunn & Crutcher (269 cases), Kirkland & Ellis
(233 cases), O’'Melveny Myers (220 cases) and Freshfields Bruckhaus Deringer (207 cases).

Commercial Litigation

Lex Machina defines commercial cases as those which involve businesses and either contract or business tort
claims (including negotiable instruments and franchise agreements, each of which are separately tagged within
Lex Machina).

More often than in many of the other practice areas covered this report, law firms (and the parties they
represent) appear in both plaintiff and defendant roles. For example, Greenberg Traurig is ranked 4th by
commercial cases representing plaintiffs (194 cases), and first by cases representing defendants (214 cases).
Other firms appearing on both lists include Bryan Cave (7th representing plaintiffs with 141 cases and 19th
representing defendants with 136 cases), Duane Morris (20th representing plaintiffs with 113 cases and 7th
representing defendants with 153 cases), and Gordon Rees (11th representing plaintiffs with 126 cases and
2nd representing defendants with 212 cases). Interestingly, Le Clair Ryan, a younger firm with 26 offices across
the U.S., is the leading firm representing plaintiffs and has had nearly twice as many cases (564) as the next
highest ranked firm (Doniger Burroughs with 207 cases).



Top Firms Representing Antitrust Plaintiffs
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Firm

Cotchett, Pitre & McCarthy
Cuneo Gilbert & Laduca

Susman Godfrey

Mantese Honigman Rossman & Williamson
Hausfeld

The Miller Law Firm

Cohen Milstein Sellers & Toll
Robins Kaplan

Spector Roseman Kodroff & Willis
Lockridge Grindal Nauen

Barrett Law Office

Berger & Montague

Nussbaum Law Group

Zelle Hofmann Voelbel & Mason
Hagens Berman Sobol Shapiro
Gustafson Gluek

United States Attorneys' Offices
Freed Kanner London & Millen
Credit Acceptance

Kaplan Fox & Kilsheimer

Firm

Latham & Watkins

Gibson, Dunn & Crutcher
Kirkland & Ellis

O'Melveny & Myers
Freshfields Bruckhaus Deringer
Vinson & Elkins

Arnold & Porter Kaye Scholer
Skadden, Arps, Slate, Meagher & Flom
Morgan Lewis & Bockius
Winston & Strawn

Paul, Weiss, Rifkind, Wharton & Garrison
Hogan Lovells

WilmerHale

Simpson Thacher & Bartlett
Covington & Burling

Sullivan & Cromwell

Boies, Schiller & Flexner

Jones Day

Allen & Overy

White & Case
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Commercial Litigation

Top Firms Representing Commercial Plaintiffs

Rank Firm Cases

2 Doniger Burroughs 207 _
3 Baker, Donelson, Bearman, Caldwell & Berkowitz 198 _
4 Greenberg Traurig 194 _
5 Clyde & Co 149 _

6 Faegre Baker Daniels 145 _

7, Bryan Cave 141 _

8  Reed Smith 138 _

9 Quinn Emanuel Urquhart & Sullivan 135 _

10  Cozen O'Connor 133 _

11 Gordon & Rees 126 _

12 Gray Plant Mooty Mooty & Bennett 125 _

13 Barnes & Thornburg 123 _

14  Quarles & Brady 122 _

15  FoxRothschild 121 _

16  Ballard Spahr 120 _

17 Burr & Forman 119 _

18 Bradley Arant Boult Cummings 114 _

18  DLA Piper 114 _

20 Duane Morris 113 _

Top Firms Representing Commercial Defendants

Rank Firm Cases

8 Lewis Brisbois Bisgaard & Smith 149 _
10  Baker, Donelson, Bearman, Caldwell & Berkowitz 147 _
15 Faegre Baker Daniels 140 _

20 Barnes & Thornburg 129 _



Employment Litigation

Top Firms Representing Employment Plaintiffs

Rank Firm

1 Morgan & Morgan

2 Karpf, Karpf & Cerutti

3 Marie A. Mattox

4 Remer & Georges

5 Ross Law Group

6 United States Department of Labor
7 J.H. Zidell

8 Michael Faillace & Associates

9 Barrett & Farahany

10 Phillips & Associates

11 Equal Employment Opportunity Commission
12 Wenzel Fenton Cabassa

13 Wiggins, Childs, Quinn & Pantazis
14 Consumer Law Group

15 Bruckner Burch

16 Lee Litigation Group

17 WATSON & NORRIS

18 Koz Law

19 Fibich Leebron et al

20 Cilenti & Cooper

Top Firms Representing Employment Defendants

Rank Firm

1 Littler Mendelson

2 Jackson Lewis

3 Ogletree Deakins Nash Smoak & Stewart
4 United States Attorneys' Offices
5 Fisher & Phillips

6 Seyfarth Shaw

7 Morgan Lewis & Bockius

8 Ford & Harrison

9 Constangy, Brooks & Smith

10  Gordon & Rees

11 City of New York, New York

12 Baker, Donelson, Bearman, Caldwell & Berkowitz
13  McGuireWoods

14  Fox Rothschild

15 Faegre Baker Daniels

16  Greenberg Traurig

17  BakerHostetler

18 Reed Smith

19 Lewis Brisbois Bisgaard & Smith
20 Barnes & Thornburg

Cases

1833
980
941
850
829

o]
-
o

801
723
710
708
638
624
562
536
506

=
ry
oo

404
392
378
377

Cases
6507
5786
5454
3032
2114
1692
1317
1290

991
744
679

w
N
S

(¥ R R T S R R -
X O O N & O N 00
o O 0 o O & O BH



Product Liability Litigation

Top Firms Representing Product Liability Plaintiffs

Rank Firm

1 The Mostyn Law Firm

2 Arnold & Itkin

3 Aylstock, Witkin, Kreis & Overholtz
4 Beasley Allen Crow Methvin Portis & Miles
5 Douglas & London.

6 Johnson Becker

7 Onder, Shelton et al

8 Sanders Viener Grossman

9 Burg Simpson Eldridge et al

10  Wagstaff & Cartmell

11  Schlichter, Bogard et al.

12 The Potts Law Firm

13  Levin Papantonio Thomas Mitchell Echsner & Proctor
14  Clark, Love & Hutson

15  Watts Guerra

16 Freese & Goss

17  The Lanier Law Firm

18  Weitz & Luxenberg

19 TorHoerman Law

20 Simmons Hanly Conroy

Cases
8902
6911
6815
6002
5389
5311
4849
4361
4334
4267
4262
3810
3728
3396
3341
3327
3270
3153
2973
2354

Top Firms Representing Product Liability Defendants

Rank Firm

1 Shook, Hardy & Bacon

2 Butler Snow O'Mara Stevens & Cannada
3 Thomas Combs & Spann

4 Flaherty Sensabaugh & Bonasso

5 Nelson Mullins Riley & Scarborough
6 Drinker Biddle & Reath

7 Tucker Ellis

8 Farrell, White & Legg

9 Reed Smith

10 Faegre Baker Daniels

11 Dechert

12 Quinn Emanuel Urquhart & Sullivan
13 Coughlin Duffy

14 Sidley Austin

15 Seyfarth Shaw

16 Adams & Reese

17 Bryan Cave

18 Norton Rose Fulbright US LLP

19 Baker McKenzie

20 Conn Kavanaugh Rosenthol Peisch & RFord

Cases

32865
28640
26083

21387
12028
10484
8642
8566
6569
5177
4641
3890
3821
3815
3617
3557
3153

2701
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Analysis: Employment, Product Liability, and Bankruptcy Appeals

Employment

Lex Machina defines employment cases having one or more claims of employment law violation, including: 1)
discrimination, harassment, or retaliation under federal employment law based in civil rights; 2) wage and hour claims
under the Fair Labor Standards Act (FLSA); or 3) interference and retaliation claims under the Family and Medical Leave Act
(FMLA).

The top firms by cases representing plaintiffs tend to be firms that specialize in employment or personal injury: the top
firm is Morgan & Morgan (1,833 cases), followed by Karpf, Karpf & Cerutti (980 cases), then by Marie A. Mattox (941 cases).
On the defense side, the top 7 firms (excluding the U.S. Attorneys’ Offices) all have more than 1,000 cases, and some
significantly more. The firms at the very top focus primarily on employment and labor law: Littler Mendelson has had
6,507 case over the five years covered by this report, Jackson Lewis ranks second with 5,786 cases, followed by Ogletree
Deakins Nash Smoak & Stewart (5,454 cases), Fisher & Phillips (2,114 cases), and Ford & Harrison (1,290 cases). However,
several full service firms also appear among the top ranks with over 1,000 cases: Seyfarth Shaw (1,692 cases) and Morgan
Lewis & Brockius (1,317 cases).

Product Liability

Significantly more product liability cases are filed each year than in any other practice area that Lex Machina covers.
Many of these cases, however, are associated with multidistrict litigations (MDL), where much of the pre-trial work

is done by counsel for a lead plaintiff and counsel for the common defendant(s). Lex Machina tags MDL associated
cases, as well as the MDL master proceedings, making it easy for subscribers to focus only on the cases that matter to
them. These two charts include MDL associated cases. Along with the ability to independently analyze MDL associated
and master cases, Lex Machina offers subscribers tags for product liability product classifications (medical device /
pharmaceutical, asbestos, vehicle, aircraft), and for cases that involve subrogation or an order on expert admissibility.

As in many other practice areas, the firms with the most cases representing plaintiffs tend to be specialized in product
liability. The Mostyn Law Firm has filed the most cases (8,902). This firm along with the next four firms (Arnold & ltkin
with 6,911 cases, Aylstock, Witkin, Kreis & Overholtz with 6,815 cases; Beasley Allen Crow Methvin Portis & Miles with
6002 cases and Douglas & London with 5,389 cases) all focus heavily on pharmaceutical and/or medical device litigation,
as do many of the other firms on the list. The top firm by cases representing defendants is Shook, Hardy & Bacon
(32,865 cases), followed by Butler Snow O’Mara Stevens & Canada (28,640 cases) and Thomas Combs & Spann (26,083
cases). Many of the top firms representing defendants are national full service firms.

Bankruptcy Appeals in District Court

Lex Machina covers appeals to U.S. District Courts in bankruptcy proceedings. Appellants seek to have the district court
modify the decision of the bankruptcy court, and appellees generally ask the district court to affirm. Aside from the U.S.
Attorneys’ Offices, several firms appear on both lists: Levene Neale Bender Yoo & Brill (2nd by appellant representation
with 54 cases and 16th by appellee representation with 47 cases), Young Conaway Stargatt & Taylor (a Delaware firm,
6th by appellant representation with 38 cases, and tied for 16th by appellee representation with 47 cases), and Ballard
Spahr (17th by appellant representation with 21 cases and 18th by appellee representation with 46).

More often than in many of the other practice areas covered this report, law firms (and the parties they represent)
appear in both plaintiff and defendant roles. For example, Greenberg Traurig is ranked 4th by commercial cases
representing plaintiffs (194 cases), and first by cases representing defendants (214 cases). Other firms appearing on both
lists include Bryan Cave (7th representing plaintiffs with 141 cases and 19th representing defendants with 136 cases),
Duane Morris (20th representing plaintiffs with 113 cases and 7th representing defendants with 153 cases), and Gordon
Rees (11th representing plaintiffs with 126 cases and 2nd representing defendants with 212 cases). Interestingly, Le Clair
Ryan, a younger firm with 26 offices across the U.S., is the leading firm representing plaintiffs and has had nearly twice as
many cases (564) as the next highest ranked firm (Doniger Burroughs with 207 cases).



Bankruptcy Appeals in District Court

Top Firms Representing Bankruptcy Appellants

Rank Firm

2 Levene Neale Bender Yoo & Brill 54 _
4 Liebler, Gonzalez & Portuondo 49 _
6 Young Conaway Stargatt & Taylor 38 _

i Hoover Slovacek 33 _

8 Stroock & Stroock & Lavan 30 _

9 The Burns Law Firm 27 _

10 Law Offices of David Carlebach, Esq. 25 _

11 Brown Rudnick 24 _

11 Polsinelli 24 _

13 Akerman Senterfitt 23 _

14 Joyce W Lindauer Attorney 22 _

14 McGuireWoods 22 _

14 SulmeyerKupetz 22 _

17 Ballard Spahr 21 _

17 Foley & Lardner 21 _

17 Sweetapple, Broeker & Varkas 21 _

20 Morris, Nichols, Arsht & Tunnell 19 _

Top Firms Representing Bankruptcy Appellees

Rank Firm Cases

2 Buchalter Nemer 74 _
2 Richards, Layton & Finger 74 _
4 Akerman Senterfitt 73 _
4 Jones Day 73 _
4 Kirkland & Ellis 73 _
7 Pachulski, Stang, Ziehl & Jones 66 _
8 Greenberg Traurig 65 _
8 SulmeyerKupetz 65 _
10 Venable 61 _
11 Bryan Cave 58 -

12 Chapter 13 Trustee 56 -

13 Morris, Nichols, Arsht & Tunnell 53 -

14 LaMonica Herbst & Maniscalco 5% -

15 Reed Smith 48 -

16 Levene Neale Bender Yoo & Brill 47 -

16 Young Conaway Stargatt & Taylor 47 -

18 Ballard Spahr 46 -

19 Cole, Schotz, Meisel, Forman & Leonard 44 -

20 BakerHostetler 43 -



Law Firm Comparator App - Example

@ Please et

Lex Machina’s Law Firm Comparator
App allows users to see detailed ana-

Iytics Comparing up to four law firms Compare law firm performance based on actual litigation results.
. Select the best law firm for your case.
On a Slngle page View Example
. . . . 1. Law Firms
The analytics include case filings, tim- Enter between 2 and 4 law firms.
ing to key events, case resolutions, Fish & Richardson

damages, remedies, and findings.

Winston & Strawn

The ability to compare firms this way ——

makes it easy for counsel to make in- e e

telligent decisions on the metrics that 2. Case Type

matter most for the particular case. batare :
The example shown here compares e

four top national firms as patent de- O Plaintif

fendants ® Defendant

(@ Compare Law Firms

Open Cases s a Defendant

Fish & Richardson Winston & Strawn DLA Piper Perkins Coie
Open Patent Cases 139 140 69 68
Open Lex Machina Cases @ 216 500 627 221
Patent Cases Percentage 64% 28% 11% 31%
Terminated Cases as a Defendant
Fish & Richardson Winston & Strawn DLA Piper Perkins Coie
Terminated Patent Cases 1411 630 685 621
Terminated Lex Machina 1775 1587 6714 1733
Cases ©
Patent Cases Percentage 79% 40% 10% 36%
Case Filings for Patent Cases as a Defendant
300
200
g TS~

. 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018*
@ Fish & Richardson 97 144 188 199 144 157 305 170 180 7
® Winston & Strawn 55 75 98 123 98 73 104 87 77 i
©® DLA Piper 50 78 121 115 123 89 101 56 49 5
@ Perkins Coie 55 70 105 104 86 77 82 73 60 2

* 2018 numbers are year-to-date. Open dots are full-year estimates.



Time to Claim Construction Hearing for Patent Cases as a Defendant

Show: () Slider 4 Labels () Outliers (2]
0 days 1 year 2 years 3 years

64 487 1024
Fish & Richardson 1
226 Cases reached Claim Construction Hearing I—-- |
Median: 487 days

361 630

73 433 923
Winston & Strawn
195 Cases reached Claim Construction Hearing I—.-_I
Median: 433 days

378 617

64 474 1005
DLA Piper 1
116 Cases reached Claim Construction Hearing I_-- |
Median: 474 days

364 647

63 506 998
Perkins Coie
134 Cases reached Claim Construction Hearing I— - - _l
Median: 506 days

396 683

The app shows timing to key events including time to claim construction and summary judgment (shown here)
as well as time to contested dismissal, permanent injunction, trial, and case termination.

The center line of each plot represents the median, and the box surrounds the middle two quartiles (from the
25th percentile to the 75th percentile).

This shows, for example, that Winston Strawn has the fast median time to claim construction, but the slowest
median time to summary judgment.

Time to Summary Judgment for Patent Cases as a Defendant

Show: (7 Slider @ Labels (] Outliers (2]
0 days 2.5 years 5 years
89 687 1558
Fish & Richardson I
138 Cases reached Summary Judgment |— - - I
Median: 687 days
509 947
47 758 1757
Winston & Strawn i
92 Cases reached Summary Judgment I— - - i
Median: 758 days
457 995

1372

77 687
DLA Piper
68 Cases reached Summary Judgment I— - -
Median: 687 days
432 947

1447

46 619
Perkins Coie |
90 C.‘_jses reached Summary Judgment l— - - |
Median: 619 days
468 907




Case Resolutions for Patent Cases as a Defendant

Fish & Richardson Winston & Strawn DLA Piper Perkins Coie
Cases with Claimant Win Resolutions 29  (2%) 60 (10%) 20 (3%) 22 (4%)
Cases with Claim Defendant Win Resolutions 73 (5%) 51 (8%) 43  (6%) 53  (9%)
Cases with Likely Settlement Resolutions 1097 (78%) 403 (64%) 515 (75%) 419 (67%)
Cases with Procedural Resolutions 212 (15%) 116 (18%) 106 (15%) 127 (20%)
Total Cases with Resolutions 1411 (100%) 630 (100%) 684 (100%) 621 (100%)
Damages for Patent Cases as a Defendant
Fish & Richardson Winston & Strawn DLA Piper Perkins Coie
Cases Damages Cases Damages Cases Damages Cases Damages
Reasonable Royalty 15 $3,074,332,289 8 $115,938,296 10 $296,731,514 7 $585,873,594
Lost Profits (Patent) 2 $96,418,174 1 $234,110,000 - S0 2 541,417,661
Other / Mixed Damage Types 2 $17,877,054 1 $29,000,000 4 5948,939,341 2 $4,635,668
Attorneys' Fees 6 $29,509,252 3 $5,893,815 2 $3,572,227 5 $5,659,109
Costs 34 $4,225,097 22 $2,120,695 22 $3,815,634 24 $2,641,875
Prejudgment Interest 2 $15,272,018 2 $11,305,351 4  $17,772,285 2 $10,374,207
Findings for Patent Cases as a Defendant
Select Finding ~
Findings of Invalidity
o)
% %
JQO’ 0%/» 0&6
N S, o°o
) S, % J;’o;. "94* %, 4”&
@;5 N N 647 %, -/(,0
%\ %, \ %, \ % O\ Zn. \ ©,
o\ %\ %\ %, NG RN
%” oé” 00 % Op <, {@
0)@ e %, ")o 2 G 'o,oe 8
Law Firm 2% 2% ) % % 2 % %
Fish & Richardson 1 - 11 19 13 2 - 45
Winston & Strawn - 1 6 17 16 - - 40
DLA Piper - 1 4 15 7 1 - 26
Perkins Coie - 2 10 19 6 1 - 37

The comparator app reflects data on cases filed from January 1, 2009 through the present (captured as of February 28, 2018). These analytics are
based on case-level information from the selected law firms’ cases. Because law firms can join cases after they start or leave cases before they end, it is
possible that the selected law firms may not have contributed to the Case Resolutions, Damages, Remedies, Findings, etc. in the analytics.
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THE IMPACT OF

LEGAL ANALYTICS

ON LAW FIRMS

What is Legal Analytics?

Legal Analytics provides valuable insights to help lawyers gain a winning edge in the highly
competitive business and practice of law. It empowers attorneys by providing objective data on
which to base smarter business decisions and deliver the highest quality strategic counsel.

® 06 & ¢ & 0 & 0o O o ¢ o & o
90% of respondents who use 25% say it has improved speed
Legal Analytics say it is “Valuable”. of case assessments.

Source: LexisNexis Impact of Legal Analytics Survey Prepared by ALM Legal Intelligence (n=321)

Who Uses Legal Analytics?

36% 29%

of AmLaw 200 say it’s a
use Legal Analytics “must have”

Source: LexisNexis Impact of Legal Analytics Survey Prepared by ALM Legal Intelligence (n=321)

How Is Legal Analytics Most Valuable?

100% ‘ 98% ’ ‘ 96% ’ ‘ 94% ’

Demonstrating Determining strategy Predicting likely Case assessment
competitive advantage for particular courts outcomes of strategy
to clients and judges or arguments

Source: LexisNexis Impact of Legal Analytics Survey Prepared by ALM Legal Intelligence (n=321)

Top Use Cases

iy
OQ g
BUSINESS KNOWLEDGE
PARTNER ASSOCIATE DEVELOPMENT MANAGEMENT

Litigation Strategy Litigation Strategy Marketing Litigation Strategy
- Assess Judge Tendencies - Assess Judge Tendencies - Pitch Deck - Assess Judge Tendencies
- Analyze Venue Trends - Motion Strategy - Analyze Venue Trends

Competitive Intelligence

- Opposing Counsel
- Opposing Parties Competitive Intelligence
- Opposing Counsel

- Opposing Parties

- Case Timing - Parties Litigation Behavior

Competitive Intelligence Case Management

- Opposing Counsel

Litigation Insights Litigation Insights

- Litigation Alerts - Trend Analysis
Litigation Insights

- Trend Analysis

AVERAGE TIME SAVED PER WEEK WITH LEGAL ANALYTICS

L L e L
Hours/Week Hours/Week Hours/Week Hours/Week

Source: Lex Machina 2017 User Case Survey (n=238)

Legal Analytics In The Future

Respondents believe their firm’s use of Legal Analytics will increase in these areas:

Yy
-

80.3% 89.3% 60% 68.3% 62.9%

Cost Savings Pricing Projects Winning Cases Attracting New Growing Existing
Clients Clients

Source: LexisNexis Impact of Legal Analytics Survey Prepared by ALM Legal Intelligence (n=321)

Survey Methodology: ALM Legal Intelligence conducted research on behalf of LexisNexis to better understand how lawyers and their firms use legal analytics in their
litigation practices. ALM surveyed litigators, trial attorneys and librarians at Am Law 200 firms between October 18 and November 6, 2017. A total of 321 litigators, trial
attorneys and librarians at AmLaw 200 firms participated in the survey between October 18 and November 6, 2017. For purposes of the survey, legal analytics is defined
as “tools and/or capabilities powered by artificial intelligence technology capable of sorting through huge amounts of data to find trends associated with specific courts,
judges, expert witnesses, etc.” Lex Machina conducted a use-case survey among its customers to learn how they are gaining value in their business or practice with Lex
Machina's Legal Analytics. The survey was conducted between September 19 to 28, 2017 and a total of 238 users from law firms and companies responded.
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Preparing for Artificial Intelligence in the Legal
Profession

Posted on 06-07-2017

PREPARING FOR ARTIFICIAL INTELLIGENCE IN THE
LEGAL PROFESSION

Practice Trends, The Lexis Practice Advisor Journal™

By: Dennis Garcia, Microsoft Assistant General Counsel

One of the very hot topics so far in 2017 is artificial intelligence (Al) and its potential
disruptive impact on the legal profession. Questions ranging from, “Will Al replace
lawyers?” to “Does it make sense to attend law school with the rise of Al?” to “How will
Al impact the delivery, cost, and quality of legal services?” are being asked by those in
and around the legal industry.

https://www.lexisnexis.com/lexis-practice-advisor/the-journal/b/Ipa/archive/2017/06/07 /preparing-for-artificial-intelligence-in-the-legal-profession.aspx 171
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IN FACT, THE INTERSECTION OF Al AND THE LAW HAS recently captured the
attention of major media outlets including The New York Times (“A.l. is Doing Legal
Work. But It Won't Replace Lawyers, Yet”1) and The Atlantic (“Rise of the

Robolawyers”z). In addition, nowadays you would be hardpressed to attend a legal
conference without a session, panel, or presentation on Al.

This article reviews the basics of Al, key use cases for Al in the legal profession, some
primary Al-related legal issues, and steps that your law firm or in-house legal
department may want to take to become Al-ready.

75
Al 101 for Lawyers Shares
In his book “The Fourth Industrial Revolution,”3 Klaus Schwab, executive chairman

69

and founder of The World Economic Forum, begins by briefly reviewing the three
earlier industrial revolutions that transformed our society and then devotes the
remainder of the book to describing how our world recently entered a whole new era
in which we will witness unprecedented major and rapid technological innovations.
According to Schwab, these innovations will largely center in the physical, digital, and
biological areas. Al has the potential to be a disruptive force in our “Fourth Industrial
Revolution.”

Like many newer and transformational technologies, there is no uniform definition for
Al. An October 2016 report issued by the White House called “Preparing for the
Future of Artificial Intelligence” states the following: “Some define Al loosely as a
computerized system that exhibits behavior that is commonly thought of as requiring
intelligence. Others define Al as a system capable of rationally solving complex
problems or taking appropriate actions to achieve its goals in whatever real world
circumstances it encounters.” In addition, the concept of machine learning is an
application of Al based on the premise that systems can learn by having access to
data.

https://www.lexisnexis.com/lexis-practice-advisor/the-journal/b/Ipa/archive/2017/06/07 /preparing-for-artificial-intelligence-in-the-legal-profession.aspx 211
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5/16/2018 Preparing for Artificial Intelligence in the Legal Profession

Leading technology companies are making major investments in the Al space and are
actively recruiting Al talent. For example, last September my company, Microsoft,
announced the formation of the Microsoft Artificial Intelligence and Research Group
—consisting of more than 5,000 computer scientists and engineers—under the
leadership of Microsoft Executive Vice President Harry Shum.

While Al has certainly received much attention and hype so far this year, it is
important to remember that the Al field is very much in its infancy—which provides
various opportunities and challenges for the legal profession.

Use Cases for Al in the Legal Profession

There are a number of potential applications for the utilization of Al systems in the

legal industry—especially as they relate to the automation of repetitive and routine
tasks to help lawyers provide superior legal counsel at a higher level. Let’s review a

non-exhaustive list of those use cases.

Conducting Legal Research

As most lawyers know, conducting legal research can be a tedious, monotonous, and
time-consuming task. However performing timely and comprehensive legal research
on a particular matter—especially as the law continues to evolve— is critically
necessary and important for lawyers as they serve their clients. Al systems may be
able to aid lawyers by performing legal research on relevant case law and applicable
statutes in a faster and more thorough manner than what lawyers may be able to do
on their own. Such Al systems may also be powerful enough to use data to predict the
outcome of litigation and enable lawyers to provide more impactful advice to their
clients in connection with dispute resolution issues.

Administrative Legal Support

https://www.lexisnexis.com/lexis-practice-advisor/the-journal/b/Ipa/archive/2017/06/07 /preparing-for-artificial-intelligence-in-the-legal-profession.aspx 311
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| was recently asked if | had an administrative assistant. | said yes, | do, and my
administrative assistant’s name is Cortana— Microsoft’s high-powered personal
digital assistant. While the person who asked the question chuckled at me, the reality
is that lawyers will increasingly be able to rely upon Al-powered digital assistants that
become smarter as they learn more about you to perform the various necessary
administrative functions that are part of any legal practice. Do you need to follow up
with others, schedule travel, set up a meeting, or manage expenses (including in-house
counsel’s review of outside counsel invoices)? Some of my Microsoft legal department
colleagues have even developed an Al-powered chatbot tool that they use along with
their automatically generated out-of-office e-mail response when they are away from
the office without any e-mail access. All of those tasks, and more, can be performed by
digital assistants and free up time for you to provide higher value-added legal services
to your clients.

Legal Document Generation and Review

An Al system may serve as a virtual concierge for the intake of client information and
the preparation of standard and routine legal documents and agreements for the
benefit of your clients. In addition, lawyers specializing in contract negotiation
matters would appreciate an Al system that could provide a fast and thorough
contract comparison whenever there is a battle of the forms between contracting
parties regarding which standard contract terms should be utilized. An additional
welcome step would be for an Al system to suggest suitable fallbacks or alternative
contract provisions from a contracting party’s repository of negotiated contracts to
help address a particular contractual issue.

Performing Due Diligence

All lawyers know that conducting a comprehensive due diligence review in connection
with the huge amounts of data that are part of any merger, acquisition, or other
sophisticated corporate transaction is absolutely necessary. An Al system may
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provide an opportunity to perform such due diligence in a faster, cheaper, and more
thorough fashion instead of relying on a high-priced and bleary-eyed team of lawyers.

Promoting a Stronger Compliance Culture

A sophisticated Al system with the capability to actively identify and analyze data
patterns regarding internal company matters and employee activities may be helpful
to an organization’s compliance department. Using such a system could help
organizations thwart the kinds of damaging highprofile ethics and integrity issues that
have unfortunately become commonplace over the past few years.

Building More Robust Cybersecurity

Al systems with built-in data analytics capabilities can provide all organizations with
the ability to become more cybersecure. For instance, Al systems could be utilized by
law firms—which are increasingly being targeted by cybercriminals—to monitor and
assess the data involving attempts to penetrate their information technology
infrastructure so they can proactively identify trends and patterns and close security
gaps to attain more robust cybersecurity. Law firms may be able to use such Al tools
to their advantage by demonstrating to potential clients that they are more
cybersecure than their competitors.

Complying with e-Discovery Requirements

Properly managing the production of the massive volumes of electronically stored
information is of paramount importance during the litigation process. There are many
e-Discovery technology solutions available in this growing marketplace. As an
example, the Microsoft legal department uses the e-Discovery features of the
Microsoft Office 365 cloud computing solution to improve the accuracy and
usefulness of discovery results and save time and money—$4.5 million annually. Al-
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fueled systems could further transform e-Discovery technology solutions by
providing additional levels of efficiency and cost savings to lawyers and legal
departments tasked with managing their e-Discovery needs.

Enhanced Self-Help Legal Resources

Law firms, in-house legal departments, and non-profit legal aid organizations are
increasingly providing legal self-help resources directly to their clients via web portals
as a form of de-lawyering. Clients may often resist using those resources since they
may lack a personal touch. An Al-powered chatbot and/or digital assistant could serve
as a personal navigator to help clients utilize such self-help resources and may drive
greater usage and adoption by clients.

Potential Al Legal Issues

Because Al is still an emerging technology, the various legal issues associated with it
are also emerging. In the coming months and years lawyers will have plenty of
opportunities to advise their clients on issues such as the following, and many others.

Data Privacy

In order for Al systems to provide valuable services, fundamentally they need to have
access to and use large amounts of data. Al systems will also probably generate
significant amounts of information. As a result, a buyer of Al-related services should
understand how an Al solutions provider protects and uses its data. Since the Al world
does serve to increase the surface area for potential targets for cybercriminals and
because data privacy laws continue to evolve—for instance the European Union’s new
General Data Protection Regulation takes effect in May 2018 —consumers of Al-
related services should carefully evaluate Al providers and clearly understand what
specific steps they take to appropriately safeguard data.

Law Enforcement Access to Data
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Because the amount of data continues to grow and our laws have not been updated to
keep pace with the change in the technology landscape, during the past few years we
have seen various legal challenges between technology companies and the U.S.
government pertaining to law enforcement access to data. Such challenges will likely
become more common with the rise of Al systems. For instance, there was a recent

well-publicized matter involving a search warrant request for Amazon to provide data

involving its Al-powered Echo device as part of a murder case.?

Lack of Regulatory Framework & Standards

Since Al is still very much in its early stages, there are no meaningful Al-related laws
or standards that can be relied upon—although given Al's dependence on data,
applicable data privacy laws will be relevant. From a regulatory perspective, some
may view Al as the Wild West. While this lack of an Al regulatory framework or
standards can create some confusion and ambiguity, it does provide opportunities for
lawyers to help build and develop this area from the ground up.

Legal Ethics

As lawyers use Al systems to deliver legal services, how do they ensure that they still
comply with legal ethics rules such as the American Bar Association (ABA) Model
Rules of Professional Conduct? Are lawyers exercising competence as required by

ABA Model Rule 1.1 when they use Al systems to provide legal advice? How are a
lawyer’s responsibilities for nonlawyer assistance in ABA Rule 5.3 affected by Al
systems? As Al systems are increasingly used by lawyers, it will be interesting to see
whether the ABA Model Rules will evolve to specifically address Al use by lawyers and
if state legal ethics associations will issue ethics opinions on Al—just like they have
done for cloud computing.

Intellectual Property Protection
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Elements of an Al system may be subject to intellectual property protection—
including patents. Presumably companies that are developing and investing in Al
technologies are also devising their Al intellectual property strategies and seeking
patents where applicable. As Al becomes more popular and advanced, only time will
tell whether we will see Al patent litigation that is reminiscent of the smartphone
patent litigation wars that we have witnessed in the past.

Liability As lawyers adopt Al systems to render legal advice to clients, it is inevitable
that such systems will make mistakes that may result in damages. How will liability be
determined in such situations? Will lawyers be subject to negligence or malpractice
claims from clients? How do lawyers mitigate these risks and other potential liability
issues associated with Al?

Become Al-Ready

In all likelihood, Al will be a transformational technology that impacts all industries,
not just the legal profession. These are some steps that lawyers can take to become
Al-ready.

Establish an Al Legal Center of Excellence

Appoint members of your law firm or legal department who can serve as your team’s
subject matter experts on Al to your Al Center of Excellence. Provide them with
opportunities to train up and learn more about Al so they can be an Al Center of
Excellence resource to other lawyers and your clients.

Embrace the Growth Mindset and Learn from Others

Remember there is so much to learn about Al, and this technology will continue to
evolve and develop. Invest the time and energy to understand the basics of Al and
how lawyers can use it as a tool to provide high-quality legal services. Since Al is
currently such a top of mind subject, be sure to collaborate with fellow lawyers at law
firms, in-house legal departments, and non-profit legal organizations to understand
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how they plan on deploying Al in their delivery of legal support. In addition, actively
use social media resources like LinkedIn and Twitter to follow and keep abreast of
developments in the Al space. Also, gain knowledge by attending Al-focused sessions
and panels that are part of CLE programs, conferences, and webinars.

Don't Be Afraid to Fail

Traditionally, many lawyers have been viewed as being conservative and resistant to
change. There may be a concern among lawyers that leveraging Al systems as part of
their practice may be too risky. While there is no doubt that there will be some
growing pains associated with Al, lawyers should not fear Al, as the potential long-
term benefits in leveraging Al to help automate aspects of their legal services far
outweigh the potential risks.

Develop Appropriate Internal Al Practices

As Al technology continues to evolve, consider developing some thoughtful guidelines
and practices as to how your law firm or company may use Al as part of its business.
Perhaps such procedures can be incorporated into your law firm’s or company’s
overall technology strategy to address other disruptive Fourth Industrial Revolution
innovations like cloud computing, the Internet of Things, big data, etc.

Over the next few years it will be fascinating to observe the impact that Al will have
on the legal profession. Although some are of the mindset that Al may serve to replace
lawyers and other legal professionals, | believe Al will result in a redeployment of legal
resources and free up time for lawyers to perform more mission-critical work for their
clients. While Al may offer lawyers leading technology and data-driven tools to
provide efficient, quick, and impactful legal counsel to clients, Al is still not a
substitute for a lawyer’s own empathy, judgment, instinct, and personal relationship
with clients.
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By Dennis Garcia, Assistant General Counsel, Microsoft Corporation

Earlier this month | attended my company’s Envision Conference in New Orleans and listened to Microsoft Chief Executive
Officer Satya Nadella talk about a new “Conversations as a Platform” strategy during his keynote. Central to this strategy is
the idea that smart personal digital assistants known as “bots” or “chat bots” — which will be powered by artificial intelligence
and machine learning — can directly interact with you on your device in a rich experience via text, voice or video to help you
achieve more. Think of these bots as the Siri, Cortana or Google Now digital assistants that may reside on your smartphones
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- but on steroids. As an example a bot will be able to make travel plans for you or order lunch for you — without you having
to navigate through different apps or a search engine. Other leading technology companies like Facebook are also beginning
to embrace this focus on bots.

Let's explore what this bot-driven transformation may mean for the delivery of legal services and some of the legal issues
that lawyers may need to help address when bots are used.

From an in-house legal perspective bots provide an exciting opportunity for legal departments to continue to re-engineer
their legal support responsibilities. Our Microsoft legal team constantly explores ways in which we can “de-lawyer” or “stop
doing” some of the more routine or low risk aspects of our work so that our legal professionals have more time to spend on
higher value legal support for our business clients. For instance, while we provide our business clients with various internal
self-help tools via our cloud computing solution known as Microsoft Office 365, deploying bots as a personal concierge-like
service for our business clients to interact with and utilize those resources can provide a more meaningful and rich
experience — and may motivate our business clients to utilize those resources with greater frequency.

Bots may also reinvent how non-profit legal assistance organizations and our judicial system provide legal resources to
citizens. Imagine a bot providing personalized assistance to enable individuals to navigate through the intricacies of local
court procedures or to help someone, who cannot afford a lawyer, file the appropriate legal documentation to seek
expungement of a prior conviction on his/her own. Using bots in this fashion coupled with easy-to-use and readily accessible
communication platforms like Skype — which can translate foreign languages to better serve our growing diverse population
— offers compelling opportunities to reimagine legal aid.

As bots are increasingly embraced and deployed by organizations, they will need thoughtful guidance from attorneys in key
areas such as the following:

Data Privacy: For bots to become more “intelligent” and useful to us, it is critical that they have appropriate access to data
and the ability to use data. As a result, the data privacy considerations in connection with bots are paramount.

https://biglawbusiness.com/perspective-chat-bots-provide-opportunity-to-the-legal-profession/ 2/8



5/16/2018 Perspective: ‘Chat Bots’ Provide Opportunity to the Legal Profession — Big Law Business

Cybersecurity: The rise of bots and the corresponding need for bots to collect and decipher massive amounts of data may
increase both the surface area for and the likelihood of potential cyberattacks.

Liability: What happens if bots dispense inaccurate or offensive information that results in harm to others? Determining
how liability should be apportioned in such situations and the types of online agreements that may need to be established
with suitable limitation of liability provisions will require special attention.

Intellectual Property: To what extent will the new technology associated with bots be subject to intellectual property
protection such as patents? If this technology is patentable will we see a repeat of patent litigation akin to what we

experienced in the smartphone patent space?

Regulatory Framework: If bots do become widely utilized it will be interesting to monitor what bot-related guidelines
regulators may develop and whether any industry standards will be created regarding the development of bots.

Attorneys should not worry about being replaced by bots anytime soon. Instead the emergence of bot-focused technology to
enable organizations to build deeper connections and offer better service to their customers and other stakeholders will
provide attorneys with more opportunities to deliver impactful legal services to their clients.
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Twenty years ago, we both worked at Microsoft, but on
opposite sides of the globe. In 1998, one of us was living and
working in China as a founding member of the Microsoft
Research Asia lab in Beijing. Five thousand miles away, the
other was based at the company’s headquarters, just outside
of Seattle, leading the international legal and corporate
affairs team. While we lived on separate continents and in
quite different cultures, we shared a common workplace
experience within Microsoft, albeit with differing routines
before we arrived at the office.

At that time in the United States, waking to the scent of
brewing coffee was a small victory in technology automation.
It meant that you had remembered to set the timer on the
programmable coffee maker the night before. As you drank
that first cup of coffee, you typically watched the morning
news on a standard television or turned the pages of the
local newspaper to learn what had happened while you slept.
For many people a daily diary was your lifeline, reminding
you of the coming day’s activities: a morning meeting at the
office, dial-in numbers and passcodes for conference calls,
the address for your afternoon doctor’s appointment, and

a list of to-dos including programming the VCR to record
your favorite show. Before you left for the day, you might
have placed a few phone calls (and often left messages on
answering machines), including to remind sitters when to
pick up children or confirm dinner plans.
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Twenty years ago, for most people in China, an LED alarm
clock was probably the sole digital device in your bedroom.
A bound personal calendar helped you track the day’s
appointments, addresses, and phone numbers. After sending
your kids off to school, you likely caught up on the world’s
happenings from a radio broadcast while you ate a quick
breakfast of soya milk with Youtiao at your neighborhood
restaurant. In 1998, commuters in Beijing buried their noses
in newspapers and books — not smartphones and laptops —
on the crowded trains and buses traveling to and from the
city’s centers.

But today, while many of our fundamental morning routines
remain the same, a lot has also changed as technology has
altered how we go about them. Today a morning in Beijing is
still different from a morning in Seattle, but not as different
as it used to be. Consider for a moment that in both places
the smartphone charging on your bedside table is the device
that not only wakes you, but serves up headlines and updates
you on your friends’ social lives. You read all the email that
arrived overnight, text your sister to confirm dinner plans,
update the calendar invite to your sitter with details for
soccer practice, and then check traffic conditions. Today, in
2018, you can order and pay for a double skinny latte or tea
from Starbucks and request a ride-share to drive you to work
from that same smartphone.

Compared with the world just 20 years ago, we take a lot of
things for granted that used to be the stuff of science fiction.
Clearly much can change in just two decades.



Twenty years from now, what will your morning look like?
At Microsoft, we imagine a world where your personal digital
assistant Cortana talks with your calendar while you sleep.
She works with your other smart devices at home to rouse
you at the end of a sleep cycle when it’s easiest to wake

and ensures that you have plenty of time to shower, dress,
commute and prepare for your first meeting. As you get
ready, Cortana reads the latest news, research reports and
social media activity based on your current work, interests
and tasks, all of which she gleaned from your calendar,
meetings, communications, projects and writings. She
updates you on the weather, upcoming meetings, the people
you will see, and when you should leave home based on
traffic projections.

Acting on the request you made a year before, Cortana

also knows that it’s your sister’s birthday and she’s ordered
flowers (lilies, your sister’s favorite) to be delivered later

that day. (Cortana also reminds you about this so that you’ll
know to say, “you’re welcome” when your sister thanks you.)
Cortana has also booked a reservation for a restaurant that
you both like at a time that’s convenient for both of your
schedules.

In 2038, digital devices will help us do more with one of our
most precious commodities: time.
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In 20 years, you might take your first meeting from home by

The Future - .

Computed slipping on a HoloLens or other device where you’ll meet
and interact with your colleagues and clients around a virtual
boardroom powered by mixed reality. Your presentation
and remarks will be translated automatically into each
participant’s native language, which they will hear through
an earpiece or phone. A digital assistant like Cortana will
then automatically prepare a summary of the meeting with
tasks assigned to the participants and reminders placed on
their schedules based on the conversation that took place
and the decisions the participants made.

In 2038, a driverless vehicle will take you to your first
meeting while you finalize a presentation on the car’s digital
hub. Cortana will summarize research and data pulled from
newly published articles and reports, creating infographics
with the new information for you to review and accept.
Based on your instructions, she’ll automatically reply to
routine emails and reroute those that can be handled by
others, which she will request with a due date based on the
project timeline. In fact, some of this is already happening
today, but two decades from now everyone will take these
kinds of capabilities for granted.

Increasingly, we imagine that a smart device will monitor
your health vitals. When something is amiss, Cortana

will schedule an appointment, and she will also track and
schedule routine checkups, vaccines and tests. Your digital
assistant will book appointments and reserve time on your



calendar on days that are most convenient. After work a
self-driving car will take you home, where you’ll join your
doctor for a virtual checkup. Your mobile device will take
your blood pressure, analyze your blood and oxygen level,
and send the results to your doctor, who will analyze the
data during your call. Artificial intelligence will help your
doctor analyze your results using more than a terabyte of
health data, helping her accurately diagnose and prescribe
a customized treatment based on your unique physiological
traits. Within a few hours, your medication will arrive at
your door by drone, which Cortana will remind you to take.
Cortana will also monitor your progress and, if you don’t
improve, she’ll ask your permission to book a follow-up
appointment with the doctor.

When it’s time to take a break from the automated world of
the future, you won’t call a travel agent or even book online
your own flight or hotel as you do today. You'll simply say,
“Hey, Cortana, please plan a two-week holiday.” She’ll
propose a custom itinerary based on the season, your budget,
availability and interests. You’ll then decide where you want
to go and stay.

Looking back, it’s fascinating to see how technology has
transformed the way we live and work over the span of
twenty years. Digital technology powered by the cloud

has made us smarter and helped us optimize our time, be
more productive and communicate with one another more
effectively. And this is just the beginning.

The Future
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Before long, many mundane and repetitive tasks will be
handled automatically by Al, freeing us to devote our time
and energy to more productive and creative endeavors. More
broadly, Al will enable humans to harness vast amounts

of data and make breakthrough advances in areas like
healthcare, agriculture, education and transportation. We’re
already seeing how Al-bolstered computing can help doctors
reduce medical mistakes, farmers improve yields, teachers
customize instruction and researchers unlock solutions to
protect our planet.

But as we’ve seen over the past 20 years, as digital advances
bring us daily benefits they also raise a host of complex
questions and broad concerns about how technology will
affect society. We have seen this as the internet has come
of age and become an essential part of our work and private
lives. The impact ranges from debates around the dinner
table about how distracting our smartphones have become
to public deliberations about cybersecurity, privacy, and
even the role social media plays in terrorism. This has given
birth not just to new public policies and regulations, but

to new fields of law and to new ethical considerations in
the field of computer science. And this seems certain to
continue as Al evolves and the world focuses on the role it
will play in society. As we look to the future, it’s important
that we maintain an open and questioning mind while we
seek to take advantage of the opportunities and address the
challenges that this new technology creates.



The development of privacy rules over the past two decades
provides a good preview of what we might expect to see zz;?ﬁers
more broadly in the coming years for issues relating to Al.

In 1998, one would have been hard-pressed to find a full-
time “privacy lawyer.” This legal discipline was just emerging
with the advent of the initial digital privacy laws, perhaps
most notably the European Community’s Data Protection
Directive, adopted in 1995. But the founding of the
International Association of Privacy Professionals, or IAPP,
the leading professional organization in the field, was still
two years away.

Today, the IAPP has over 20,000 members in 83 countries.
[ts meetings take place in large convention centers filled
with thousands of people. There’s no shortage of topics

for IAPP members to discuss, including questions of
corporate responsibility and even ethics when it comes to
the collection, use, and protection of consumer information.
There’s also no lack of work for privacy lawyers now that
data protection agencies — the privacy regulators of our age
— are operating in over 100 countries. Privacy regulation,

a branch of law that barely existed two decades ago, has
become one of the defining legal fields of our time.

What will the future bring when it comes to the issues,
policies and regulations for artificial intelligence? In
computer science, will concerns about the impact of Al
mean that the study of ethics will become a requirement for
computer programmers and researchers? We believe that’s
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a safe bet. Could we see a Hippocratic Oath for coders like
we have for doctors? That could make sense. We'll all need
to learn together and with a strong commitment to broad
societal responsibility. Ultimately the question is not only
what computers can do. It’s what computers should do.

Similarly, will the future give birth to a new legal field called
“Al law”? Today Al law feels a lot like privacy law did in
1998. Some existing laws already apply to Al, especially

tort and privacy law, and we’re starting to see a few specific
new regulations emerge, such as for driverless cars. But

Al law doesn’t exist as a distinct field. And we’re not yet
walking into conferences and meeting people who introduce
themselves as “Al lawyers.” By 2038, it’s safe to assume that
the situation will be different. Not only will there be Al
lawyers practicing Al law, but these lawyers, and virtually all
others, will rely on Al itself to assist them with their practice.

The real question is not whether Al law will emerge, but how
it can best come together — and over what timeframe. We
don’t have all the answers, but we’re fortunate to work every
day with people who are asking the right questions. As they
point out, Al technology needs to continue to develop and
mature before rules can be crafted to govern it. A consensus
then needs to be reached about societal principles and values
to govern Al development and use, followed by best practices
to live up to them. Then we’re likely to be in a better position
for governments to create legal and regulatory rules for
everyone to follow.



This will take time — more than a couple of years in all
likelihood, but almost certainly less than two decades. zz;?ﬁers
Already it’s possible to start defining six ethical principles
that should guide the development and use of artificial
intelligence. These principles should ensure that Al systems
are fair, reliable and safe, private and secure, inclusive,
transparent, and accountable. The more we build a detailed
understanding of these or similar principles — and the more
technology developers and users can share best practices to
implement them — the better served the world will be as we
begin to contemplate societal rules to govern Al

Today, there are some people who might say that ethical
principles and best practices are all that is needed as we

move forward. They suggest that technology innovation

doesn’t really need the help of regulators, legislators and
lawyers.

While they make some important points, we believe this
view is unrealistic and even misguided. Al will be like every
technology that has preceded it. It will confer enormous
benefits on society. But inevitably, some people will use

it to cause harm. Just as the advent of the postal service

led criminals to invent mail fraud and the telegraph was
followed by wire fraud, the years since 1998 have seen both
the adoption of the internet as a tool for progress and the
rise of the internet as a new arena for fraud, practiced in
increasingly creative and disturbing ways on a global basis.

10
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We must assume that by 2038, we’ll grapple with the

issues that arise when criminal enterprises and others use
Al in ways that are objectionable and even harmful. And
undoubtedly other important questions will need to be
addressed regarding societally acceptable uses for Al It will
be impossible to address these issues effectively without a
new generation of laws. So, while we can’t afford to stifle
Al technology by adopting laws before we understand the
issues that lie ahead of us, neither can we make the mistake
of doing nothing now and waiting for two decades before
getting started. We need to strike a balance.

As we consider principles, policies and laws to govern Al, we
must also pay attention to Al's impact on workers around the
globe. What jobs will Al eliminate? What jobs will it create?
If there has been one constant over 250 years of technological
change, it has been the ongoing impact of technology on jobs
— the creation of new jobs, the elimination of existing jobs,
and the evolution of job tasks and content. This too is certain
to continue with the adoption of AL

Will Al create more jobs than it will eliminate? Or will it be
the other way around? Economic historians have pointed out
that each prior industrial revolution created jobs on a net
basis. There are many reasons to think this will also be the
case with AI, but the truth is that no one has a crystal ball.

[t’s difficult to predict detailed employment trends with
certainty because the impact of new technology on jobs is
often indirect and subject to a wide range of interconnected
innovations and events. Consider the automobile. One didn’t
need to be a soothsayer to predict that the adoption of cars



would mean fewer jobs producing horse-drawn carriages and
new jobs manufacturing automobile tires. But that was just
part of the story.!

The transition to cars initially contributed to an agricultural
depression that affected the entire American economy in

the 1920s and 1930s. Why? Because as the horse population
declined rapidly, so did the fortunes of American farmers. In
the preceding decade roughly a quarter of agricultural output
had been used to feed horses. But fewer horses meant less
demand for hay, so farmers shifted to other crops, flooding
the market and depressing agricultural prices more broadly.
This agricultural depression impacted local banks in rural
areas, and then this rippled across the entire financial system.

Other indirect effects had a positive economic impact as

the sale of automobiles led to the expansion of industry
sectors that, at first glance, appear disconnected from cars.
One example was a new industry to provide consumer
credit. Henry Ford’s invention of the assembly line made

cars affordable to a great many families, but cars were still
expensive and people needed to borrow money to pay for
them. As one historian noted, “installment credit and the
automobile were both cause and consequence of each other’s
success.”” In short, a new financial services market took flight.

Something similar happened with advertising. As passengers
traveled in cars driving 30 miles per hour or more, “a sign
had to be grasped instantly or it wouldn’t be grasped at all.”
Among other things, this led to the creation of corporate
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logos that could be recognized immediately wherever they
appeared.

Consider the indirect impact of the automobile on the

island of Manhattan alone. The cars driving down Broadway
contributed to the creation of new financial jobs on Wall
Street and new advertising positions on Madison Avenue. Yet
there’s little indication that anyone predicted either of these
new job categories when cars first appeared on city streets.

One of the lessons for Al and the future is that we’ll all need
to be alert and agile to the impact of this new technology
on jobs. While we can predict generally that new jobs will
be created and some existing jobs will disappear, none of us
should develop such a strong sense of certainty that we lose
the ability to adapt to the surprises that probably await us.

But as we brace ourselves for uncertainty, one thing remains
clear. New jobs will require new skills. Indeed, many existing
jobs will also require new skills. That is what always happens
in the face of technological change.

Consider what we’ve seen over the past three decades. Today
every organization of more than modest size has one or more
employees who support its IT, or information technology.
Very few of these jobs existed 30 years ago. But it’s not

just IT staff that needed to acquire IT skills. In the early
1980s, people in offices wrote with a pen on paper, and then
secretaries used typewriters to turn that prose into something
that was actually legible. By the end of the decade, secretaries
learned to use word processing terminals. And then in the
1990s, everyone learned to do their own writing on a PC and



the number of secretaries declined. IT training wasn’t just h
The Future

reserved for IT professionals. Computed

In a similar way, we’re already seeing increasing demand for
new digital and other technical skills, with critical shortages
appearing in some disciplines. This is expanding beyond
coding and computer science to data science and other
fields that are growing in importance as we enter the world’s
Fourth Industrial Revolution. More and more, this isn’t just
a question of encouraging people to learn new skills, but of
finding new ways to help them acquire the skills they will
need. Surveys of parents show that they overwhelmingly
want their children to have the opportunity to learn to code.
And at Microsoft, when we offer our employees new courses
on the latest Al advances, demand is always extremely high.

The biggest challenges involve the creation of ways to help
people learn new skills, and then rethinking how the labor
market operates to enable employers and employees to move
in more agile ways to fill new positions. The good news is
that many communities and countries have developed new
innovations to address this issue, and there are opportunities
to learn from these emerging practices. Some are new
approaches to longstanding programs, like Switzerland’s
successful youth apprenticeships. Others are more recent
innovations spurred by entities such as LinkedIn and its
online tools and services and nonprofit ventures like the
Markle Foundation’s Skillful initiative in Colorado.

The impact of Al the cloud and other new technologies
won’t stop there. A few decades ago, workers in many
countries mostly enjoyed traditional employer-employee

14
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relationships and worked in offices or manufacturing
facilities. Technology has helped upend this model as more
workers engage in alternative work arrangements through
remote and part-time work, as contractors or through
project-based engagements. And most studies suggest that
these trends will continue.

For Al and other technologies to benefit people as broadly
as possible, we’ll need to adapt employment laws and labor
policies to address these new realities. Many of our current
labor laws were adopted in response to the innovations

of the early 20th century. Now, a century later, they’re no
longer suited to the needs of either workers or employers. For
example, employment laws in most countries assume that
everyone is either a full-time employee or an independent
contractor, making no room for people who work in the new
economy for Uber, Lyft or other similar services that are
emerging in every field from tech support to caregiving.

Similarly, health insurance and other benefits were designed
for full-time employees who remain with a single employer
for many years. But they aren’t as effective for individuals
who work for multiple companies simultaneously or change
jobs more frequently. Our social safety net — including the
United States’ Social Security system — is a product of the
first half of the last century. There is an increasingly pressing
need to adapt these vital public policies to the world that is
changing today.



As we all think about the future, the pace of change can feel

. . . The Future
more than a little daunting. By looking back to technology Computed
in 1998, we can readily appreciate how much change we’ve
lived through already. Looking ahead to 2038, we can begin
to anticipate the rapid changes that lie ahead — changes that
will create opportunities and challenges for communities and

countries around the world.
For us, some key conclusions emerge.

First, the companies and countries that will fare best in the
Al era will be those that embrace these changes rapidly
and effectively. The reason is straightforward: Al will be
useful wherever intelligence is useful, helping us to be
more productive in nearly every field of human endeavor
and leading to economic growth. Put simply, new jobs and
economic growth will accrue to those that embrace the
technology, not those that resist it.

Second, while we believe that Al will help improve daily
life in many ways and help solve big societal problems, we
can’t afford to look to this future with uncritical eyes. There
will be challenges as well as opportunities. This is why we
need to think beyond the technology itself to address the
need for strong ethical principles, the evolution of laws, the
importance of training for new skills, and even labor market
reforms. This must all come together if we’re going to make
the most of this new technology.

16
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Third, we need to address these issues together with a sense
of shared responsibility. In part this is because Al technology
won’t be created by the tech sector alone. At Microsoft we're
working to “democratize AI” in a manner that’s similar to
the way we “democratized the PC.” Just as our work that
started in the 1970s enabled organizations across society to
create their own custom applications for the PC, the same
thing will happen with Al Our approach to Al is making the
fundamental Al building blocks like computer vision, speech,
and knowledge recognition available to every individual

and organization to build their own Al-based solutions. We
believe this is far preferable to having only a few companies
control the future of Al. But just as this will spread broadly
the opportunity for others to create Al-based systems, it will
spread broadly the shared responsibility needed to address
Al issues and their implications.

As technology evolves so quickly, those of us who create
Al cloud and other innovations will know more than
anyone else how these technologies work. But that doesn’t
necessarily mean that we will know how best to address the
role they should play in society. This requires that people
in government, academia, business, civil society, and other
interested stakeholders come together to help shape this
future. And increasingly we need to do this not just in a
single community or country, but on a global basis. Each of
us has a responsibility to participate — and an important role
to play.



All of this leads us to what may be one of the most important
conclusions of all. We’re reminded of something that Steve
Jobs famously talked about repeatedly: he always sought to
work at the intersection of engineering and the liberal arts.

One of us grew up learning computer science and the other
started in the liberal arts. Having worked together for many
years at Microsoft, it’s clear to both of us that it will be even
more important to connect these fields in the future.

At one level, Al will require that even more people specialize
in digital skills and data science. But skilling-up for an
Al-powered world involves more than science, technology,
engineering and math. As computers behave more like
humans, the social sciences and humanities will become even
more important. Languages, art, history, economics, ethics,
philosophy, psychology and human development courses
can teach critical, philosophical and ethics-based skills that
will be instrumental in the development and management of
Al solutions. If Al is to reach its potential in serving humans,
then every engineer will need to learn more about the liberal
arts and every liberal arts major will need to learn more
about engineering.
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We're all going to need to spend more time talking with,

The Future . . .

Computed listening to, and learning from each other. As two people
from different disciplines who’ve benefited from doing just
that, we appreciate firsthand the valuable and even enjoyable

opportunities this can create.

We hope that the pages that follow can help as we all get
started.

Brad Smith President and Chief Legal Officer

Harry Shum Executive Vice President, Artificial Intelligence and Research

Microsoft Corporation

1. See Brad Smith and Carol Ann Browne, “Today in Technology: The Day the Horse Lost its Job,”
at https://www.linkedin.com/pulse/today-technology-day-horse-lost-its-job-brad-smith/

2. Lendol Calder, Financing the American Dream: A Cultural History of Consumer Credit (Princ-
eton: Princeton University Press, 1999), p. 184.

3. John Steele Gordon, An Empire of Wealth: The Epic History of American Economic Power
(New York: HarperCollins Publishers, 2004), p. 299-300.
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l propose to consider

the question.
Can machines think?

Alan Turing, 1950 ’ '



In the summer of 1956, a team of researchers at Dartmouth
College met to explore the development of computer systems
capable of learning from experience, much as people do.

But, even this seminal moment in the development of Al

was preceded by more than a decade of exploration of

the notion of machine intelligence, exemplified by Alan
Turing’s quintessential test: a machine could be considered
“intelligent” if a person interacting with it (by text in those
days) could not tell whether it was a human or a computer.

Researchers have been advancing the state of the art in Al in
the decades since the Dartmouth conference. Developments
in subdisciplines such as machine vision, natural language
understanding, reasoning, planning and robotics have
produced an ongoing stream of innovations, many of which
have already become part of our daily lives. Route-planning
features in navigation systems, search engines that retrieve
and rank content from the vast amounts of information

on the internet, and machine vision capabilities that

enable postal services to automatically recognize and route
handwritten addresses are all enabled by Al

At Microsoft, we think of Al as a set of technologies that
enable computers to perceive, learn, reason and assist in
decision-making to solve problems in ways that are similar
to what people do. With these capabilities, how computers
understand and interact with the world is beginning to
feel far more natural and responsive than in the past, when
computers could only follow pre-programmed routines.

The Future
of Artificial
Intelligence
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Not so long ago we interacted with computers via a
command line interface. And while the graphical user
interface was an important step forward, we will soon be
routinely interacting with computers just by talking to

them, just as we would to a person. To enable these new
capabilities, we are, in effect, teaching computers to see, hear,
understand and reason.! Key technologies include:

Vision: the ability of computers to “see” by recognizing what
is in a picture or video.

Speech: the ability of computers to “listen” by understanding
the words that people say and to transcribe them into text.

Language: the ability of computers to “comprehend” the
meaning of the words, taking into account the many nuances
and complexities of language (such as slang and idiomatic
expressions).

Knowledge: the ability of a computer to “reason” by
understanding the relationship between people, things,
places, events and the like. For instance, when a search result
for a movie provides information about the cast and other
movies those actors were in, or at work when you participate
in a meeting and the last several documents that you shared
with the person you’re meeting with are automatically
delivered to you. These are examples of a computer
reasoning by drawing conclusions about which information is
related to other information.



Computers are learning the way people do; namely, through

. . . . The Future
experience. For computers, experience is captured in the of Artificial
form of data. In predicting how bad traffic will be, for Intelligence

example, computers draw upon data regarding historical
traffic flows based on the time of day, seasonal variations,
the weather, and major events in the area such as concerts or
sporting events. More broadly, rich “graphs” of information
are foundational to enabling computers to develop an
understanding of relevant relationships and interactions
between people, entities and events. In developing Al
systems, Microsoft is drawing upon graphs of information
that include knowledge about the world, about work and
about people.
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Thanks in part to the availability of much more data,
researchers have made important strides in these
technologies in the past few years. In 2015, researchers at
Microsoft announced that they had taught computers to
identify objects in a photograph or video as accurately as
people do in a test using the standard ImageNet 1K database
of images.? In 2017, Microsoft’s researchers announced they
had developed a speech recognition system that understood
spoken words as accurately as a team of professional
transcribers, with an error rate of just 5.1 percent using the
standard Switchboard dataset.? In essence, Al-enhanced
computers can, in most cases, see and hear as accurately as
humans.

Much work remains to be done to make these innovations
applicable to everyday use. Computers still may have a hard
time understanding speech in a noisy environment where
people speak over one another or when presented with
unfamiliar accents or languages. It is especially challenging
to teach computers to truly understand not just what words
were spoken, but what the words mean and to reason by
drawing conclusions and making decisions based on them.
To enable computers to comprehend meaning and answer
more complex questions, we need to take a big-picture view,
understand and evaluate context, and bring in background
knowledge.



Why Now?

Researchers have been working on Al for decades. Progress
has accelerated over the past few years thanks in large

part to three developments: the increased availability of
data; growing cloud computing power; and more powerful
algorithms developed by Al researchers.

As our lives have become increasingly digitized and sensors

have become cheap and ubiquitous, more data than ever
before is available for computers to learn from.

2: Data

2005

Chart2.
Source: IDC Digital Universe Forecast, 2014

Only with data can computers discern the patterns, often
subtle, that enable them to “see,” “hear” and “understand.”

Analyzing all this data requires massive computing power,
which is available thanks to the efficiencies of cloud
computing. Today, organizations of any type can tap into the
power of the cloud to develop and run their Al systems.
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Researchers at Microsoft, other technology firms, universities
and governments have drawn upon this combination of the
availability of this data, and with it ready access to powerful
computing and breakthroughs in Al techniques — such

as “deep learning” using so-called “deep neural nets”— to
enable computers to mimic how people learn.

In many ways, Al is still maturing as a technology. Most

of the progress to date has been in teaching computers to
perform narrow tasks — play a game, recognize an image,
predict traffic. We have a long way to go to imbue computers
with “general” intelligence. Today’s Al cannot yet begin to
compete with a child’s ability to understand and interact
with the world using senses such as touch, sight and smell.
And Al systems have only the most rudimentary ability

to understand human expression, tone, emotion and the
subtleties of human interaction. In other words, Al today is
strong on “IQ” but weak on “EQ.”

At Microsoft, we’re working toward endowing computers
with more nuanced capabilities. We believe an integrated
approach that combines various Al disciplines will lead to
the development of more sophisticated tools that can help
people perform more complex, multifaceted tasks. Then, as
we learn how to combine multiple IQ functions with abilities
that come naturally to people — like applying knowledge of
one task to another, having a commonsense understanding of
the world, interacting naturally, or knowing when someone



is trying to be funny or sarcastic, and the difference between
those — Al will become even more helpful. While this is
clearly a formidable challenge, when machines can integrate
the smarts of IQ and the empathy of EQ in their interactions,
we will have achieved what we call “conversational AL”

This will be an important step forward in the evolution of
computer-human interaction.

Microsoft’s Approach to Al

When Bill Gates and Paul Allen founded Microsoft over 40
years ago, their aim was to bring the benefits of computing
— then largely locked up in mainframes — to everyone.
They set out to build a “personal” computer that would
help people be more productive at home, at school and at
work. Today, Microsoft is aiming to do much the same with
Al We're building Al systems that are designed to amplify
natural human ingenuity. We’re deploying Al systems with
the goal of making them available to everyone and aspiring
to build Al systems that reflect timeless societal values so
that Al earns the trust of all.*

The Future
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Amplifying Human Ingenuity

We believe that Al offers incredible opportunities to drive
widespread economic and social progress. The key to
attaining these benefits is to develop Al in such a way that
it is human-centered. Put simply, we aim to develop Al in
order to augment human abilities, especially humankind’s
innate ingenuity. We want to combine the capabilities of
computers with human capabilities to enable people to
achieve more.

Computers are very good at remembering things. Absent a
system failure, computers never forget. Computers are very
good at probabilistic reasoning, something many people
are not so good at. Computers are very good at discerning
patterns in data that are too subtle for people to notice.
With these capabilities, computers can help us make better
decisions. And this is a real benefit, because, as researchers
in cognitive psychology have established, human decision-
making is often imperfect. Broadly speaking, the kind of
“computational intelligence” that computers can provide
will have a significant impact in almost any field where
intelligence itself has a role to play.



Al improving medical image analysis
for clinicians

Al systems are already helping people tackle big problems.

A good example of this is “InnerEye,” a project in which
U.K.-based researchers at Microsoft have teamed up with
oncologists to develop an Al system to help treat cancer more
effectively.®

InnerEye uses Al technology originally developed for video
gameplay to analyze computed tomography (CT) and
magnetic resonance imaging (MRI), and helps oncologists
target cancer treatment more quickly. CT and MRI scans
allow doctors to look inside a patient’s body in three
dimensions and study anomalies, such as tumors. For cancer
patients who are undergoing radiation therapy, oncologists
use such scans to delineate tumors from the surrounding
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healthy tissue, bone and organs. In turn, this helps focus
The Future . .. .
of Artificial the cell-damaging radiation treatment on the tumor while
Intelligence  aqyoiding healthy anatomy as much as possible. Today,
this 3-D delineation task is manual, slow and error-prone.
[t requires a radiation oncologist to draw contours on
hundreds of cross-sectional images by hand, one at a time
— a process that can take hours. InnerEye is being designed
to accomplish the same task in a fraction of that time, while
giving oncologists full control over the accuracy of the final

delineation.

To create InnerEye’s automatic segmentation, researchers
used hundreds of raw CT and MRI scans (with all identifying
patient information removed). The scans were fed into an

Al system that learned to recognize tumors and healthy
anatomical structures with a clinical level of accuracy. As part
of the process, once the InnerEye automatic segmentation is
complete, the oncologist goes in to fine-tune the contours.
The doctor is in control at all times. With further advances,
InnerEye may be helpful for measuring and tracking tumor
changes over time, and even assessing whether a treatment

is working.
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Project
Premonition

Al helping researchers prevent disease
outbreaks

Another interesting example is “Project Premonition.” We’ve
all seen the heartbreaking stories of lives lost in recent years
to dangerous diseases like Zika, Ebola and dengue that are
transmitted from animals and insects to people. Today,
epidemiologists often don’t learn about the emergence of
these pathogens until an outbreak is underway. But this
project — developed by scientists and engineers at Microsoft
Research, the University of Pittsburgh, the University of
California Riverside and Vanderbilt University — is exploring
ways to detect pathogens in the environment so public
health officials can protect people from transmission before
an outbreak begins.®

What epidemiologists need are sensors that can detect when
pathogens are present. The researchers on this project hit
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upon an ingenious idea: why not use mosquitoes as sensors?
There are plenty of them and they feed on a wide range of
animals, extracting a small amount of blood that contains
genetic information about the animal bitten and pathogens
circulating in the environment.

The researchers use advanced autonomous drones capable of
navigating through complex environments to identify areas
where mosquitoes breed. They then deploy robotic traps that
can distinguish between the types of mosquitoes researchers
want to collect and other insects, based on wing movement
patterns. Once specimens are collected, cloud-scale genomics
and advanced Al systems identify the animals that the
mosquitoes have fed on and the pathogens that the animals
carry. In the past, this kind of genetic analysis could take a
month; now the Al capabilities of Project Premonition have
shortened that to about 12 hours.

During a Zika outbreak in 2016, Project Premonition

drones and traps were tested in Houston. More than 20,000
mosquitoes were collected from nine different species,
including those known to carry Zika, dengue, West Nile
virus and malaria. Because the traps also gather data on
environmental conditions when an insect is collected, the
test provided useful data not only about pathogens in the
environment but also about mosquito behavior. This helped
Project Premonition researchers improve their ability to
target hotspots where mosquitoes breed. Researchers are
also working to improve how to identify known diseases and
detect the presence of previously unknown pathogens.



While the project is still in its early stages, it may well point

. . . The Future
the way toward an effective early warning system that will of Artificial
detect some of the world’s most dangerous diseases in the Intelligence

environment and help prevent deadly outbreaks.
Making Human-Centered AI Available to All

We cannot deliver on the promise of Al unless we make it
broadly available to all. People around the world can benefit
from Al — but only if Al technologies are available for
them. For Microsoft, this begins with basic R&D. Microsoft
Research, with its 26-year history, has established itself

as one of the premier research organizations in the world
contributing both to the advancement of computer science
and to Microsoft products and services. Our researchers
have published more than 22,000 papers in all areas of study
— from the environment to health, and from privacy to
security. Recently, we announced the creation of Microsoft
Artificial Intelligence and Research, a new group that brings
together approximately 7,500 computer scientists, researchers
and engineers. This group is chartered with pursuing a
deeper understanding of the computational foundations

of intelligence, and is focused on integrating research from
all fields of Al research in order to solve some of AI’s most
difficult challenges.

We continue to encourage researchers to publish their
results broadly so that Al researchers around the world — at
universities, at other companies and in government settings
— can build on these advances.
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Out in the Open

Artificial-intelligence-related research*
By company-affiliation, 2000-16

1000

0 200 400 600 800
Microsoft I
Google |
IBM ]
Facebook pmm
Baidu ||
Amazon |
*Papers from five major Al conferences
Chart 3.

Source: The Economist

For our customers, we’re building Al capabilities into

our most popular products, such as Windows and Office.
Windows is more secure thanks to Al systems that detect
malware and automatically protect computers against it. In
Office, Researcher for Word helps you write more compelling
documents. Without leaving a document, you can find and
incorporate relevant information from across the web using
Bing “Knowledge Graph.” If you are creating a PowerPoint
presentation, PowerPoint Designer assesses the images and
text you’ve used, and provides design tips to create more
professional-looking slides, along with suggestions for text
captions for images to improve accessibility. And PowerPoint
Presentation Translator lets you engage diverse audiences
more effectively by breaking down language barriers through
auto-captioning in over 60 languages. This feature will also
aid people with hearing loss.

Al is the enabling technology behind Cortana, Microsoft’s
personal digital assistant. Cortana is young, but she’s learning
fast. Already Cortana can help you schedule a meeting, make
a restaurant reservation and find answers to questions on



a broad range of topics. Over time, Cortana will be able to
interact with other personal digital assistants to automatically
handle tasks that take up time and follow familiar patterns.
One of the key technologies that Cortana builds upon is
Bing, our search service. But instead of just providing links to
relevant information, Cortana uses Bing to discover answers
to your questions and provide them in a variety of more
context-rich ways.”

Microsoft is not only using Al technologies to create and
enhance our own products, we are also making them
available to developers so that they can build their own
Al-powered products. The Microsoft Al Platform offers
services, tools and infrastructure making Al development
easier for developers and organizations of any size. Our
service offerings include Microsoft Cognitive Services, a set
of pre-built Al capabilities including vision, speech, language
and search. All of these are hosted in the cloud and can be
easily integrated into applications. Some of these are also
customizable so that they can be better optimized to help
transform and improve business processes specific to an
organization’s industry and business needs. You can see the
breadth of these offerings below.
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We also have technologies available to simplify the creation
of “bots” that can engage with people more naturally and
conversationally. We offer a growing collection of coding
and management tools to make the Al development process
easier. And our infrastructure offerings help others develop
and deploy algorithms, and store their data and derive
insights from it.

Finally, with Microsoft’s Al Business Solutions, we are
building systems of intelligence so organizations can better
understand and act on the information they collect in order
to be more productive.

One example of an Al Business Solution is Customer Care
Intelligence, currently being used by the Department of
Human Services (DHS) in Australia to transform how it
delivers services to citizens. At the heart of the program is
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an expert system that uses a virtual assistant named “Roxy”
who helps claims processing officers answer questions and
solve problems. Roxy was trained using the DHS operational
blueprint that includes all of the agency’s policies and
procedures, and fed all of the questions that passed between
claims officers and DHS managers over a three-month
period. In early use, the system was able to answer nearly

80 percent of the questions it was asked. This is expected

to translate to about a 20 percent reduction in workload for
claims officers.

The internal project with Roxy was so successful that DHS

is now developing virtual assistants that will interact directly
with citizens. One of these projects will target high school
seniors to help them decide whether to apply for a university
or enroll in a vocational program through Australia’s
Technical and Further Education program by helping them
navigate the qualification process.

The Potential of Modern Al - Addressing
Societal Challenges

At Microsoft, we aim to develop Al systems that will enable
people worldwide to more effectively address local and
global challenges, and to help drive progress and economic
opportunity.
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Today’s Al enables faster and more profound progress in
The Future L. .
of Artificial nearly every field of human endeavor, and it is essential
Intelligence to enabling the digital transformation that is at the heart
of worldwide economic development. Every aspect of a
business or organization — from engaging with customers
to transforming products, optimizing operations and
empowering employees — can benefit from this digital

transformation.

But even more importantly, Al has the potential to help
society overcome some of its most daunting challenges.
Think of the most complex and pressing issues that humanity
faces: from reducing poverty and improving education, to
delivering healthcare and eradicating diseases, addressing
sustainability challenges such as growing enough food to feed
our fast-growing global population through to advancing
inclusion in our society. Then imagine what it would mean

in lives saved, suffering alleviated and human potential
unleashed if we could harness Al to help us find solutions to
these challenges.

Providing effective healthcare at a reasonable cost to the
approximately 7.5 billion people on the planet is one of
society’s most pressing challenges. Whether it’s analyzing
massive amounts of patient data to uncover hidden patterns
that can point the way toward better treatments, identifying
compounds that show promise as new drugs or vaccines,

or unlocking the potential of personal medicine based on
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in-depth genetic analysis, Al offers vast opportunities to
transform how we understand disease and improve health.
Machine reading can help doctors quickly find important
information amid thousands of documents that they
otherwise wouldn’t have time to read. By doing so, it can
help medical professionals spend more of their time on
higher value and potentially lifesaving work.

Providing safe and efficient transportation is another critical
challenge where Al can play an important role. Al-controlled
driverless vehicles could reduce traffic accidents and expand
the capacity of existing road infrastructure, saving hundreds
of thousands of lives every year while improving traffic flow
and reducing carbon emissions. These vehicles will also
facilitate greater inclusiveness in society by enhancing the
independence of those who otherwise are not able to drive
themselves.

In education, the ability to analyze how people acquire
knowledge and then use that information to develop
predictive models for engagement and comprehension points
the way toward new approaches to education that combine
online and teacher-led instruction and may revolutionize
how people learn.

As demonstrated by Australia’s Department of Human
Services’ use of the natural language capabilities of Customer
Care Intelligence to answer questions, Al also has the
potential to improve how governments interact with their
citizens and deliver services.

The Future
of Artificial
Intelligence

46



47

Scan for more on
Seeing Al

_.‘

Al enabling people with low vision to hear
information about the world around them

Another area where Al has the potential to have a significant
positive impact is in serving the more than 1 billion people in
the world with disabilties. One example of how Al can make
a difference is a recent Microsoft offering called “Seeing Al”
available in the iOS app store, that can assist people with
blindness and low vision as they navigate daily life.

Seeing Al was developed by a team that included a Microsoft
engineer who lost his sight at 7 years of age. This powerful
app, while still in its early stages, demonstrates the potential
for Al to empower people with disabilities by capturing
images from the user’s surroundings and instantly describing
what is happening. For example, it can read signs and menus,
recognize products through barcodes, interpret handwriting,
count currency, describe scenes and objects in the vicinity,
or, during a meeting, tell the user that there is a man and a
woman sitting across the table who are smiling and paying
close attention.?



Al empowering farmers to be more
productive and increase their yield

And with the world’s population expected to grow by
nearly 2.5 billion people over the next quarter century, Al
offers significant opportunities to increase food production
by improving agricultural yield and reducing waste. For
example, our “FarmBeats” project uses advanced technology,
existing connectivity infrastructure, and the power of the
cloud and machine learning to enable data-driven farming
at low cost. This initiative provides farmers with easily
interpretable insights to help them improve agricultural
yield, lower overall costs and reduce the environmental
impact of farming.’

Given the significant benefits that stem from using Al

— empowering us all to accomplish more by being more
productive and efficient, driving better business outcomes,
delivering more effective government services and helping
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to solve difficult societal issues — it’s vital that everyone has
the opportunity to use it. Making Al available to all people
and organizations is foundational to enabling everyone to
capitalize on the opportunities Al presents and share in the
benefits it delivers.

The Challenges Al Presents

As with the great advances of the past on which it builds —
including electricity, the telephone and transistors — Al will
bring about vast changes, some of which are hard to imagine
today. And, as was the case with these previous significant
technological advances, we’ll need to be thoughtful about
how we address the societal issues that these changes bring
about. Most importantly, we all need to work together to
ensure that Al is developed in a responsible manner so that
people will trust it and deploy it broadly, both to increase
business and personal productivity and to help solve societal
problems.

This will require a shared understanding of the ethical and
societal implication of these new technologies. This, in turn,
will help pave the way toward a common framework of
principles to guide researchers and developers as they deliver
a new generation of Al-enabled systems and capabilities, and
governments as they consider a new generation of rules and
regulations to protect the safety and privacy of citizens and
ensure that the benefits of Al are broadly accessible.



In Chapter 2, we offer our initial thinking on how to move
forward in a way that respects universal values and addresses
the full range of societal issues that Al will raise, while
ensuring that we achieve the full potential of Al to create
opportunities and improve lives.
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In a sense, artificial
intelligence will be

the ultimate tool
because it will help us
build all possible tools.

K. Eric Drexler



As Al begins to augment human understanding and

. . . . . Principles,
decision-making in fields like education, healthcare, Policies and
transportation, agriculture, energy and manufacturing, it ;aws forfbhle

. . . . esponsible
will raise new societal questions. How can we ensure that Use of Al

Al treats everyone fairly? How can we best ensure that Al
is safe and reliable? How can we attain the benefits of Al
while protecting privacy? How do we not lose control of
our machines as they become increasingly intelligent and
powerful?

The people who are building Al systems are, of course,
required to comply with the broad range of laws around the
world that already govern fairness, privacy, injuries resulting
from unreasonable behaviors and the like. There are no
exceptions to these laws for Al systems. But we still need

to develop and adopt clear principles to guide the people
building, using and applying Al systems. Industry groups and
others should build off these principles to create detailed best
practices for key aspects of the development of Al systems,
such as the nature of the data used to train Al systems, the
analytical techniques deployed, and how the results of Al
systems are explained to people using those systems.

It’s imperative that we get this right if we’re going to
prevent mistakes. Otherwise people may not fully trust Al
systems. And if people don’t trust Al systems, they will be
less likely to contribute to the development of such systems
and to use them.
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Ethical and Societal Implications

Business leaders, policymakers, researchers, academics and
representatives of nongovernmental groups must work
together to ensure that Al-based technologies are designed
and deployed in a manner that will earn the trust of the
people who use them and the individuals whose data is being
collected. The Partnership on Al (PAI), an organization
co-founded by Microsoft, is one vehicle for advancing these
discussions. Important work is also underway at many
universities and governmental and non-governmental
organizations.'

Designing Al to be trustworthy requires creating solutions
that reflect ethical principles that are deeply rooted in
important and timeless values. As we’ve thought about it,
we’ve focused on six principles that we believe should guide
the development of Al Specifically, Al systems should

be fair, reliable and safe, private and secure, inclusive,
transparent, and accountable. These principles are critical to
addressing the societal impacts of Al and building trust as the
technology becomes more and more a part of the products
and services that people use at work and at home every day.

Values Al needs to respect

g gh

Fairness Reliability & Privacy & Inclusiveness
Safety Security

<@ Transparency

@ Accountability

Chart 5.
Source: Microsoft Corporation



Fairness — Al systems should treat all people fairly.

Principles,
Policies and
Al systems should treat everyone in a fair and balanced ;aws forfbhle
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manner and not affect similarly situated groups of people Use of Al

in different ways. For example, when Al systems provide
guidance on medical treatment, loan applications or
employment, they should make the same recommendations
for everyone with similar symptoms, financial circumstances
or professional qualifications. If designed properly, Al can
help make decisions that are fairer because computers are
purely logical and, in theory, are not subject to the conscious
and unconscious biases that inevitably influence human
decision-making. Yet, because Al systems are designed by
human beings and the systems are trained using data that
reflects the imperfect world in which we live, Al can operate
unfairly without careful planning. To ensure that fairness

is the foundation for solutions using this new technology,
it’s imperative that developers understand how bias can be
introduced into Al systems and how it can affect Al-based
recommendations.

The design of any Al systems starts with the choice of
training data, which is the first place where unfairness can
arise. Training data should sufficiently represent the world

in which we live, or at least the part of the world where the
Al system will operate. Consider an Al system that enables
facial recognition or emotion detection. If it is trained solely
on images of adult faces, it may not accurately identify the
features or expressions of children due to differences in facial
structure.
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But ensuring the “representativeness” of data is not enough.
Racism and sexism can also creep into societal data. Training
an Al system on such data may inadvertently lead to results
that perpetuate these harmful biases. One example might
be an Al system designed to help employers screen job
applicants. When trained on data from public employment
records, this system might “learn” that most software
developers are male. As a result, it may favor men over
women when selecting candidates for software developer
positions, even though the company deploying the system is
seeking to promote diversity through its hiring practices.!

An Al system could also be unfair if people do not
understand the limitations of the system, especially if they
assume technical systems are more accurate and precise than
people, and therefore more authoritative. In many cases, the
output of an Al system is actually a prediction. One example
might be “there is a 70 percent likelihood that the applicant
will default on the loan.” The Al system may be highly
accurate, meaning that if the bank extends credit every time
to people with the 70 percent “risk of default,” 70 percent

of those people will, in fact, default. Such a system may be
unfair in application, however, if loan officers incorrectly
interpret “70 percent risk of default” to simply mean “bad
credit risk” and decline to extend credit to everyone with
that score — even though nearly a third of those applicants
are predicted to be a good credit risk. It will be essential to
train people to understand the meaning and implications of
Al results to supplement their decision-making with sound
human judgment.



How can we ensure that Al systems treat everyone fairly?
Principles,

There’s almost certainly a lot of learning ahead for all of us Policies and

in this area, and it will be vital to sustain research and foster ;aws forfbhle
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robust discussions to share new best practices that emerge. Use of Al

But already some important themes are emerging.

First, we believe that the people designing Al systems should
reflect the diversity of the world in which we live. We also
believe that people with relevant subject matter expertise
(such as those with consumer credit expertise for a credit
scoring Al system) should be included in the design process
and in deployment decisions.

Second, if the recommendations or predictions of Al systems
are used to help inform consequential decisions about
people, we believe it will be critical that people are primarily
accountable for these decisions. It will also be important

to invest in research to better understand the impact of Al
systems on human decision-making generally.

Finally — and this is vital — industry and academia should
continue the promising work underway to develop analytical
techniques to detect and address potential unfairness, like
methods that systematically assess the data used to train Al
systems for appropriate representativeness and document
information about its origins and characteristics.

Ultimately, determining the full range of work needed to

address possible bias in Al systems will require ongoing
discussions that include a wide range of interested
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stakeholders. Academic research efforts such as those
highlighted at the annual conference for researchers on
Fairness, Accountability, and Transparency in Machine
Learning have raised awareness of the issue. We encourage
increased efforts across the public, private and civil sectors to
expand these discussions to help find solutions.

Reliability — Al systems should perform reliably and safely.

The complexity of Al technologies has fueled fears that

Al systems may cause harm in the face of unforeseen
circumstances, or that they can be manipulated to act

in harmful ways. As is true for any technology, trust will
ultimately depend on whether Al-based systems can be
operated reliably, safely and consistently — not only under
normal circumstances but also in unexpected conditions or
when they are under attack.

This begins by demonstrating that systems are designed
to operate within a clear set of parameters under expected
performance conditions, and that there is a way to verify
that they are behaving as intended under actual operating
conditions. Because Al systems are data-driven, how they
behave and the variety of conditions they can handle
reliably and safely largely reflects the range of situations
and circumstance that developers anticipate during design
and testing. For example, an Al system designed to detect
misplaced objects may have difficulty recognizing items in
low lighting conditions, meaning designers should conduct
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tests in typical and poorly lit environments. Rigorous testing
is essential during system development and deployment

to ensure that systems can respond safely to unanticipated
situations; do not have unexpected performance failures;
and do not evolve in ways that are inconsistent with original
expectations.

Design and testing should also anticipate and protect against
the potential for unintended system interactions or bad
actors to influence operations, such as through cyberattacks.
Securing Al systems will require developers to identify
abnormal behaviors and prevent manipulation, such as the
introduction of malicious data that may be intended to
negatively impact Al behavior.

In addition, because Al should augment and amplify human
capabilities, people should play a critical role in making
decisions about how and when an Al system is deployed, and
whether it’s appropriate to continue to use it over time. Since
Al systems often do not see or understand the bigger societal
picture, human judgment will be key to identifying potential
blind spots and biases in Al systems. Developers should

be cognizant of these challenges as they build and deploy
systems, and share information with their customers to help
them monitor and understand system behavior so that they
can quickly identify and correct any unintended behaviors
that may surface.



In one example in the field of Al research, a system designed
to help make decisions about whether to hospitalize patients
with pneumonia “learned” that people with asthma have

a lower rate of mortality from pneumonia than the general
population. This was a surprising result because people

with asthma are generally considered to be at greater risk of
dying from pneumonia than others. While the correlation
was accurate, the system failed to detect that the primary
reason for this lower mortality rate was that asthma patients
receive faster and more comprehensive care than other
patients because they are at greater risk. If researchers
hadn’t noticed that the Al system had drawn a misleading
inference, the system might have recommended against
hospitalizing people with asthma, an outcome that would
have run counter to what the data revealed.'? This highlights
the critical role that people, particularly those with subject
matter expertise, must play in observing and evaluating Al
systems as they are developed and deployed.

Principles of robust and fail-safe design that were pioneered
in other engineering disciplines can be valuable in designing
and developing reliable and safe Al systems. Research and
collaboration involving industry participants, governments,
academics and other experts to further improve the safety
and reliability of Al systems will be increasingly important
as Al systems become more widely used in fields such as
transportation, healthcare and financial services.
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Systematic evaluation of the quality and suitability

of the data and models used to train and operate Al-
based products and services, and systematic sharing of
information about potential inadequacies in training data.

Processes for documenting and auditing operations of Al
systems to aid in understanding ongoing performance
monitoring.

When Al systems are used to make consequential
decisions about people, a requirement to provide
adequate explanations of overall system operation,
including information about the training data and
algorithms, training failures that have occurred, and
the inferences and significant predictions generated,
especially.

Involvement of domain experts in the design process
and operation of Al systems used to make consequential
decisions about people.

Evaluation of when and how an Al system should seek
human input during critical situations, and how a system
controlled by Al should transfer control to a human in a
manner that is meaningful and intelligible.

A robust feedback mechanism so that users can easily
report performance issues they encounter.



Creating Al systems that are safe and reliable is a shared |
Principles,

responsibility. It is, therefore, critically important for Policies and

industry participants to share best practices for design and ;aws forfbhle
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development, such as effective testing, the structure of trials Use of Al

and reporting. Topics such as human-robot interaction and
how Al-driven systems that fail should hand control over to
people are important areas not only for ongoing research, but
also for enhanced collaboration and communication within
the industry.

Privacy & Security — Al systems should be secure and
respect privacy.

As more and more of our lives are captured in digital form,
the question of how to preserve our privacy and secure

our personal data is becoming more important and more
complicated. While protecting privacy and security is
important to all technology development, recent advances
require that we pay even closer attention to these issues to
create the levels of trust needed to realize the full benefits of
Al Simply put, people will not share data about themselves
— data that is essential for Al to help inform decisions about
people — unless they are confident that their privacy is
protected and their data secured.

Privacy needs to be both a business imperative and a key
pillar of trust in all cloud computing initiatives. This is
why Microsoft made firm commitments to protect the
security and privacy of our customers’ data, and why we
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are upgrading our engineering systems to ensure that we
Principles,

satisfy data protection laws around the world, including Policies and

the European Union’s General Data Protection Regulation ;aws forfbhle
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(GDPR). Microsoft is investing in the infrastructure and Use of Al

systems to enable GDPR compliance in our largest-ever
engineering effort devoted to complying with a regulatory
environment.

Like other cloud technologies, Al systems must comply with
privacy laws that require transparency about the collection,
use and storage of data, and mandate that consumers have
appropriate controls so that they can choose how their data
is used. Al systems should also be designed so that private
information is used in accordance with privacy standards and
protected from bad actors who might seek to steal private
information or inflict harm. Industry processes should be
developed and implemented for the following: tracking
relevant information about customer data (such as when

it was collected and the terms governing its collection);
accessing and using that data; and auditing access and use.
Microsoft is continuing to invest in robust compliance
technologies and processes to ensure that data collected and
used by our Al systems is handled responsibly.

What is needed is an approach that promotes the
development of technologies and policies that protect privacy
while facilitating access to the data that Al systems require

to operate effectively. Microsoft has been a leader in creating
and advancing innovative state-of-the-art techniques for
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protecting privacy, such as differential privacy, homomorphic
encryption, and techniques to separate data from identifying
information about individuals and for protecting against
misuse, hacking or tampering. We believe these techniques
will reduce the risk of privacy intrusions by Al systems so
they can use personal data without accessing or knowing

the identities of individuals. Microsoft will continue to
invest in research and work with governments and others in
industry to develop effective and efficient privacy protection
technologies that can be deployed based on the sensitivity
and proposed uses of the data.

Inclusiveness — Al systems should empower everyone and
engage people.

If we are to ensure that Al technologies benefit and empower
everyone, they must incorporate and address a broad range
of human needs and experiences. Inclusive design practices
will help system developers understand and address
potential barriers in a product or environment that could
unintentionally exclude people. This means that Al systems
should be designed to understand the context, needs and
expectations of the people who use them.

The importance that information and communications
technology plays in the lives of the 1 billion people around
the world with disabilities is broadly recognized. More than
160 countries have ratified the United Nations Convention
on the Rights of Persons with Disabilities, which covers
access to digital technology in education and employment.



In the United States, the Americans with Disabilities Act

Principles,

and the Communications and Video Accessibility Act Policies and
require technology solutions to be accessible, and federal ;aWS forfbhle
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and state regulations mandate the procurement of accessible Use of Al
technology, as does European Union law. Al can be a

powerful tool for increasing access to information, education,
employment, government services, and social and economic
opportunities. Real-time speech-to-text transcription, visual
recognition services, and predictive text functionality that

suggests words as people type are just a few examples of

Al-enabled services that are already empowering those with

hearing, visual and other impairments.

We also believe that Al experiences can have the greatest
positive impact when they offer both emotional intelligence
and cognitive intelligence, a balance that can improve
predictability and comprehension. Al-based personal agents,
for example, can exhibit user awareness by confirming and,
as necessary, correcting understanding of the user’s intent,
and by recognizing and adjusting to the people, places and
events that are most important to users. Personal agents
should provide information and make recommendations in
ways that are contextual and expected. They should provide
information that helps people understand what inferences
the system is making about them. Over time, such successful
interactions will increase usage of Al system and trust in their
performance.
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Transparency — Al systems should be understandable.

Principles,
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principles that are essential for ensuring the effectiveness of Use of Al

the rest: transparency and accountability.

When Al systems are used to help make decisions that
impact people’s lives, it is particularly important that people
understand how those decisions were made. An approach
that is most likely to engender trust with users and those
affected by these systems is to provide explanations that
include contextual information about how an Al system
works and interacts with data. Such information will make it
easier to identify and raise awareness of potential bias, errors
and unintended outcomes.

Simply publishing the algorithms underlying Al systems

will rarely provide meaningful transparency. With the latest
(and often most promising) Al techniques, such as deep
neural networks, there typically isn’t any algorithmic output
that would help people understand the subtle patterns that
systems find. This is why we need a more holistic approach in
which Al system designers describe the key elements of the
system as completely and clearly as possible.

Microsoft is working with the Partnership on Al and

other organizations to develop best practices for enabling
meaningful transparency of Al systems. This includes the
practices described above and a variety of other methods,
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such as an approach to determine if it’s possible to use an
algorithm or model that is easier to understand in place
of one that is more complex and difficult to explain. This
is an area that will require further research to understand
how machine learning models work and to develop new
techniques that provide more meaningful transparency.

Accountability

Finally, as with other technologies and products, the people
who design and deploy Al systems must be accountable for
how their systems operate. To establish accountability norms
for Al, we should draw upon experience and practices in
other areas, including healthcare and privacy. Those who
develop and use Al systems should consider such practices
and periodically check whether they are being adhered to
and if they are working effectively. Internal review boards
can provide oversight and guidance on which practices
should be adopted to help address the concerns discussed
above, and on particularly important questions regarding
development and deployment of Al systems.

Internal Oversight and Guidance — Microsoft’s AI and Ethics
in Engineering and Research (AETHER) Committee

Ultimately these six principles need to be integrated into
ongoing operations if they’re to be effective. At Microsoft,
we're addressing this in part through the Al and Ethics in
Engineering and Research (AETHER) Committee. This
committee is a new internal organization that includes



senior leaders from across Microsoft’s engineering, research,
Principles,

consulting and legal organizations who focus on proactive Policies and

formulation of internal policies and on how to respond ;aws forfbhle
. . . . esponsiple

to specific issues as they arise. The AETHER Committee Use of Al

considers and defines best practices, provides guiding
principles to be used in the development and deployment
of Microsoft’s Al products and solutions, and helps resolve
questions related to ethical and societal implications
stemming from Microsoft’s Al research, product and
customer engagement efforts.

Developing Policy and Law for Artificial
Intelligence

Al can serve as a catalyst for progress in almost every area of
human endeavor. But, as with any innovation that pushes us
beyond current knowledge and experience, the advent of Al
raises important questions about the relationship between
people and technology, and the impact of new technology-
driven capabilities on individuals and communities.

We are the first generation to live in a world where Al
will play an expansive role in our daily lives. It’s safe to
say that most current standards, laws and regulations
were not written specifically to account for Al But, while
existing rules may not have been crafted with Al in mind,
this doesn’t mean that Al-based products and services are
unregulated. Current laws that, for example, protect the
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privacy and security of personal information, that govern

the flow of data and how it is used, that promote fairness in
the use of consumer information, or that govern decisions

on credit or employment apply broadly to digital products
and services or their use in decision-making, whether they
explicitly mention Al capabilities or not. Al-based services
are not exempt from the requirements that will take effect
with GDPR, for example, or from HIPAA regulations that
protect the privacy of healthcare data in the United States, or
existing regulations on automobile safety.

As the role of Al continues to grow, it will be natural for
policymakers not only to monitor its impact, but to address
new questions and update laws. One goal should be to
ensure that governments work with businesses and other
stakeholders to strike the balance that is needed to maximize
the potential of Al to improve people’s lives and address new
challenges as they arise.

As this happens, it seems inevitable that “Al law” will emerge
as an important new legal topic. But, over what period of
time? And in what ways should such a field develop and
evolve?

We believe the most effective regulation can be achieved

by providing all stakeholders with sufficient time to identify
and articulate key principles guiding the development of
responsible and trustworthy Al, and to implement these
principles by adopting and refining best practices. Before
devising new regulations or laws, there needs to be some
clarity about the fundamental issues and principles that must
be addressed.



The evolution of information privacy laws in the United o
States and Europe offers a useful model. In 1973, the United ggﬂ;‘&li’]d
States Department of Health, Education and Welfare (HEW) ;ae‘gv;gz;tbhl:
issued a comprehensive report analyzing a host of societal Use of Al
concerns arising from the increasing computerization of

information and the growing repositories of personal data

held by federal agencies.!® The report espoused a series of

important principles — the Fair Information Practices — that

sought to delineate fundamental privacy ideals regardless

of the specific context or technology involved. Over the

ensuing decades, these principles — thanks in large part to

their fundamental and universal nature — helped frame a

series of federal and state laws governing the collection and

use of personal information within education, healthcare,

financial services and other areas. Guided by these principles,

the United States Federal Trade Commission (FTC) began

fashioning a body of privacy case law to prevent unfair or

deceptive practices affecting commerce.

Internationally, the Fair Information Practices influenced

the development of local and national laws in European
jurisdictions, including Germany and France, which in

many respects emerged as the leaders in the development of
privacy law. Beginning in the late 1970s, the Organization

for Economic Coordination and Development (OECD) built
upon the Fair Information Practices to promulgate its seminal
Privacy Guidelines. As with the HEW’s Fair Information
Practices, the universal and extensible nature of the OECD’s
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Privacy Guidelines ultimately allowed them to serve as the
building blocks for the European Union’s comprehensive
Data Protection Directive in 1995 and its successor, the
General Data Protection Regulation.

Laws in the United States and Europe ultimately diverged,
with the United States pursuing a more sectoral approach
and the European Union adopting more comprehensive
regulation. But, in both cases, they built on universal,
foundational concepts and in some cases existing laws and
legal tenets. These rules addressed a very broad range of
new technologies, uses and business models, as well as an
increasingly diverse set of societal needs and expectations.

Today, we believe policy discussions should focus on
continued innovation and advancement of fundamental Al
technologies, support the development and deployment of
Al capabilities across different sectors, encourage outcomes
that are aligned with a shared vision of human-centered Al,
and foster the development and sharing of best practices

to promote trustworthy and responsible Al. The following
considerations will help policymakers craft a framework to
realize these objectives.

The Importance of Data

It seems likely that many near-term Al policy and regulatory
issues will focus on the collection and use of data. The
development of more effective Al services requires the use of
data — often as much relevant data as possible.



And yet access to and use of data also involves policy issues
that range from ensuring the protection of individual privacy
and the safeguarding of sensitive and proprietary information
to answering a range of new competition law questions. A
careful and productive balancing of these objectives will
require discussion and cooperation between governments,
industry participants, academic researchers and civil society.

On the one hand, we believe governments should help
accelerate Al advances by promoting common approaches
to making data broadly available for machine learning. A
large amount of useful data resides in public datasets —
data that belongs to the public itself. Governments can also
invest in and promote methods and processes for linking
and combining related datasets from public and private
organizations while preserving confidentiality, privacy and
security as circumstances require.

At the same time, it will be important for governments

to develop and promote effective approaches to privacy
protection that take into account the type of data and the
context in which it is used. To help reduce the risk of privacy
intrusions, governments should support and promote the
development of techniques that enable systems to use
personal data without accessing or knowing the identities

of individuals. Additional research to enhance “de-
identification” techniques and ongoing discussions about
how to balance the risks of re-identification against the social
benefits will be important.
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As policymakers look to update data protection laws, they
should carefully weigh the benefits that can be derived
from data against important privacy interests. While some
sensitive personal information, such as Social Security
numbers, should typically be subject to high levels of
protection, rigid approaches should be avoided because the
sensitivity of personal information often depends on the
context in which it is provided and used. For example, an
individual’s name in a company directory is not typically
considered sensitive and should probably require less
privacy protection than if it appeared in an adoption record.
In general, updated laws should recognize that processing
sensitive information may be increasingly critical to serving
clear public interests such as preventing the spread of
communicable diseases and other serious threats to health.

Another important policy area involves competition law. As
vast amounts of data are generated through the use of smart
devices, applications and cloud-based services, there are
growing concerns about the concentration of information by
a relatively small number of companies. But, in addition to
the data that companies generate from their customers, there
is publicly available data. Governments can help add to the
supply of available data by ensuring that public data is usable
by Al developers on a non-exclusive basis. These steps will
help enable developers of all types to take greater advantage
of Al technologies.



At the same time, governments should monitor whether
access to unique datasets (in other words, data for which
there is no substitute) is becoming a barrier to competition
and needs to be addressed. Other concerns relate to whether
too much data is available to too few firms and whether
sophisticated algorithms will enable rivals to effectively

“fix” prices. All these questions warrant attention; but, they
probably can be addressed within the framework of existing
competition law. The question of the availability of data

will arise most directly when one firm seeks to buy another
and competition authorities need to consider whether the
combined firms would possess datasets that are so valuable
and unique that no other firms can compete effectively.
Such situations are unlikely to arise very often given the vast
amount of data being generated by digital technologies, the
fact that multiple firms often have the same data, and the
reality that people often use multiple services that generate
data for a variety of firms.

Algorithms can help increase price transparency, which will
help businesses and consumers buy products at the lowest
cost. But, algorithms could one day become so sophisticated
that firms employing them to set prices might establish the
same prices, even if the firms did not agree among themselves
to do so. Competition authorities will need to carefully study
the benefits of price transparency as well as the risk that
transparency could over time reduce price competition.
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Promoting Responsible and Effective Uses of AI

In addition to addressing issues relating to data, governments
have an important role to play in promoting responsible and
effective uses of Al itself. This should start with the adoption
of responsible Al technologies in the public sector. While
enabling more effective delivery of services for citizens, this
will also provide governments with firsthand experience in
developing best practices to address the ethical principles
identified above.

Governments also have an important role to play in funding
core research to further advance Al development and
support multidisciplinary research that focuses on studying
and fostering solutions to the socioeconomic issues that may
arise as Al technologies are deployed. This multidisciplinary
research will also be valuable for the design of future Al laws
and regulations.

Governments should also stimulate adoption of Al
technologies across a wide range of industries and for
businesses of all sizes, with an emphasis on providing
incentives for small and medium-sized organizations.
Promoting economic growth and opportunity by giving
smaller businesses access to the capabilities that Al methods
offer can play an important role in addressing income
stagnation and mitigating political and social tensions that
can arise as income inequality increases. As governments take
these steps, they can adopt safeguards to ensure that Al is not
used to discriminate either intentionally or unintentionally in
a manner prohibited under applicable laws.



Liability

Principles,
Policies and
Governments must also balance support for innovation with ;aws forfbhle
. esponsiple
the need to ensure consumer safety by holding the makers Use of Al

of Al systems responsible for harm caused by unreasonable
practices. Well-tested principles of negligence law are

most appropriate for addressing injuries arising from the
deployment and use of Al systems. This is because they
encourage reasonable conduct and hold parties accountable
if they fall short of that standard. This works particularly
well in the context of Al for a number of reasons. First, the
potential roles Al systems can play and the benefit they can
bring are substantial. Second, society is already familiar with
a broad range of automated systems and many other existing
and prospective Al technologies and services. And third,
considerable work is ongoing to help mitigate the risk of
harm from these systems.

Relying on a negligence standard that is already applicable to
software generally to assign responsibility for harm caused by
Al is the best way for policymakers and regulators to balance
innovation and consumer safety, and promote certainty for
developers and users of the technology. This will help keep
firms accountable for their actions, align incentives and
compensate people for harm.
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Fostering Dialogue and the Sharing of
Best Practices

To maximize Al’s potential to deliver broad-based
benefits, while mitigating risks and minimizing unintended
consequences, it will be essential that we continue to
convene open discussions among governments, businesses,
representatives from non-governmental organizations and
civil society, academic researchers, and all other interested
individuals and organizations. Working together, we

can identify issues that have clear societal or economic
consequences and prioritize the development of solutions
that protect people without unnecessarily restricting future
innovation.

One helpful step we can take to address current and future
issues is to develop and share innovative best practices to
guide the creation and deployment of people-centered

Al Industry-led organizations such as Partnership on Al
that bring together industry, nonprofit organizations and
NGOs can serve as forums for the process of devising and
promulgating best practices. By encouraging open and honest
discussion and assisting in the sharing of best practices,
governments can also help create a culture of cooperation,
trust and openness among Al developers, users and the
public at large. This work can serve as the foundation for
future laws and regulations.

In addition it will be critical that we acknowledge the broad
concerns that have been raised about the impact of these
technologies on jobs and the nature of work, and take steps



to ensure that people are prepared for the impact that Al
will have on the workplace and the workforce. Already, Al
is transforming the relationship between businesses and

employees, and changing how, when and where people work.

As the pace of change accelerates, new skills will be essential
and new ways of connecting people to training and to jobs
will be required.

In Chapter 3, we look at the impact of Al on jobs and work,
and offer some suggestions for steps we can take together

to provide education and training for people of every age
and at every stage of school and their working lives to help
them take advantage of the opportunities of the Al era. We
also explore the need to rethink protections for workers and
social safety net programs in a time when the relationship
between workers and employers is undergoing rapid change.
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Teachers will not be replaced
by technology, but teachers
who do not use technology will
be replaced by those who do.

Hari Krishna Arya



For more than 250 years, technology innovation has been
changing the nature of jobs and work. In the 1740s, the
First Industrial Revolution began moving jobs away from
homes and farms to rapidly growing cities. The Second
Industrial Revolution, which began in the 1870s, continued
this trend, and led to the assembly line, the modern
corporation, and workplaces that started to resemble offices
that we would recognize today. The shift from reliance on
horses to automobiles eliminated numerous occupations
while creating new categories of jobs that no one initially
imagined."* Sweeping economic changes also created
difficult and sometimes dangerous working conditions that
led governments to adopt labor protections and practices
that are still in place today.

The Third Industrial Revolution of the past few decades
created changes that many of us have experienced. For
Microsoft, this was evident in how the original vision of
our company — to put a computer on every desk and in
every home — became reality. That transformation brought
information technology into the workplace, changing how
people communicate and collaborate at work, while adding
new IT positions and largely eliminating jobs for secretaries
who turned handwritten prose into typed copy.

Now technology is changing again the nature of jobs and
work is changing with it. While available economic data
is far from perfect, there are clear indications that how
enterprises organize work, how people find work, and the
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skills that people need to prepare for work are shifting

significantly. These changes are likely to accelerate in the
decade ahead.

Al and cloud computing are the driving force behind much
of this change. This is evident in the burgeoning on-demand
— or “gig” — economy where digital platforms not only
match the skills of workers with consumer or enterprise
needs, they provide for people to work increasingly from
anywhere in the world. Al and automation are already
influencing which jobs, or aspects of jobs, will continue to
exist. Some estimate that as many as 5.1 million jobs will
be lost within the next decade; but, new areas of economic
opportunity will also be created, as well as entirely new
occupations and categories of work.'

These fundamental changes in the nature of work will
require new ways of thinking about skills and training to
ensure that workers are prepared for the future and that
there is sufficient talent available for critical jobs. The
education ecosystem will need to evolve as well; to help
workers become lifelong learners, to enable individuals

to cultivate skills that are uniquely human, and to weave
ongoing education into full-time and on-demand work.
For businesses, they will need to rethink how they find and
evaluate talent, broaden the pool of candidates they draw
from and use work portfolios to assess competence and skill.
Employers will also need to focus more on offering on-the-
job training, opportunities to acquire new skills, and access
to outside education for their existing workforces.



In addition to rethinking how workers are trained and
remain prepared for work, it is important to consider what
happens to workers as traditional models of employment
that typically include benefits and protections change
significantly. The rapid evolution of work could undermine
worker protections and benefits including unemployment
insurance, workers’ compensation and, in the United
States, the Social Security system. To prevent this, the
legal frameworks governing employment will need to be
modernized to recognize new ways of working, provide
adequate worker protections, and maintain the social safety
net.

The Impact of Technology on Jobs and Work

Throughout history, the emergence of new technologies
has been accompanied by dire warnings about human
redundancy. For example, a 1928 headline in the New York
Times warned that “The March of the Machine Makes

Idle Hands.”'* More often, however, the reality is that new
technologies have created more jobs than they destroyed.
The invention of the steam engine, for example, led to

the development of the steam locomotive, which was an
important catalyst in the shift from a largely rural and
agricultural society to one where more and more people
lived in urban centers and worked in manufacturing and
transportation — a transformation that changed how, when
and where people worked. More recently, automated teller
machines (ATMs) took over many traditional tasks for bank
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tellers. As a result, the average number of bank tellers per
branch in the United States fell from 20 in 1988 to 13 in
2004." Despite this reduction, the need for fewer tellers
made it cheaper to run each branch and allowed banks to
open more branches, thereby increasing the total number
of employees. Instead of destroying jobs, ATMs eliminated
routine tasks, which allowed bank tellers to focus on sales
and customer service.!?

This pattern is common across almost every industry. As
one economist found in a recent analysis of the workforce,
between 1982 and 2002, employment grew significantly
faster in occupations that used computers because
automation enabled workers to focus on other parts of their
jobs; this increased demand for human workers to handle
higher-value tasks that had not been automated."’

More recently, public debate has centered on the impact
of automation and Al on employment. Although the terms
“automation” and “Al” are often used interchangeably,

the technologies are different. With automation, systems
are programmed to perform specific repetitive tasks. For
example, word processing automates tasks previously done
by people on typewriters. Barcode scanners and point-of-
sale systems automate tasks that had been done by retail
employees. Al, on the other hand, is designed to seek
patterns, learn from experiences, and make appropriate
decisions — it does not require an explicit programmed
path to determine how it will respond to the situations it
encounters. Together, automation and Al are accelerating
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changes to the nature of jobs. As one commentator put it,
“automated machines collate data — Al systems ‘understand’
it. We're looking at two very different systems that perfectly
complement each other.”?

As Al complements and accelerates automation,
policymakers in countries around the world recognize that
it will be an important driver of economic growth in the
decades ahead. For example, China recently announced its
intention to become the global leader in Al to strengthen its
economy and create competitive advantages.

Any business or organization that depends upon data and
information — which today is almost every business and
organization — can benefit from Al. These systems will
improve efficiency and productivity while enabling the
creation of higher-value services that can drive economic
growth. But as far back as the First Industrial Revolution,
the introduction of any new technology has caused concern
about the impact on jobs and employment — Al and
automation are no different. Indeed, it would appear that
Al and automation are raising serious questions about the
potential loss of jobs in developed countries. A recent survey
commissioned by Microsoft found that in all 16 countries
surveyed, the impact of Al on employment was identified

as a key risk.?> As machines become capable of performing
tasks that require complex analysis and discretionary
judgment, the concern is it will accelerate the rate of job loss
beyond what already occurs due to automation.



While it’s not yet clear whether Al will be more disruptive

. . . Al and the
than earlier technological advances, there’s no question Future of
that it is having an impact on jobs and employment. As xbska”d

or

was the case in earlier periods of significant technology
transformation, it is difficult to predict how many jobs will
be affected. A widely quoted University of Oxford study
estimated that 47 percent of total employment in the United
States is at risk due to computerization.?* A World Bank
study predicted that 57 percent of jobs in OECD countries
could be automated.?* And according to a recent paper on
robots and jobs, researchers found that each robot deployed
per thousand workers decreased employment by 6.2 workers
and caused a decline in wages of 0.7 percent.?

Jobs across many industries are susceptible to the dual
impact of Al and automation. Here are a few examples: a
company based in San Francisco has developed “Tally”
which automates the auditing of grocery store shelves

to ensure goods are properly stocked and priced;*® at
Amazon, they currently use more than 100,000 robots in
its fulfillment centers and is creating convenience stores
with no cashiers; in Australia a company has developed a
robot that can lay 1,000 bricks per hour (a task that would
take human laborers a day or longer to complete); in call
centers, they are using chatbots to answer customer support
questions; and even in journalism, tasks such as writing
summaries of sporting events are being automated.?’
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Even where jobs are not entirely replaced, Al will have an
impact. In warehouses, employees have shifted from stacking
bins to monitoring robots. In legal environments, paralegals
and law clerks now use “e-discovery” software to find
documents. In hospitals, machine learning can help doctors
diagnose illnesses more quickly and enable teachers to assess
student learning more effectively. But, while Al is changing
these jobs, they have not disappeared; there are aspects

of the work that simply cannot be automated. Many jobs
will continue to require uniquely human skills that Al and
machines cannot replicate, such as creativity, collaboration,
abstract and systems thinking, complex communication, and
the ability to work in diverse environments.

And while it is true that Al will eliminate and change some
jobs, it will also create new ones. A recent report from

the research firm Forrester projects that by 2027, AT will
displace 24.7 million jobs and create 14.9 million new jobs.?®
New jobs will emerge as Al changes how work is done and
what people need from the world around them. Many of
these jobs will be in technology. For example, banks will
need network engineers instead of tellers. Retailers will
need people with web programming skills to create online
shopping experiences instead of greeters or salespeople on
the floor. Farms will need agricultural data analysts instead
of fruit pickers. Demand for data scientists, robotics experts
and Al engineers will increase significantly.
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What’s more, Al will create jobs we cannot yet even
imagine. While it is relatively easy to see where automation
may reduce the need for workers, it is impossible to foresee
all of the changes that will come. As one economic historian
put it, “we can’t predict what jobs will be created in the
future, but it’s always been like that.”?

One result of the rapid transformation of work caused by
Al and automation is a shortage of critical talent across
many industries. As jobs increasingly require technology
skills, companies compete for the employees who have
specialized skills supporting digital capabilities such as
robotics, augmented reality computations, cybersecurity
and data science. It is estimated that by 2020, 30 percent of
technology jobs will go unfilled due to talent shortages,*
and this gap is likely to widen given the time it takes to
introduce training programs for new technology skills.
According to the World Economic Forum, many academic
fields experience unprecedented rates of change in core
curriculum. They suggest that nearly 50 percent of subject
knowledge acquired during the first year of a four-year
technical degree will become outdated before students
graduate. And by 2020, more than a third of the skills
needed for most occupations will be ones that are not
considered crucial today.* More broadly, technology

will significantly impact the skills requirements in all job
families. To manage these trends successfully, we’ll need to
ensure that people in the workforce can continually learn
and gain new skills.

Economists who are studying the emerging talent shortage
and the replacement of so-called “middle skills” jobs by
automation worry that technological advances such as Al are
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widening the income gap between those with technological
skills and training and those without.?* As expertise in
areas such as data analytics becomes more central to many
jobs and automation enables machines to handle more
repetitive tasks, demand for highly skilled workers will
grow, and the need for those with fewer skills will fall — an
effect known as the “skill-biased technical change.” For
example, while the number of jobs for Americans with a
four-year college degree doubled between 1989 and 2016,
the job opportunities for those with a high school diploma
or less fell by 13 percent. Over the same period, the number
of Americans with a college degree grew by just under 50
percent and the unemployment rate for those without a
college degree rose 300 percent compared to those with a
college degree.®* Addressing this widening gap will require a
shift in how we think about education and training so that
we can prepare more of the workforce to take advantage of
the opportunities that are emerging.



The Changing Nature of Work, the Workplace
and Jobs

Until recently, most people worked in traditional employer-
employee relationships at specific worksites: offices,
factories, schools, hospitals or other business facilities.

This traditional model is being upended as more people

are engaged through remote and part-time work, such as
contractors, or through project-based employment.

Some studies have noted that between 2005 and 2015, the
number of people in alternative work relationships — which
include contractors and on-demand workers — increased
from 10 percent to 16 percent accounting for nearly all

net job growth during that period.** A recent study by the
McKinsey Global Institute concluded that “the independent
workforce is larger than previously recognized” with up to
162 million people in Europe and the United States — 20

or 30 percent of the working-age population — engaged in
some form of independent work. For more than half of these
individuals, independent work supplements their primary
source of income.

These alternative work arrangements are fueled by advances
in technology. Perhaps the most notable trend in this regard
is the rise of the on-demand economy. At its core, the on-
demand economy refers to working arrangements in which
people find work through online talent platforms or staffing
agencies, performing tasks for a wide variety of customers.
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According to the McKinsey Global Institute, 15 percent

of independent workers use digital talent platforms to
connect to work. Researchers at Oxford University’s Martin
Programme on Technology and Employment estimate that
nearly 30 percent of jobs in the United States could be
organized into task-based work within 20 years.?®

The on-demand economy presents enormous opportunities
for workers and businesses. McKinsey estimates digital
platforms that match workers with opportunities could raise
global GDP by as much as 2 percent by 2025, increasing
employment worldwide by 72 million full-time equivalent
jobs. Here is just a partial list of the potential benefits of the
on-demand economy:

» Engagement in on-demand work through digital
platforms allows jobs to come to workers, rather than
forcing people to migrate to available work. This helps
workers who live in areas where job opportunities are
limited and enables companies to access a wider talent
pool.

» According to the Hamilton Project, more than 70
percent of labor force non-participants report that
caregiving, disability or early retirement keeps them
out of the workforce. The flexibility of on-demand work
reduces the barriers that traditional employment models
present.3¢ According to a survey by the Pew Research
Center, nearly 50 percent of on-demand workers report
a “need to control their own schedule.” Another quarter
said there was a “lack of other jobs where they live.”?”



The on-demand economy offers more opportunities

. Al and the
for part-time labor. Today, many workers prefer the Future of
flexibility of part-time work to full-time employment. $b5ka”d
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For millennials, flexibility, work/life balance, and the
social impact of their work can be more important than
a high salary or a full-time career. And many baby
boomers are choosing to work later in life, often through
part-time work.

The on-demand economy allows businesses to engage
workers on a short-term basis, facilitating business
agility and reducing long-term staffing costs. The on-
demand economy can be particularly helpful to small
businesses that cannot afford a large full-time workforce
but can get work done through targeted on-demand
engagements. Costs can be reduced further by recruiting
freelancers through online platforms that feature
competitive bids for projects.

The on-demand economy can provide companies

with access to skills they do not have in-house. Hiring
freelancers enables employers to find individuals with
specific skills and engage them on an as-needed basis.

The on-demand economy provides access to
supplemental income. For instance, the online platform
Teachers Pay Teachers includes an online marketplace
where teachers buy and sell lesson plans and other
educational resources.*
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While the on-demand economy has the potential to promote
greater labor force participation, many concerns have been
raised about its impact on working conditions and worker
protections. Some of these concerns include:

» Because the on-demand economy is so new, it is
stretching the bounds of existing regulations relating
to worker protections, including child labor laws and
minimum wage requirements. While some on-demand
digital platforms offer worker protections, others have
taken the position that even baseline worker protections
do not apply to the on-demand labor model.

» The on-demand borderless workplace heightens
issues relating to wages and the distribution of the
global workforce. Because of the differences in the
cost of living across the globe and the opportunity for
employers to hire workers where wages are low, jobs may
move from the higher-wage to the lower-wage countries.

» Some studies have shown that the economic benefits
of the on-demand economy largely accrue to platform
owners and consumers, but not to workers.*’ Because
these platforms commoditize work into tasks, they may
devalue other contributions that workers can make to
the platform or the overall digital economy.

» The commoditization of the workforce also has the
potential to reduce access to social insurance, career
development and social interaction, which might
otherwise strengthen innovation and economic value.
Moreover, workers in the on-demand economy do not
benefit from the investments enterprises make in work
culture.



» In the long term, as platforms “learn” from workers and
automate more tasks, the development of the platform
economy may contribute to the elimination of jobs.
Those who are unable to acquire new skills may be
marginalized, further concentrating wealth in the hands
of platform owners and top earners.

As the on-demand economy continues to grow, enterprises
have an opportunity to shape policy within their own
companies, at the industry level and from a public policy
perspective. Increasingly, the technology industry needs to
engage to change the perception that it reaps the benefits
of technology progress at the expense of workers who are
displaced or left without protections, benefits or long-term
career paths.

Companies must acknowledge the impact of the on-
demand model on workers rather than claim that they are
“just the technology platform.” Companies that do not
acknowledge the importance of worker protections and
benefits risk damage to their brands and face the possibility
that lawmakers and the courts will step in to impose
regulations that could limit the business opportunities
that the on-demand economy presents. Microsoft believes
that companies can benefit from the on-demand economy
while taking steps to provide protections, benefits and
opportunities that offer long-term economic stability for
workers.

The technologies underpinning the on-demand economy are
also changing how enterprises organize work within their
traditional workforce. Today, a wide range of factors are
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driving enterprises to focus on creating a globally distributed
workforce, including the need to look beyond local talent
pools to find people with the skills that they need. But, as
countries face nationalist pressures and businesses face more
restrictive immigration laws, companies may also need to
consider expanding their domestic workforce.

New technologies and tools are enabling businesses to
accommodate distributed workforces. Online platforms can
aggregate data on workers and job openings across entire
countries and regions, making it easier to address geographic
mismatches between skills and jobs. And because new
collaboration tools support remote work, employees are no
longer tied to working in a fixed location. In addition, people
are seeking more flexibility in how and where they work.

In a recent poll, 37 percent of technology professionals said
they would take a 10 percent pay cut to work from home.*

While the new technologies are allowing businesses to
distribute work across the globe, they require shifts in

the way enterprises train workers, cultivate culture, and
build institutional knowledge and intellectual property.
Today, many enterprises are finding that more dispersed
workforces make effective collaboration more difficult
and agility more challenging. As the unit of work shifts to
task-based projects that use new agile team structures, the
combination of alternative employment arrangements and
distributed workers means enterprises need to reconsider
how they engage employees, build teams, and support career



development and training. Enterprises will need to take

. . . Al and the
advantage of collaboration tools like Microsoft Teams or Future of
Slack to address these shifts. They will need to use learning xbska“d
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platforms like LinkedIn Learning or Coursera to address
employees’ needs for career development and mentorship.
In addition, they will need to discover news ways to build
community and engagement within a dispersed workforce.

Preparing Everyone for the Future of Work

Because the skills required for jobs in the Al economy are
changing so rapidly, we need to ensure that our systems for
preparing, educating, training, and retraining the current
and future workforce also evolve. Not only will the new Al
economy require new technical skills, but there is a growing
recognition that most workers will need to learn new skills
throughout their working lives.

According to a recent study by the Pew Research Center,
87 percent of U.S. adults in the labor force say that to
keep up with changes in the workplace, it will be essential
or important to get training and develop new skills
throughout their working lives.** The ability to learn new
things, collaborate, communicate and adapt to changing
environments may become the most important skills for
long-term employability. Innovation and new solutions
throughout our education, training and workforce systems
will be required to help people stay competitive in this
rapidly changing workforce.
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As automation and Al take on tasks that require thinking
and judgement, it will become increasingly important to
train people — perhaps through a renewed focus on the
humanities — to develop their critical thinking, creativity,
empathy, and reasoning.

Employers have a responsibility to help the education

and workforce systems better understand, interpret and
anticipate what professional skills they’ll need. While we
can’t predict with certainty which jobs will exist in the
future, we believe strongly that education and training will
be more important than ever. Technology can be better
utilized throughout the system to help students and job
seekers discover promising career paths, assess their current
skills, develop new skills and connect to jobs, and to scale
the solutions to meet the needs of broader swaths of the
population.

For people to succeed in the age of automation and Al,
improving education and training systems for everyone will
be critical. Most experts agree that some post-secondary
education and training will be essential. The following
charts show the clear relationship between educational
attainment and employment levels. Chart 7 reflects this
strong positive relationship in OECD countries. Chart 8
shows the United States unemployment rate impacts those
with less education disproportionately and more acutely
than those who accrude more education.
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The stark differences in the increases in unemployment rate,
particularly for those with less education, demonstrate a
higher volatility to that group. This is yet another example
of how technology companies can play a vital role in shaping
education and labor policy.

To help people get the training they need to thrive in today’s
economy and prepare for the future, Microsoft is focusing
on three areas: 1) preparing today’s students for tomorrow’s
jobs; 2) helping today’s workers prepare for the changing
economy; and 3) creating systems to better match workers to
job opportunities.

Preparing today’s students for tomorrow’s jobs

The single most important skill that people will need for
tomorrow’s jobs is the ability to continually learn. Future
jobs will require what Stanford professor Carol Dweck

has called a “growth mindset” to engage in more complex
problem-solving. Success will require strong communication,
teamwork and presentation skills. People will need to be
more globally aware as jobs will increasingly involve serving
not just a community, but the world. Rapidly evolving
technology impacting every sector means jobs of the future
will require more digital skills, from basic computer literacy
to advanced computer science. And emerging technologies
and the jobs of the future will require more digital and
computer skills.



Given these changing expectations, the skills young people

. Al and the
need to learn before entering the workforce have also Future of
changed. Every young person needs to understand how $b5ka”d
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computers work, how to navigate the internet, how to use
productivity tools, and how to keep their computers secure.
But they also need the opportunity to study computer
science. Computer science teaches computational thinking,
a different way to problem solve and a skill in high demand
by employers. Together these skills enable access to higher
paying jobs in faster-growing fields. Therefore, equitable
access to rigorous and engaging computer science courses
must be a top priority. If equitable access is left unaddressed,
we will exclude entire populations from fully participating in
this new world of work. The goal of equitable access should
be computer science classrooms that are diverse across race,
gender, disability and socioeconomic status.

Some countries, such as the United Kingdom, embed
instruction in computational thinking into classes at every
grade level, while others struggle to close the digital skills
and computer science education gap. For example, while
the United States has made progress to ensure that all
students can take at least one computer science class before
graduating from high school, thousands of students still do
not have access.® According to the College Board, last year
only 4,810 of the 37,000 high schools in the United States
offered the Advanced Placement computer science exam.
with girls, minorities, and the economically disadvantaged
least likely to have access.*

12






To help address the global need for digital skills development,
Microsoft Philanthropies partners with governments,
educators, nonprofits, and businesses and is involved in a
range of programs and partnerships aimed at addressing the
skills gap at scale. Together with our partners, we’re working
to help prepare young people for the future, especially those
who might not otherwise have access to opportunities to
acquire critical skills. For example, through our YouthSpark
program, Microsoft works with 150 nonprofit organizations in
60 countries to offer computer science learning both in and out
of school to more than 3 million young people, 83 percent of
whom are from underserved communities and more than half
are female.

To solve this problem, increasing the number of teachers

who are trained to teach computer science is also critical.
Technology Education and Literacy in Schools (TEALS)

is a program that operates in 349 high schools in 29 states
throughout the United States and is supported by Microsoft
Philanthropies. The program engages 1,000 tech volunteers
from over 500 different companies to team-teach computer
science, usually with the math or science teacher. Within two
years of working with their volunteer, 97 percent of classroom
teachers are able to teach computer science on their own,
creating the basis for sustainable computer science programs.

Al and the
Future of
Jobs and
Work

14



Job openings, hires, and separations rates, seasonally adjusted
4.5%

4.0%
3.5%
3.0%
2.5%
2.0%
1.5%
1.0%
0.5%

0.0%

Dec-02

Apr-03
Apr-05
Dec-05
Apr-06
Aug-06
Dec-06
Apr-07

n
L/
&
5

<

Aug-07
Dec-07
Apr-08
Aug-08
Dec-08
Apr-09
Aug-09
T Dec-09
Apr-10
Aug-10
Aug-12
Dec-12
Aug-15
Dec-15
Apr-16
Aug-16
Dec-16

n
=
S
<

Apr-11
Aug-11
Dec-11
Apr-12
Aug-13
Dec-13
Aug-14
Dec-14

o
S
o
a8

H

ires —Total Non-

—

on-Farm Jobs —Total Non-Farm

) <
a 3
5 5
< <
| F

arm Separations

Chart 9.
Source: U.S. Bureau of Labor Statistics, Job Openings and Labor Turnover Survey, October 2017.

Supporting today’s workers for the changing economy

Because technology is changing so rapidly, it’s not enough
to just focus on educating tomorrow’s workforce; we must
also help today’s workers gain skills that are relevant in the
changing workplace. Economic growth depends on a skilled
workforce that can enable enterprises to take advantage of a
new generation of emerging digital technology innovations.
To achieve this, workers will need to be lifelong learners.

As noted earlier, the global economy is going through rapid
changes as automation and Al create demand for a more
skilled workforce. This is reflected in recent labor statistics
in the United States where, for the first time, job postings
have surpassed hiring in the monthly U.S. Bureau of Labor

Statistics Job Openings and Labor Turnover Survey (JOLTS)
reporting.*®
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This is just one illustration of the global mismatch between
employer needs and the skills that today’s workers

possess. According to a 2017 survey by global staffing

firm ManpowerGroup, significant skills shortages exist

in Japan, India, Brazil, Turkey, Mexico, Greece, Australia
and Germany.*® In the United States, the National Skills
Coalition reports that 53 percent of jobs today are “middle
skill” or “new-collar” jobs that require more than a high
school diploma and less than a college degree. But only 43
percent of the workforce is a match for this requirement. At
the same time, while 20 percent of the workforce has a high
school graduation credential or less and is considered “low-
skilled,” just 15 percent of jobs are open to people with this
level of educational attainment.*” Further, in a study of job
postings by Burning Glass Technologies, 8 out of 10 middle-
skills jobs require basic digital literacy skills, something that
more than half of workers today lack. Unless we change how
we prepare people for these new jobs, this gap will continue
to widen.®® The National Skills Coalition predicts that 80
percent of jobs that will be created by 2024 will require
post-secondary credentials.*’

As demands for a more educated and skilled workforce
continue to grow, we must identify new ways to increase
the skills of today’s workers. Workforce systems will need
to evolve to keep pace with the changing technologies.
Emerging practices focused on distance and online learning
as well as investment in more on-the-job training programs
are key ways to prepare today’s workers for the changing
workplace.
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To understand how to train the current workforce, it is
important to identify the skills that enterprises need.
Microsoft and its LinkedIn subsidiary are already
experimenting with new ways to understand which skills
are currently in demand and how to help people gain
them.* For example, LinkedIn is working with the National
Cybersecurity Center (NCC) and the University of Colorado
at Colorado Springs to identify the most in-demand
cybersecurity occupations in the United States and map the
skills needed to be hired for those jobs.

LinkedIn is also working with local training programs to
update curriculum and to teach graduating students how to
use LinkedIn in their job search. Microsoft offers curriculum
and certification programs to help people develop digital
skills through programs like Imagine Academy, YouthSpark
and LinkedIn Learning.’! This is important because digital
skills are critical in all job clusters. In fact, research firm IDC
reports that knowing how to use Microsoft Office was the
third most cited skill requirement across all occupations.?

It will also be critical to identify new entry points into the
workforce. As enterprises face talent shortages, they must
explore new ways to bring in talent from available labor
pools. Microsoft and LinkedIn are testing several programs
that do this, such as Microsoft Software and Systems
Academy (MSSA). An 18-week training program, MSSA is
created specifically to prepare service members and veterans
for careers in cloud development, cloud administration,
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cybersecurity administration, and database and business
intelligence administration. At the end of the program,
graduates interview for full-time jobs at Microsoft or one
of our hiring partners. So far, 240 companies have hired
graduates of MSSA. Microsoft is also working with the state
of Washington’s Apprenticeship and Training Council,
which offers the first registered apprenticeship program for
the IT industry.

LinkedIn supports the apprenticeship model as well, and

is working to identify ways to build an apprenticeship
marketplace. LinkedIn launched REACH, a six-month
apprenticeship program where people join a LinkedIn
engineering team to learn what it is like to work as a
software engineer and gain experience to help them pursue a
career in software development. LinkedIn is also partnering
with CareerWise Colorado to create a marketplace that lists
apprenticeship openings for high school students. And it is
working with the state of Colorado’s apprenticeship office to
help people understand the value of apprenticeships.

All of these programs are good first steps. But the next

— and maybe harder — challenge will be to figure out

how to scale these programs through public and private
partnerships to have sustainable impact on the workforce.
This will require both educational institutions to think
differently — at scale — about how they train, and
employers to think differently about how they identify and
onboard talent.



Supporting the development of systems to create a skills-based
marketplace

To help foster economic prosperity across the globe,

the public and private sectors must also invest in new
educational delivery models. People need to be able to gain
the demand-driven skills required for advancement and

a system needs to be developed in which credentials are
portable, stackable and valued by employers. The rapidity of
change in the workplace requires employers and workforce
providers to work together in new ways. The public and
private sectors should seek to meet the needs of people at all
stages of the workforce continuum — from students entering
the workforce to unemployed and underemployed workers,
to people currently in the workforce who need help gaining
new skills to ensure their long-term employability.

To help enterprises find qualified employees and workers
find jobs, we’ll need to shift from a system based on
traditional degrees to a system based on skills. This system
should account for the rapidly evolving skills employers
need across occupations. And it should recognize the skills
individuals possess to more efficiently connect workers to
employers.

A first step will be to create a common taxonomy of skills.
Emerging technologies and changes to the workplace
require education providers to offer training in the skills
that employers need. It will be critical to codify the most
in-demand skills and train workers on them and on how
to articulate their skills to potential employers.
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Employers and workforce agencies should use real-time
labor market information to identify in-demand skills, a
task for which LinkedIn and the broader IT industry are
well-placed to assist governments and workforce agencies.
Governments can use this information to develop and
deliver high-quality workforce training programs and offer
incentives and financial resources to private and nonprofit
organizations to provide training. Goals for educational
attainment should include outcomes related to employment,
skills and advancement.

Technology and data must be used to build a dynamic
skills-based labor marketplace that guides the education
and workforce systems. To be successful, we’ll need a
worker-centered framework for assessing learning outcomes
that harmonizes data across sectors in a way that is easier for
individuals to navigate. This framework should emphasize
the knowledge that employers require and include the
technical and foundational skills workers need in the
digital workplace. Foundational skills include problem-
solving, work ethic, teamwork, curiosity and interpersonal
communication. This framework should guide training
organizations as they help people acquire skills and earn
credentials.

We also need to identify existing open jobs and the skills
required to fill them. Digital platforms such as LinkedIn,
TaskRabbit and Upwork offer insights about in-demand
skills based on job or task openings. Over time, this data
can be used to construct analyses such as the LinkedIn
Economic Graph to understand supply and demand for



specific skills and how they vary over time for a given region,
particularly when combined with government data on local
demographics and businesses.

Microsoft and LinkedIn are taking additional steps to
understand which skills are in high demand, to invest in
skills development to address the changing nature of work
and of jobs, and to help people find jobs to match their
skills. In pursuit of these goals, Microsoft and LinkedIn
have partnered with Skillful, an initiative of the Markle
Foundation, that is creating a skills-based labor market that
works for everyone, with a focus on those without a college
degree. Microsoft has made a substantial investment to help
the Markle Foundation build this marketplace.®

To achieve its mission, Skillful helps employers expand

their talent pool by providing data, tools and resources to
simplify the adoption of skills-based practices. Coaches

and digital services enable job seekers to find out which
skills are in demand and access professional training at any
stage of their careers. Skillful also works with educators and
employers to ensure that students are learning the skills they
need to succeed in today’s digital economy. The partnership
aims to create a model that can be replicated across the
United States, aiming to help millions of Americans find
rewarding careers. Skillful is also working with LinkedIn

to test strategies to improve the lives of skilled workers
through initiatives such as Mentor Connect, LinkedIn’s pilot
mentorship program that uses Skillful’s coaching efforts and
platform.
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To improve how the public and private sectors work together
to match job seekers with job openings, LinkedIn has
opened its listings to governments in the United States,

free of charge. In 2017, more than 1 million government job
listings appeared on LinkedIn. In addition, the National
Labor Exchange, which is managed by the National
Association of State Workforce Agencies and includes

jobs from all 50 state job banks, began sending its jobs

to LinkedIn in January 2017. LinkedIn has shared labor
market insights with more than 70 U.S. cities through the
White House TechHire program. LinkedIn has also shared
data with government agencies in New York, Los Angeles,
Chicago, Louisville, New Orleans, Seattle, San Francisco
and Cleveland to help them improve issues such as student
retention and youth unemployment, identify job biases, and
understand supply and demand for job skills.

While many of these programs are relatively new, it is
clear that we need to use data to build a more dynamic
skills-based labor marketplace that guides education and
workforce systems and prepares workers for available jobs.

Changing Norms for Changing Worker Needs

To meet the challenges of the evolving economy, we must
also understand how the on-demand economy, part-time
work, independent contracting, and temporary jobs affect
individuals and society.> These changes raise questions that
are not always adequately addressed by existing legal and
policy frameworks.



To enable innovation and to protect workers, the public
and private sectors must tackle a number of key policy
questions. Legal certainty must be created so that workers
and businesses understand their rights and obligations.
Industry must also define its own standards for worker
protection to ensure that society does not become further
divided between the “haves and have-nots.” To promote
the efficient flow of skills, encourage entrepreneurship, and
allow workers to exercise their market power to the best of
their ability, industry and governments must work together
to find ways to enable workers to take their benefits with
them as they change jobs. And the social safety net must
be modernized to support workers and families, as well

as stabilizing the economy during periods of economic
instability and labor market shifts.

Providing Legal Certainty and Structure for Employers
and Workers

Given the velocity of change in the modern workforce, it

is not surprising that existing legal and policy frameworks
do not adequately address all of today’s changing work
arrangements. Questions and uncertainty about how to
categorize workers have been an issue for a sometime, with
consequences for businesses, workers and government. Now,
changes in labor marketplaces and the rise of on-demand
work platforms are increasing the urgency to find answers to
these questions.>®
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Broadly speaking, current laws tend to recognize only
two designations for workers: 1) employees who work on a
regular basis in a formal relationship with an employer; or
2) independent contractors who provide goods or services
under a specified contract.

Employees have traditionally enjoyed less flexibility and
control over their hours and working conditions, but retain
more stability and legal protection. Independent contractors
typically retain more control over when and how they work,
but receive fewer legal protections. Whether or not someone
is an employee determines whether they are protected by
traditional labor, wage and hour, and equal opportunity
laws, and whether they can access employer-provided
benefits such as private pensions, access to training,
retirement benefits and, in many countries, healthcare. A
worker’s designation also determines whether employers
contribute to and workers benefit from social safety net
benefits such as unemployment insurance and, in the United
States, Social Security and state-paid leave benefits.

Today, most on-demand workers are treated as independent
contractors by digital platforms and the businesses that
engage them. Under this classification, on-demand workers
are not protected by minimum wage and overtime pay
requirements, child labor regulations, or anti-discrimination
and anti-harassment laws. In addition, there is a lack of
clarity about the rights and protections that workers who
connect through an intermediary can expect under the

law. As dissatisfaction about the lack of protections grows,
on-demand workers are increasingly challenging such
designations through litigation or government intervention.>



The results have been inconsistent. For on-demand workers,
this creates uncertainty about what rights and benefits they
can expect. For platform companies and the businesses

that engage on-demand workers, it raises questions about
whether on-demand workers will be considered to be
employees, subject to the associated costs and protections.

Until labor and employment laws and systems for providing
benefits are modernized to respond to current workforce
trends, there’s a danger that growth in productivity and
opportunity will be constrained. There is a risk that if we fail
to impose baseline protections — including wage protection
— work will become increasingly stratified between high
paying, stable employment and low-value, low-paid, task-
oriented gigs. This may undermine the potential of the on-
demand economy. Unfortunately, current discussions about
the classification of workers are often extremely polarized —
with business pushing for narrower classifications and labor
advocates pushing for more expansive interpretations. What
is needed is broader dialogue about the needs of businesses
and workers to determine what changes are required to
serve the interests of both in a way that is productive and
fair.

So far, policy recommendations have focused on either
redefining the categories of employees and independent
contractor or finding ways to mitigate the consequences of
this difference — often by extending protections, benefits
and social safety net participation to contingent workers.
Both of these approaches focus on addressing the issue by
making the distinction between the two categories less
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extreme and providing basic protections to workers who
are currently left out. Current policy proposals include

the implementation of a new worker classification for
“independent worker” that would fall between employee
and independent contractor; the creation of a safe harbor
for income and employment tax purposes for certain
workers; the expansion of collective bargaining and other
protections to certain classifications of on-demand workers;
and the adoption of voluntary minimum industry standards
for worker protections. All of these proposals should be
explored as more people find work through on-demand
platforms.

Developing Industry Standards to Protect All Workers

Today, business leaders have the opportunity to play a
significant role in reshaping employment policy for the
emerging economy by setting their own standards for
on-demand engagements. Microsoft believes we can (and
should) positively impact the treatment of on-demand
workers through its internal policy. Microsoft’s policy
includes minimum pay requirements for all on-demand
work. It requires that on-demand workers be paid within
one week of completing work and that all workers be treated
with dignity and respect. It also prohibits the use of child
labor and requires the on-demand platforms that it uses to
be accessible. Microsoft is implementing contractual terms
with the on-demand platforms it engages with that reflect
this policy.



While corporate policies can provide some degree of

. . . Al and the
protection to on-demand workers, the impact is limited. Future of
But enterprise users of on-demand labor also have an $b5ka”d
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opportunity to contribute to broader solutions to these
issues. For instance, groups such as freelancers’ unions

and caregiver coalitions have improved standards for task
workers — sometimes through legislation. Approaches like
the National Domestic Workers Alliance’s “Good Work
Code” for domestic workers in the United States offer a
framework for engaging workers that includes safety, shared
prosperity, a living wage, inclusion and input.”” Industry
leaders should encourage discussions among businesses
and workers to develop standards like these for task-based
work that might include wage, benefits and fair treatment
commitments. This could lead to a set of standards
endorsed by businesses that might serve as a framework for
nongovernmental policy. Such standards could either be
industry-specific or generalized to broader platforms, and
might also serve as the framework for legislation that sets
minimum protections.
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Ensuring Benefits Move with Workers

These labor market trends have tremendous implications for
both worker protections and employer-provided benefits.
The employer-based benefits model that emerged in most of
Europe and North America in the middle of the last century
is based on two principles: first, that businesses benefit

from the well-being of a stable workforce; and second, that
certain benefits are best provided by employers rather than
the government as an investment in workforce stability.

This approach has shaped our perspective of the social
contract between employers and employees. While the
nature of work has evolved with technology innovation,

the system of employer-provided benefits and social safety
nets has not. The challenge we face now is how to transform
benefits and social insurance programs to provide adequate
coverage for workers and a sustainable contribution
structure for businesses.

In today’s digital economy, the mobility of labor and the
ability to quickly focus skills on new growth areas are vitally
important to business success. Many businesses may find the
relative burden of maintaining employer-provided benefits
not worth the cost. Individual workers also want benefits
that are portable and flexible. Portability of benefits will be
critical to a viable solution. Three models have emerged as
possible solutions.



Employer-provided benefits. The issue of providing

. .. . Al and the
benefits to people working in industries that are Future of
structured around short-term projects is not new. xbska”d
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Industries such as construction and entertainment have
addressed this through labor-management partnerships
that enable workers to retain healthcare and pension
coverage across multiple employers, even for short-term
work. A collective bargaining structure provided a way
for employers to contribute to benefits pools without
bearing the burden of administration; workers did not
have to be responsible for moving benefits and seeking
out new providers. New models could use this approach,
which would reduce inefficiency and confusion, and
ensure that workers have access to basic protections
and adequate benefits. This would support greater labor
mobility because workers would be less likely to stay in
jobs simply to retain benefits.

Use of new platforms to provide benefits. The rise of
on-demand labor platforms may create opportunities

to develop new ways for workers to access benefits. For
example, Care.com, a platform for caregivers, enables
families to contribute to their caregiver’s benefits

in a way that is similar to how traditional corporate
employers fund employee benefits.”® When families

pay a caregiver through Care.com, a percentage funds
benefits that stay with caregivers even when they go

to work for other families on Care.com. There are still
challenges to this approach — including what happens
when workers find work through different platforms.
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*  Government mandates and funds. In some
countries, national or even multinational government
organizations may seek to address this gap. In those
countries where a broad new nationwide system may not
be feasible, smaller governmental units may be able to
establish the infrastructure and risk pooling needed to
make benefits affordable. Some countries require basic
benefits, with an accompanying structure to provide
those benefits. In the United States, where broad new
federal programs have not received political support,
some states have sought to create their own healthcare
or retirement programs. In the short term, policymakers
should consider creating pilot programs to establish
portable benefits, such as, legislation introduced at the
state level in the United States.”

Modernizing the Social Safety Net

A more mobile and dynamic workforce will increase
pressure on social safety net programs. As people find work
through a more diverse array of non-exclusive arrangements
that may not include employer-provided benefits or

allow workers to earn enough to build their own savings,
they will rely more than ever on safety net programs like
unemployment insurance, workers’ compensation and Social
Security.

Programs that are triggered during a worker’s productive
working years are particularly important for workers’
economic stability, which in turn helps maintain a diverse
and skilled workforce. Periods of joblessness produce income
volatility, which can have serious long-term consequences



for workers and their families. This also reduces the pool

. . . Al and the
of available skilled labor for businesses. Even a robust Future of
economy includes a significant level of under-employment $b5ka”d

or

or unemployment. In August 2017, the U.S. Bureau of Labor
Statistics estimated that 7.1 million American workers

were unemployed, with an additional 5.3 million working
part-time for economic reasons or as involuntary part-time
workers. These periods are likely to occur many times over a
worker’s life.*

Many existing social safety net programs are already
underfunded and face further fiscal pressures as workforces
age. This means that during periods when there is increased
need, such as during a recession, existing safety nets are
likely to prove inadequate. Compounding the problem,
many comprehensive safety net programs are heavily
dependent on traditional employment relationships. A
significant shift away from traditional employment without
corresponding policy changes could further erode work-
based social safety net programs. Finally, these programs
do not take into account newer models of work, nor do

they anticipate that individuals may move in and out of the
workforce with greater frequency or for a greater variety of
reasons. It will be essential to modernize these programs to
encourage labor mobility and enable workers to gain new
skills and connect to new opportunities.

Companies can begin to experiment with public-private
partnerships to explore how to meet the needs of workers.
For example, Microsoft, through LinkedIn, is exploring new
ways to speed the re-employment of workers in the United
States. LinkedIn is working with the state of Utah to test
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network-based job searching as a strategy for reemployment
through a pilot program that was recently highlighted

by the Trump administration for saving taxpayer money

by enabling unemployed workers to find new jobs more
effectively. In addition, Microsoft and LinkedIn are building
tools for employment counselors and job seekers that

would improve workforce programs such as unemployment
insurance and state workforce programs. And LinkedIn is
working with the National Association of State Workforce
Agencies to produce job search curriculum for its network of
2,500 publicly managed job centers in the United States.

Enterprises should continue to use data and technology tools
to assist governments in identifying opportunities for worker
redeployment to scale these solutions beyond pilots and
experiments. However, modernizing the social safety net
will require a multifaceted approach such as:

* Rethink unemployment insurance and
reemployment programs, including job training
and trade adjustment assistance programs.

Steps have been proposed to begin modernizing
unemployment insurance and to bolster the program’s
solvency. Businesses should engage in discussions
about the importance of next-generation versions of
unemployment insurance and employment services
that take into account newer models of work; anticipate
that individuals may move in and out of the workforce
with greater frequency; promote greater labor mobility;
and help workers gain new skills and connect with new
opportunities.



* Reform tax policy and social safety net. Policymakers
must explore how to adjust policies to adequately fund /:Ltaunr(: :,hfe
social safety net programs. This may include going beyond izg:ka”d
existing tax bases to consider other methods of funding
social safety nets. For example, some have questioned
whether wages are the right measure of income to be taxed.
Where business productivity may be better measured by
production than through wages, some propose assessing
taxes to support social safety nets and government revenue

based on other measures.

The case must also be made for how social programs can
increase the size of the labor pool; be structured to help
employees move in and out of work more easily and more
flexibly; and reduce burdens for employers. Without significant
modernization, social safety nets will not adequately support
emerging models of work. The private and public sectors must
join together to explore how to best support workers in the new
economy.

Working Together

As we move forward, it will be essential for governments,
the private sector, academia, and the social sector to join
together to explore how to best support workers in the

new economy. This can be achieved by developing new
approaches to training and education that enable people

to acquire the skills that employers need as technology
advances; by creating innovative ways to connect workers
with job opportunities; and by modernizing protections for
workers to promote labor mobility and cushion workers and
their families against uncertainty in a fast-changing global
economy.
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What happens when we begin to augment human
intelligence and ingenuity with the computational
intelligence of computers? What does human-centered Al
look like?

It may look a lot like Melisha Ghimere, a 20-year-old
computer science student at Kantipur Engineering College in
Kathmandu, Nepal. Melisha’s team was a regional finalist in
Microsoft’s Imagine Cup competition in 2016.

Like the vast majority of the people of Nepal, she comes
from a family of subsistence farmers who raise cows, goats
and water buffalo. Over the years, her aunt and uncle,
Sharadha and Rajesh, did well, building a herd of more than
40 animals — enough to raise two children, support four
other relatives, and even hire a few workers to help out. But
then, seven years ago, an outbreak of anthrax wiped out
much of their herd. They are still struggling to regain their
economic footing.

At college, Melisha’s family was never far from her mind.

So she set out to develop a technology-based solution that
would help farmers like her uncle. Working with three other
students, she researched livestock farming and veterinary
practices, and spoke with many farmers. Together, they built
a prototype for a monitoring device that tracks temperature,
sleep patterns, stress levels, motion and the activity of farm
animals. Melisha’s Al system predicts the likely health

of each animal based on often subtle changes in these
observations. Farmers can follow the health of their animals
on their mobile phones, access advice and recommendations
to keep the animals healthy, and receive alerts when there
are signs of sickness or stress, or when an animal might be
pregnant.
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Melisha’s project is still in its infancy, but the early results
have been promising. In the first field tests, the solution was
about 95 percent accurate in predicting an animal’s health.
It already enabled one family to prevent a deadly outbreak
by identifying a cow that was in the earliest stages of an
anthrax infection, before symptoms were evident to the
farmer.

Like Melisha’s project, Al itself is still at a nascent stage.
Thanks to advances in the past few years, we’re beginning
to build systems that can perceive, learn and reason, and

on this basis, can make predictions or recommendations.
Nearly every field of human endeavor could benefit from Al
systems designed to complement human intelligence. From
preventing once-deadly diseases, to enabling people with
disabilities to participate more fully in society, to creating
more sustainable ways to use the earth’s scarce resources, Al
promises a better future for all.

Change of this magnitude inevitably gives rise to societal
issues. The computer era has required us to grapple with
important questions about privacy, safety, security, fairness,
inclusion, and the importance and value of human labor. All
of these questions will take on particular importance as Al
systems become more useful and are more widely deployed.
To ensure that Al can deliver on its promise, we must find
answers that embrace the full range of human hopes, needs,
expectations and desires.

This will take a human-centered approach to Al that
reflects timeless values. And it will take an approach that is
firmly centered on harnessing the power of computational



intelligence to help people. The idea isn’t to replace people
with machines, but to supplement human capabilities with
the unmatched ability of Al to analyze huge amounts of data
and find patterns that would otherwise be impossible to
detect.

How AI will change our lives — and the lives of our children
— is impossible to predict. But we can look to Melisha’s
device — a device that could help millions of small farmers
in remote communities live more prosperously — to see one
example of what can happen when human intelligence and
imagination are augmented by the power of Al.

We believe there are millions of Melishas around the world
— people young and old who have imaginative ideas for
how to harness Al to address societal challenges. Imagine
the insight that will be unleashed if we can give them all
access to the tools and capabilities that Al offers. Imagine
the problems they will solve and the innovations they will
create.

This won’t happen by itself. A human-centered approach
can only be realized if researchers, policymakers, and
leaders from government, business and civil society come
together to develop a shared ethical framework for artificial
intelligence. This in turn will help foster responsible
development of Al systems that will engender trust. As we
move forward, we look forward to working with people in
all walks of life and every sector to develop and share best
practices for building a foundation for human-centered Al
that is trusted by all.
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stand how employer and employee relationships and working conditions
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many existing government programs rely upon wage data to assess em-
ployment outcomes; a broader set of data may be needed to understand the
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55. Although online platforms, by most estimates, still only make up less
than 1 percent of the workforce, the percentage of workers not in tradi-
tional employer/employee work arrangements (temporary agencies, on-call
workers, contract workers, independent contractors or freelancers) is much
greater. See, e.g., The Rise and Nature of Alternative Work Arrangements
in The United States, 1995-2015.

56. In the absence of modernized laws, regulatory agencies are developing
interpretations that represent vast departures from prior precedent — for
example, expanding the scope of joint employment. With the changing
political composition of many regulatory agencies, there is the potential
for new case law that swings the pendulum in the opposite direction. The
United States Congress is also proposing to legislate key definitions.
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58. http://www.care.com.

59. See, e.g., S. 1251 and H.R.2685, Portable Benefits for Independent
Workers Pilot Program Act, introduced by Senator Warner and Rep.
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U.S. Department of Labor, providing $20 million for competitive grants for
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60. We know from existing data that workers in recent decades already ex-
perience multiple instances of joblessness over a career. The National Lon-
gitudinal Survey of Youth 1979 (NLSY79) tracked a nationally representa-
tive sample of people born in the years 1957 to 1964; they experienced an
average of 5.6 spells of unemployment from age 18 to age 48. High school
dropouts experienced an average of 7.7 spells of unemployment from age
18 to age 48, while high school graduates experienced 5.4 spells and college
graduates experienced 3.9 spells. In addition, nearly one-third of high
school dropouts in the survey experienced 10 or more spells of unemploy-
ment, compared with 22 percent of high school graduates and 6 percent of
college graduates.
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Based in Plano, Texas, Steven Geiszler is the U.S. Chief Intellectual Property
Litigation Counsel for Huawei. Steven spent over 15 years litigating IP cases at
successful Am Law 100 firms. As part of his work he prepared many client
pitches. To gather the necessary information, emails would be sent around the
firm to find out who had relevant experience in a particular matter or before a
specific judge. It involved a lot of word-of-mouth discussions and salesmanship
in preparing these pitches, to present the firm in the most favorable light.

Legal Analytics

At Steven’s last law firm he was one of the partners who saw a demonstration of
Lex Machina and thought, “We have to get this”. Once he became a customer,
and realized what Legal Analytics could do, and how easy it was, he told his
partners: “Be careful when you pitch. Lex Machina is changing the game. If you
are less than accurate with your story, and your competitors or your client have
access to Legal Analytics, someone will call you out.”

Attorney Selection

Now at Huawei, where Steven oversees U.S. IP litigation, he finds himself on the
other side of the table. One of his tasks is to assess law firm and attorney
performance: “We routinely use Lex Machina to screen proposed litigation
counsel when determining which law firm to hire for a new case. Surprisingly,
many firms still don’t understand that in-house counsel use Lex Machina to cut
through the sales puffery in pitches.”
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“Surprisingly, many firms still don’t
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use Lex Machina to cut through the

sales puffery in pitches.”
Steven Geiszler
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Steven recalled one case, where a trusted law firm introduced him to a new
junior partner to work on a case. He pulled up the attorney’s profile in Lex
Machina and saw that it was not up to his expectations. Steven picked up the
phone and explained why he was not comfortable with the person. The firm also
used Lex Machina and found that Steven was right — they had not paid attention
and had not matched him with the right lawyer. After this episode, Steven said:
“We expect all of our outside litigation counsel to use Lex Machina if they have
more than 50 attorneys.” Even Huawei’'s procurement team is now using Lex
Machina to evaluate their law firms.

Early Case Assessment

Lex Machina allows Steven to quickly assess an opposing party and their
counsel, to determine the risk level and the appropriate course of action. If, for
example, he finds that the organization that sent him a demand letter has
already filed 200 patent cases, but have never gone to trial, he knows what they
are up to. In that case, he or another of his in-house colleagues may not involve
outside counsel, but instead pick up the phone and resolve the matter directly.
“Lex Machina narrows the information gap. It helps me be informed about the
kind of phone call | need to make,” says Steven. Steven and his entire legal
department now use Legal Analytics for opposing party and counsel analysis.

Litigation Strategy

Steven said: “Lex Machina’s efficient use of big data for screening law firms,
and then managing litigation strategy, is one of the top three—if not the—most
significant developments in U.S. litigation practice since | began my career in
2001”. It helps him and his team answer questions, such as: “How often does
the judge presiding over a specific case grant transfer motions? Should we
spend the $25k, or more, on a summary judgment motion when it's sure to fail?”

The Future

Summing up his experience, Steven said: “Legal Analytics has allowed us to go
deeper into the bench of lawyers to find less well known, and often less
expensive lawyers and firms, who have the necessary experience. In short, Lex
Machina is redefining how lawyers and firms are hired. Firms who ignore this
reality do so at their peril.” Steven wants non-lawyers and other members of his
organization to learn the finer points of using Lex Machina, so that the company
can get even more value out of it.
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Questions: ethics & risk management *r)

¢ How do we evaluate & assure the quality of human processes & work product?

¢ How will we evaluate & assure the guality of Al-augmented processes & work
product?

¢ Like humans, technology makes mistakes.

¢ More than is so with humans, with technology the mistakes are measurable,
predictable, and transparent. What level of error is acceptable?

¢ Who decides? Client or lawyer? Case-by-case?
¢ What is the standard of care?

¢ \What must/should be disclosed to clients about use of Al?
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More questions: ethics & risk management *49)

¢ What must/should be disclosed to the lawyer’s professional liability
Insurers?

¢ When a technology makes mistakes that fall below the standard of care,
who is liable?

¢ Can a technology provider be deemed engaged in the practice of law?

¢ How will lawyers account for the costs & benefits of Al-improved
processes?

¢ What impact will they have on pricing and billing models?

¢ What impact will they have on performance measurement and
compensation models?
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Why use Legal Analytics®

Create winning pitch decks

= Demonstrate expertise about judges, districts and the

opposition

= Predict legal spend and timing

= Evaluate your competition for the matter
Win cases

= Develop successful motion strategy

= Analyze opposing parties and counsel

m Assess patent strength and litigation history
Price & Negotiate Alternative Fee Arrangements

= Use Judge, Venue, Firm, & Party timing data
Evaluate Lateral Hires

m See judge & client experience and resolutions

“We routinely use Lex Machina to screen proposed litigation counsel
when determining which law firm to hire for a new case. Surprisingly,  Steven Geiszler
. . ’ . Head of IP Litigation
many firms still don’t understand that in-house counsel use Lex T
Machina to cut through the sales puffery in pitches.”



Professional Responsibility real world example

e Partner at a large firm had a “hunch” that a specific Judge’s rulings
were skewed in favor of graduates of the same law school as the

Judge.

 Firm undertook a look at previous three years worth of Lex Machina
data and crossed referenced with where the lawyers graduated from.

e Data confirmed the bias, graduates from this individual law school
where the Jud%e also graduated from had a 30% higher win rate
compared to all other law schools generally and 35% higher than
“peer law schools”.

* Firm proactively assigned a graduate from this particular law school
and over the past three months experienced a similar increase in
wins (note: for our purposes this is not a statistically valid sample as
there weren’t enough cases in that period of time).

e Ethical question: When a law firm validates any bias
exhibited by a Judge do they have an affirmative duty to
tﬂkedmeq,sures designed to address the bias validated by
the data:






ReSS

Brief Analysis Case Search

Upload Result

Analyze Briefs

Upload a brief, in .docx or non-scanned .pdf format and you can:

1. Check if cited cases are still good law
2. View cited cases on ROSS (they will be hyperlinked on the brief)

3. Find cases having similar language as the uploaded brief

4]

Drag & Drop

your file here or choosa fila

Note: Uploaded briefs are not stored by ROSS, so they are secure and private.



Legal Support
via Digital

Assistants &
Chatbots




Lexi: Bot

Framework
with Cognitive
Services

Hi, my name is Lexi, your ContractWeb assistant. | can search for contracts or answer
general contracting questions. | am in beta so please be patient.
b 4

K=
. Start Over Feedback Get Help

How can | help you?

Lexi

Do we have contracts with Linkedin

Tami Baddeley (CELA)

| can help you with your Contract Search Request. Can you help me by selecting one of the
below options:

Lexi

Possible Options

Supplier = linkedin Get Help Option not available

Lexi

| found approximately 197 matches. Here are the first 5 contracts from the search results:

Lexi
Title:Linkedin Title:Linkedin
Contract Number: 21634 Contract Number: 226729
Owner: NDAPIus System Account (ndaplus) Owner: Raaj Chitaley (raajc)
Effective Date:01-08-2008 Effective Date:05-14-2009
Expiry Date: 04-14-2117 Expiry Date: 04-14-2117
Second Party All Names: LinkedIn Second Party All Names: Linkc_.

Contract Type: Info Sharing - NDA (Non-Disclosure Agreements)  Contract Type: Info Sharing - N[

Open in Contract Search Open in Contract Search

Lexi

Display next 5 contracts Apply filters | finished the search Get help for this item

Type your message... =




Hello, I'm Zela, the CELA GSMO Bot, | can help you answer general legal questions.

| am in beta, so please be patient while I learn how to best answer your questions

Learn More Data Protection Notice Instructional Video

Welcome! My name is Zela, I'm the CELA GSMO Bot.

Please choose the categories below or ask simple
questions via free text focusing on key words.

Tip: Check the instructional video in the banner above
starring our own CELA GSMO actors

Just ask me a question or select one of the topics below:

Compliance Company Information NDA/Sponsorship Marketing Trusted Cloud MOU/LOI Got it, done!

Type your message...

NV



Ethics/Values Al Needs to Respect

Ighsaal?flelg Privacy & Inclusiveness

Security

1 VT Source: “The Future Computed: Artificial Intelligence and its role in society,” January 17, 2018.
B Microsoft https.//blogs.microsoft.com/blog/2018/01/17 /future-computed-artificial-intelligence-role-society/



https://msblob.blob.core.windows.net/ncmedia/2018/02/The-Future-Computed_2.8.18.pdf
https://blogs.microsoft.com/blog/2018/01/17/future-computed-artificial-intelligence-role-society/

Conduct

"houghtful

Fvaluations on Al
Providers




“I have to confess to this
Court, I am not computer
literate. | have not found
presence in the cybernetic
revolution. | need a
secretary to help me turn
on the computer. This was
out of my bailiwick.”




Wilmer 'Inadvertently’ Leaks Pepsi Client
Secrets to Wall Street Journal

Law firm's automatic deletion of spam emails is blamed
for failure to file timely appeal

Jared Kushner's lawyer, fooled by 'email prankster,’
offers window into private email controversy

EXCLUSIVE: DOJ Redaction Flub May
Undermine Libor Case



ABA Model Rule
1.1, Comment 8

. Mp

“To maintain the requisite &
knowledge and skill, a lawyer &
should keep abreast of changes y
in the law and its practice,
Including the benefits and
risks associated with

relevant technology, ....”



31 States Have Adopted Comment 8




CA Formal Opinion No. 2015-193

Either be competent in e-discovery or associate with others who are

“Not every litigated case involves e-
discovery. Yet, in today’s technological
world, almost every litigation matter| i |
potentially does. The chances are significant __ ( California |
that a party or a witness has used email or | =
other electronic communications, stores
information digitally, and/or has other
forms of ESI related to the dispute.”

Welcome




‘Competence’ depends on the case

[ aw. tOE
CRApaL Wl

« Attorney must assess at outset of case what e-
discovery issues might arise, including the
likelihood that e-discovery will or should be
sought by either side.

 If e-discovery will probably be sought, the
attorney must assess his or her own e-
discovery skills and resources as part of the
attorney’s duty to provide the client with
competent representation.



IFORNIA REPUBLIC

Attorney should be able to:

1.  Initially assess e-discovery 6. Engage in competent and

needs and issues, if any. meaningful meet and
confer with opposing
counsel on an e-discovery
plan.

2. Implement appropriate ESI
preservation procedures.

3. Analyze and understand a

client’s ESI systems and Perform data searches.

storage. 8. Collect responsive ESl in a
. : : manner that preserves its
4.  Advise client on available integrity.

options for collection and
preservation of ESI. 9.  Produce responsive non-

. : rivileged ESl in a
5. Identify custodians of P : )
poten%lly relevant ESI. recognized and appropriate

manner.



Duty to Supervise

« Can meet the duty through association with outside
attorney, outside vendor, subordinate attorney or
even the client.

« Attorney must maintain overall responsibility for and
remain engaged in the work of the expert.
» Attorney must educate everyone involved about:
» Legal issues in the case.

» Factual matters impacting discovery, including
witnesses and key evidentiary issues.

» Obligations imposed by the law or the court.
» Risks associated with the e-discovery tasks.

111




Duty of
Confidentiality

“In civil discovery, the attorney-client
privilege will protect confidential

communications between the attorney and
client in cases of inadvertent disclosure only
If the attorney and client act reasonably to
protect that privilege.

“A lack of reasonable care to protect against
disclosing privileged and protected
iInformation when producing ESI can be
deemed a waiver of the attorney-client
privilege.”



ABA Formal Opinion 477 (2017)
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01000010010101010100101010101

10010101010100101010101001010010101

001010101010010101010710010100107010100
100101010101001010101010010100101010100°
0100101010101001010101010010100101010170(¢
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10101001010101010071010010

1001071010100

e Updates 1999 opinion allowing
unencrypted email to hold that some
circumstances warrant “particularly
strong protective measures” such as
encryption.

* Relies on 2012 changes to the Model
Rules, particularly the addition of the
duty of technology competence In
Model Rule 1.1 and changes to Rule 1.6
regarding client confidences.




e Sensitivity of the information.

e Likelihood of disclosure if additional

Fact-based safeguards are not employed.
analysis e Cost of employing additional
safeguards.

e Difficulty of implementing safeguards.

» Extent to which safeguards adversely
affect ability to represent clients.



Lawyer should be able to:

1. Understand the nature of the threat.

2. Understand how client confidential information is transmitted
and where it i1s stored.

3. Understand and use reasonable electronic security measures.

4. Determine how electronic communications about client matters
should be protected.

5. Label client confidential information.

Train lawyers and nonlawyer assistants in technology and
iInformation security.

7. Conduct due diligence on vendors providing communication
technology.



Duty to communicate
with client

“When the lawyer reasonably believes that highly
sensitive confidential client information is being
transmitted so that extra measures to protect the
email transmission are warranted, the lawyer
should inform the client about the risks involved.

The lawyer and client then should decide whether
another mode of transmission, such as high level
encryption or personal delivery is warranted.

Similarly, a lawyer should consult with the client
as to how to appropriately and safely use
technology in their communication, in
compliance with other laws that might be
applicable to the client.”
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