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I. Introduction
In the midst of the digital age, it is hard to image a business operating without an Internet
presence. With 239.58 million Internet users in the United States, 1 more businesses are adapting
to the demands of our internet-driven society with the fear that any resistance to modern
technologies may result in the disruption, if not the complete elimination of certain business
models. 2 One type of disrupting technology is social media.
Social media has been defined as “forms of electronic communication (as websites for
social networking and microblogging) through which users create online communities to share
information, ideas, personal messages, and other content (as videos).” 3 Through online
messaging and cell phone apps, Internet blogs, and social networking websites like LinkedIn,
Facebook, Twitter, Google+, YouTube, Pinterest, and Instagram, social media users are
publishing electronic biographies and sharing information to connect and communicate with
other online users. 4 As employees increasingly use social media for work and for personal use, 5
social media activity has become a “major player in almost every successful business model” and
requires an active presence. 6 The legal profession is no exception.
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To generate business and compete with other firms in a professional industry with over
1.3 million licensed attorneys across the United States, 7 law firms are changing from the
traditional law firm model and abandoning the antiquated notion that social media is an
“Internet-based fad for kids.” 8 The social media disruption of the legal industry is quite simple
to explain: the way we communicate has changed and potential clients are no longer flipping
through the Yellow Pages, cold calling, or going door-to-door to look for legal services. With
76% of law firms now maintaining an online presence, 9 it can come as no surprise that potential
clients are looking online to find legal representation. Widely recognized as an efficient
marketing and client development tool, social media unquestionably has its benefits when it
comes to the practice of law, but it also serves as a virtual minefield for potential ethical
violations.
With some attorneys focusing on whether they have an effective online presence rather
than considering the ethical issues that lurk beneath the social media platforms, growing
concerns about the uncertainty for potential violations exist. Making matters worse, the
American Bar Association (“ABA”) Model Rules of Professional Conduct are silent on the
ethical implications of social media use and published decisions are few and far between. 10 As
the use of social media rises within the legal profession, it is likely that the ethics rules will

7

Lawyer Demographics: Year 2016, A.B.A SEC. LEGAL EDUCATION & ADMISSIONS TO THE BAR (Jan. 31, 2017),
http://www.americanbar.org/content/dam/aba/administrative/market_research/lawyer-demographics-tables2016.authcheckdam.pdf.
8
Nicole Black, A Lawyer’s Guide to Social Media Marketing: What You Need to Know About Social Media for
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evolve and adapt to this popular marketing and client development tool. Until then, lawyers
must find a balance between using common sense and acknowledging the warnings from state
ethical guidelines and advisory opinions seeking to bridge the gap between the existing rules of
professional conduct and the ethical use of social media in the legal profession.
II. Ethical Duties Implicated by Social Media Use in the Legal Profession
Law is a service-oriented profession. To achieve superior client service, law firms and
individual legal practitioners must maintain high ethical standards when fulfilling professional
responsibilities. The American Bar Association (“ABA”) Model Rules of Professional Conduct
provide advisory rules setting minimum guidelines for attorneys to engage in ethical conduct
across all jurisdictions and since these rules were established in 1983, nearly every state has
adopted the Model Rules.
Even though the ABA has articulated these minimum code of conduct recommendations,
uncertainty exists as to how these rules may be implicated by the use of social media in the legal
profession. With the proliferation of social media use in law offices and corporate legal
departments nationwide, legal ethics committees are beginning to pay close attention to what
legal professionals are doing on social media and how they are doing it to clarify how the rules
of professional conduct apply to social media activities. 11 Regardless of how state legal ethics
regulators establish the ethical boundaries for social media use in the legal profession, a lawyer’s
misuse or failure to use social media may result in ethical violations.
A. Competence
When it comes to the client-lawyer relationship, every lawyer has an ethical duty to be
competent in the practice of law. According to Rule 1.1 of the ABA Model Rules of
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Christina Vassiliou Harvey et al., 10 Tips for Avoiding Ethical Lapses When Using Social Media, BUS. L.
TODAY: A.B.A. (Jan. 2014), http://www.americanbar.org/publications/blt/2014/01/03_harvey.html.

4

Professional Conduct, competent representation requires the legal knowledge, skill,
thoroughness, and preparation reasonably necessary for the representation. 12 In addition to
acquiring this competence, every lawyer must also maintain it. Comment 8 to Rule 1.1 requires
lawyers to “keep abreast of changes in the law and its practice, including the benefits and risks
associated with relevant technology.” 13 Therefore, the duty of competence requires lawyers to
not only stay informed about the changes in the substantive law, but it also requires lawyers to
maintain the knowledge and awareness about technological changes that could impact the legal
profession. These changes unquestionably include social media technology and other social
networking platforms, especially as these technologies continue to change the way lawyers
communicate with clients.
As of 2015, fourteen states have formally adopted Comment 8 and currently recognize
that the competency requirement extends specifically to social media. 14 While most states have
yet to adopt Comment 8, the proliferation of social media use in the legal profession has created
new ethical challenges for lawyers, which has resulted in more state bar associations providing
guidance on how competency should extend to social media. For example, both the D.C. Bar
Association and a section of the New York State Bar Association have released advisory
materials on social media competence since these two jurisdictions have adopted rules that
continue to remain silent on the ethical obligations relating to the use of modern technology in
the legal profession. 15
In its ethics opinion, the D.C. Bar acknowledged the applicability of social media to the
practice of law and emphasized the importance for lawyers to understand the basic components
12

MODEL RULES OF PROF’L CONDUCT r. 1.1 (AM. BAR ASS’N 1983).
MODEL RULES OF PROF’L CONDUCT r. 1.1 cmt. 8 (AM. BAR ASS’N 1983).
14
Matt Kobler, Social Media and Legal Ethics, SLIDESHARE: LINKEDIN (Aug. 28, 2015),
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15
See D.C. Bar Ethics Op. 371; N.Y St. Bar. Ass’n Com. & Fed. Litig. Sec., Social Media Ethics Guidelines (2015).
13
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of social media and how the technology may be used to influence a case. 16 Specifically, the D.C.
Bar concluded that because the practice of law involves the use or potential use of social media
in a variety of ways, a lawyer’s ignorance or disregard of social media and other modern
technologies may create the potential for ethical misconduct, including violating Rule 1.1
regarding competent representation. 17 The Commercial and Federal Litigation Section of the
New York State Bar Association took it one step further when it concluded that a lawyer cannot
be sufficiently competent without a working knowledge of the benefits and risks associated with
the use of social media. 18 As social media becomes a popular tool for attorneys to conduct
“digital digging” on a client’s behalf, it is becoming increasingly more difficult for lawyers to
meet the duty of competence if they fail to understand or embrace the use of social media when
providing legal services.
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Therefore, to ensure continuing compliance with the applicable rules of professional
conduct, every lawyer must adapt to the changing technologies and acknowledge the efficiencies
that the use of social media may bring when providing competent representation. In order to
avoid ethical violations or potential malpractice charges, lawyers must be able to understand
social media technology, regardless if they choose to use the technology themselves when
providing legal services. The mere fact that a majority of Americans use social media in their
day-to-day lives makes it relevant to providing competent representation, especially when it may
require a lawyer to communicate to his or her client about not posting information related to a
case, not communicating with the opposing party on social media, or not deleting evidence that
could result in potential spoliation sanctions. So, while an attorney’s technological
16
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incompetence may have been a mere competitive disadvantage a few years ago, with the
proliferation of social media use, it is now a potential legal ethics violation. 20
B. Diligence
While there may be some uncertainty as to whether a lawyer has a duty to achieve social
media competence, it would seem that a lawyer’s duty of diligence requires that he or she take a
more active approach towards the use of social media in the fulfillment of his or her duties to a
client. Rule 1.3 of the ABA Model Rules of Professional Conduct provides that a lawyer shall
act with reasonable diligence and promptness in representing a client. 21 Because a diligent
attorney must act with “zeal in advocacy upon the client’s behalf,” it seems possible that more
than just a basic understanding or familiarity with social media may be required. 22 Therefore,
diligent and prompt representation may actually require the actual use of social media to screen a
client’s social media page or an opposing party’s social media account in order to gather the
relevant information and take the steps necessary to vindicate a client’s cause or endeavor. 23
A mere search of a person’s social media page can unlock a treasure trove of information
and with seventy-eight percent of Americans having a social media profile in 2016, 24 social
media is becoming a tool for lawyers to better represent their clients. 25 According to an article in
the ABA Journal of the Section for Litigation, social media has the potential to offer “rich
repositories of potential pre-litigation intelligence and fodder for cross-examination.” 26 As such,
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Megan Zavieh, Luddite Lawyers Are Ethical Violations Waiting to Happen, Lawyerist Blog (Jul. 10, 2015),
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Andy Radhakant & Matthew Diskin, How Social Media Are Transforming Litigation, 39 A.B.A. J. SEC. LITIG. 3
(2013).
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a basic search of social media profiles associated with clients, opponents, and witnesses is now
considered to be a minimum level of due diligence expected of a competent litigator. 27 For
example, a Maryland court has recognized that both prosecutors and criminal defense attorneys
are increasingly looking at social media for potential evidence and in its opinion, the court
considered it a “matter of professional competence” that lawyers take the time to investigate
social networking sites in the performance of due diligence. 28
Because anything posted on a social media account could be equally harmful or helpful to
a client’s case, 29 it is imperative that lawyers exercise due diligence by actively using social
media, rather than just obtaining a mere understanding of how to use social media. With the vast
amount of information readily available on a variety of social media platforms, attorneys are
expected to utilize modern technology like social media, to provide competent and diligent
representation to a client. 30 To meet the duty of diligence, attorneys must recognize that the
most effective way to serve clients may include the use of social media. Moreover, it is very
likely that the attorneys who have yet to incorporate this modern technology into their practices
are placing their clients at a distinct competitive disadvantage. 31
C. Confidentiality

27

Id.
Griffin v. Maryland, 192 Md. App. 518, 535 (2010); See Zavieh, supra note 20 (explaining that the holding in
Griffin v. Maryland regarding the “authentication of the social media evidence was overruled on appeal, but the
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Whether inadvertent or intentional, social media use by lawyers may pose a potential risk
of disclosing confidential information. Preserving confidential or privileged information is at the
very heart of a lawyer’s ethical duties. 32 According to Rule 1.6, lawyers are required to maintain
the confidentiality of information relating to the representation of a client unless the client gives
informed consent or the disclosure is impliedly authorized in order to carry out the
representation. 33 Confidential information is broadly defined in the comments to Rule 1.6 and
includes “not only matters communicated in confidence by the client but also to all information
relating to the representation, whatever its source.” 34
Attorneys who use social media sites for both professional and personal use may risk
violating attorney-client confidentiality and as a result, they may lose their jobs or face
disciplinary action. 35 For example, a complaint was filed against an Illinois assistant public
defender for her blog posts on social media, which revealed confidential client information. 36 As
a public defender, the Illinois attorney had access to information about clients that would
otherwise be confidential and used the information to discuss her work at the public defender’s
office on her social media blog. 37 The Administrator of the Illinois Attorney Registration and
Disciplinary Commission submitted a complaint that the public defender engaged in misconduct
and violated Rule 1.6(a) of the Illinois Rules of Professional Conduct when her posts 1)
contained “sufficient identifying information” as to the identity of her clients, 2) included
32

Margaret M. DiBianca, Ethical Risks Arising From Lawyers’ Use Of (And Refusal To Use) Social Media, 12 DEL.
L. REV. 187 (2011).
33
MODEL RULES OF PROF’L CONDUCT r. 1.6 (AM. BAR ASS’N 1983).
34
MODEL RULES OF PROF’L CONDUCT r. 1.6 cmt. 3 (AM. BAR ASS’N 1983).
35
See Ed Silverstein, Social Media Can Cause Problems for Lawyers When It Comes to Ethics, Professional
Responsbility, INSIDE COUNSEL (April 29, 2014), http://www.insidecounsel.com/2014/04/29/social-media-cancause-problems-for-lawyers-when-i (“Attorneys who post on sites like Facebook also have to worry about violating
attorney-client privilege, disciplinary action, losing jobs, or engaging in unauthorized or inadvertent practice of
law…”).
36
Complaint Before the Hearing Board of the Illinois Attorney Registration and Disciplinary Commission at 1, In re
Kristine Ann Peshek Matter (2009) (No. 6201779).
37
Id.
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confidential information gained in the professional relationship, and 3) the revelation of the
information would be embarrassing or detrimental to her client. 38
This complaint before the hearing board in Illinois is just one example of how an attorney
can lose her job or face disciplinary action for revealing confidential client information when
using social media. According to Larry Doyle, a member of the California Bar’s Committee on
Professional Responsibility and Conduct, lawyers are never truly “off duty” from their ethical
obligations to clients, especially due to the “fiduciary nature of the legal profession”. 39 In
opining that an attorney’s duty of confidentiality is the ethical standard most at risk of being
violated when using social media, Larry Doyle concluded that attorneys should proceed with
caution when using client information in social media postings and should, ideally, obtain the
consent of the client or former client prior to posting potential confidential information. 40
D. Supervision
When it comes to the potential ethical risks of using social media in the legal profession,
lawyers may not avoid these ethical issues merely by delegating social media activities to others
in a firm or within a legal department. No matter how tempted a lawyer may be to assign certain
social media tasks to a paralegal or assistant, lawyers have an ethical obligation to supervise the
work of subordinate lawyers and non-lawyers in their firm and ensure that these employees meet
the same ethical standards that govern lawyers’ conduct. 41 Rules 5.1 through 5.3 of the ABA
Model Rules of Professional Conduct provide that a lawyer having direct supervisory authority
over subordinate lawyers or non-lawyer staff shall make reasonable efforts to ensure that these
38

Id. at 2-3.
Larry Doyle, Client Confidentiality and Social Media, Cal. Bar J. (Sept.. 2015).
40
Id. (“Using client information in social media is something best done with caution – and ideally with the consent
of the client or former client”).
41
Keeling, supra note –, (“Of course a lawyer may be tempted to avoid these concerns by farming out social media
research to a paralegal or assistant … However, lawyers have an ethical obligation not only to supervise the work of
non-lawyers assisting them, but also to ensure that non-lawyers meet the same ethical standards governing
lawyers”).
39
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employees conform to the rules of professional conduct. 42 Should the supervising or managing
lawyer order or have knowledge of the specific conduct or know of the conduct at a time when
its consequences can be avoided or mitigated but fails to take reasonable remedial action, the
managing and supervising lawyer shall be responsible for the other lawyer’s violation. 43
These rules make it clear that managing and supervising lawyers must take responsibility
for the various employees that work under the lawyer’s direction. 44 This ethical duty to
supervise employees regarding social media use extends to conduct that deceitfully sending a
“friend request” to search a person’s social media account for information. For example, the
Philadelphia Bar Association Ethics Committee, the New York City Bar Association, and the
New York State Bar Association have each held in separate opinions that a lawyer or
administrative staff member could not “friend” a witness under false pretenses. 45
More recently, the New Jersey Supreme Court ruled that legal ethics regulators could
proceed with a case against two attorneys accused of instructing a paralegal to “friend” a litigant
in order to access nonpublic social media pages. 46 By instructing the paralegal to use social
media as an investigatory tool, the lawyers’ disciplinary case provides a warning to lawyers
across all jurisdictions to supervise employees and be cautious when instructing or having
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MODEL RULES OF PROF’L CONDUCT r. 5.1-5.3 (AM. BAR ASS’N 1983).
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See Debra Cassens Weiss, Top State Court to Hear Case of Lawyers Accused of Asking Paralegal to ‘Friend’
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43
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knowledge of their employees’ use of social media to investigate a represented adverse party. 47
The complaint filed against these two New Jersey lawyers alleged misconduct violating the New
Jersey Disciplinary Rules of Professional Conduct for failure to supervise a subordinate
employee and inducing another person to violate the ethics rules. 48 Because it is “inherently
misleading to ‘friend’ a litigation opponent represented by counsel, when the true purpose of the
communication is to secure evidence for an adversarial proceeding,” there seems to be a bright
line as to when it is ethically appropriate to use social media in the course of litigation, especially
when the lawyer’s supervisory role is implicated by an instruction to a subordinate employee to
use social media with the purpose to further a client’s interest.
With 450 million LinkedIn users and 1.13 billion daily active Facebook users, social
media is virtually inescapable for lawyers in the legal profession. 49 While the majority of states’
rules of professional conduct continue to remain silent on how social media use implicates a
lawyer’s ethical duties, the growing number of advisory opinions and guidelines indicate that the
duties of competency, diligence, confidentiality, and supervision impliedly extend to social
media use as an increasingly large number of attorneys use social media in the performance of
legal services. To avoid violating ethical rules and risking malpractice charges, lawyers must
learn to accept the efficiencies that social media use may bring to the representation of clients.
With the endless capabilities of social media to search for and share information with others,
more lawyers are beginning to embrace social media as a tool for client development and
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See Onika K. Williams, High Court Oks Ethics Case Based on Paralegal’s Improper Use of Facebook, A.B.A.
LITIG. NEWS (Aug. 31, 2016), https://apps.americanbar.org/litigation/litigationnews/top_stories/083116-ethicsparalegal-facebook.html. (“Robertelli v. N.J. Office of Attorney Ethics serves as a warning for attorneys to be
cautious when using social media as an investigatory tool, even if only procedurally specific to the New Jersey
ethics system”).
48
Robertelli v. N.J. Office of Atty. Ethics, 134 A.3d 963,966 (N.J. 2016).
49
Peggy Gruenke, A Lawyer’s Guide to Avoiding Ethical Pitfalls in Social Media, OHIO ST. B. ASS’N SOLO, SMALL
FIRMS & GEN. PRAC. NEWS (Aug. 16, 2016), https://www.ohiobar.org/Member-Center/BusinessDevelopment/Pages/A-lawyers-guide-to-avoiding-ethical-pitfalls-in-social-media.aspx.
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networking, not just for investigating opposing parties. However, much like how the refusal to
use social media in the legal profession can risk violations of ethics rules, the misuse of social
media may create equally dangerous risks, misconduct and ethical violations.
III. Attorney Conduct and Social Media Use: What Are the Ethical Issues?
As social media continues to change the way lawyers and clients communicate it would
seem that social media technology is a double-edged sword for attorneys in the legal profession;
attorneys may violate the rules of professional responsibility either by refusing to use social
media or by misusing social media. With more lawyers beginning to use social media for
business purposes, 50 attorney misuse of social media is arguably more likely to occur given that
the majority of states have yet to acknowledge the ethical risks and potential professional
conduct violations that may result when lawyers use social media to investigate cases, provide
educational commentary, develop a larger client base, or engage in career networking.
To date, there is little guidance for attorneys navigating the ethical minefield when it
comes to social media use in the legal profession. The uncertain ethical boundaries of lawyers’
social media use are only “underscored by the lack of charges filed for ethics violations arising
out of attorney’s use of social media for marketing and promoting their practice.” 51 To provide
insight as to how the current rules of professional conduct apply to an attorney’s conduct and
social media use, some attorneys and state ethics commissions have published guidelines and
advisory opinions on how the current ethics rules extend to social media in the context of
advertising, misrepresentation, and communicating with others. The overall consensus is that no
matter how attorneys use social media, they must be careful to avoid potential ethical violations.

50

Relying on the 2015 A.B.A. Legal Technology Survey Report, Shields explained that lawyers continue to use
social media platforms for professional purposes, regardless of whether the lawyer’s firms are establishing an online
presence. See Allison Shields, Social Media, A.B.A. TECHREPORT 3 (2015).
51
Wall, supra note 10.
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A. Advertising
With seventy-one percent of lawyers using social media for career development and
advertising in 2015, 52 it is hard to imagine that the ABA once prohibited lawyer advertising for
sixty-nine years. 53 Today, legal advertising involves an active quest for clients and its purpose is
to assist the public in learning about and obtaining legal services. 54 As a permissible method for
developing a strong client base, legal advertising continues to be regulated by the applicable
rules of professional conduct within each state. 55 According to Rule 7.2 of the ABA Model
Rules of Professional Conduct, a lawyer may advertise legal services through written, recorded,
or electronic communication, including public media. 56
Within the legal industry, social media has become a powerful marketing tool for lawyers
because it combines “personalized observation with facts and insights from the lawyer’s area of
focus in order to help create new client relationships.” 57 By creating new opportunities for
lawyers to advertise and grow their legal practices, the development of new social media
platforms is forcing ethics regulators to reconsider the current ethics rules in order to
accommodate social media in the legal profession. Until ethics regulators and state bar
associations decide to make a change in the rules, it is generally accepted that the existing rules

52

Shields, supra note 50 (explaining that career development was the top reason for lawyers’ social media based on
the 2015 A.B.A. Legal Technology Survey Report and has been the top reason since 2011).
53
Geoffrey C. Hazard, Jr. ET. AL, Why Lawyers Should Be Allowed to Advertise: A Market Analysis of Legal
Services, 58 N.Y.U L. REV 1084 (1983).
54
MODEL RULES OF PROF’L CONDUCT r. 7.2 cmt. 1 (AM. BAR ASS’N 1983).
55
See generally Differences Between State Advertising and Solicitation Rules and the ABA Model Rules of
Professional Conduct, A.B.A. add. (June 2, 2016).
56
MODEL RULES OF PROF’L CONDUCT r. 7.2 (AM. BAR ASS’N 1983); However, a lawyer must not use similar means
to solicit clients. See MODEL RULES OF PROF’L CONDUCT r. 7.3 (AM. BAR ASS’N 1983).
57
Ed Poll, The Slippery Ethical Slope of Social Media, A.B.A. LAW PRACTICE TODAY (Nov. 2012),
http://www.americanbar.org/content/dam/aba/publications/law_practice_today/the-slippery-ethical-slope-of-socialmedia.authcheckdam.pdf.
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are equally applicable to social media, especially since the “advertising ethics rules govern the
message, not the medium.” 58
To provide insight on how these ethics rules may apply to social media advertising, the
Florida Bar Association changed its guidelines on social media to advise attorneys that social
media profiles used to promote the lawyer or law firm’s practice are subject to all of the general
regulations set forth in the state’s rules of professional conduct. 59 The Florida guidelines also
concluded that “unsolicited invitations sent directly from one social media site to a third party to
view the lawyer’s page would be considered as solicitations in violation of the rule, unless the
recipient is the lawyer’s current client, former client, relative, or is another lawyer.” 60 In
addition, the Florida guidelines specifically required that a Tweet or social media post must
include geographic information as well as the name of at least one attorney in the law firm. 61
Similarly, to Florida, the New York City Bar Association provided its own analysis
relating to the ethical issues that may arise when lawyers use social media for legal advertising.
In its guidelines, the association introduced a five-factor test to determine if a lawyer’s use of
social media constitutes legal advertising. 62 Extending the opinion to all social media platforms,
the association identified five criteria: “the lawyer makes the content; the primary purpose is for
client retention of the lawyer for pecuniary gain; the content relates to the lawyer’s legal
services; new clients are the intended audience; and the content does not fall into an exception to
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Wall, supra note 10; see Browning, supra note 19 (recommending that lawyers “treat social media as forms of
communication subject to the same rules and ethical constraints as more traditional modes …”).
59
See Wall, supra note 10 (explaining that the purpose of the state’s revised advertising guidelines were to “provide
a helpful primer for practical application of these rules).
60
Id. (discussing the applicability of social media to Rule 4-7.4(a) of the Florida’s rules of professional conduct
regarding solicitation). It may be noted that this ethics rule was deleted from the Florida code effective May 1, 2013.
See RULES REGULATING THE FLA. BAR r. 4-7.4 (FLA. BAR ASS’N 2017).
61
See Ellis, supra note 4 (explaining that since many posts on Twitter would be considered advertising, it is
especially problematic for lawyers in Florida, where the Tweet must include geographic information and “the name
of at least 1 lawyer in the firm”).
62
N.Y. City Bar Ass’n Comm. on Prof’l Ethics, Formal Op. 2015-7.
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the definition of attorney advertising.” 63 According to the New York City Bar Association, a
lawyer’s social media profile constitutes legal advertising only if there is “clear evidence that a
lawyer’s primary purpose is to attract paying clients.” 64
Because “more and more of the communication we do on social media and new
technology is being characterized as advertising and almost anything we say that is selfpromotional is being seen as advertising,” an increasing number of states are releasing ethics
opinions and guidelines in order to start defining the ethical boundaries of permissible social
media use for legal advertising. 65 While some have criticized the New York City Bar
Association’s five-factor test as being highly subjective, 66 other states have taken alternative
approaches when examining the ethical implications of social media and legal advertising. For
example, in a 2012 advisory opinion the State Bar of California concluded that material posted
by an attorney on social media will be subject to the state’s rules of professional conduct if the
material is a communication for the purposes of the ethics rules regarding advertising and
solicitation or if it is an advertising by electronic media as defined by state law. 67 Phrased
differently, “an attorney may post information about her practice on Facebook, Twitter, or other
social media websites, but those postings may be subject to compliance” with the ethics rules “if
their content can be considered to be ‘concerning the availability for professional
employment.’” 68
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While they may have different ways to determine what constitutes legal advertising, the
overwhelming consensus by these state bar associations and ethics advisory opinions is that
lawyers will continue to face ethical risks when it comes to legal marketing and these risks are
even more likely to become a problem when lawyers use social media as an advertising tool. In
other words, when the social media platforms are used to communicate information about legal
services relating to advertising, soliciting clients, or communicating about a legal specialization,
the existing rules of professional conduct are equally applicable to social media marketing as
they are to traditional methods of marketing, like television advertisements or print ads in a
newspaper. 69 Until states formally adopt new ethics rules specifically related to lawyer
advertising on social media, it is recommended that lawyers review their jurisdiction’s rules of
professional conduct to ensure that all public communications including statements, claims, and
advertisements on social media websites are in compliance with the rules.
B. Misrepresentation
Arguably one of the most significant ethical duties that a lawyer can have is “the duty to
refrain from conduct involving dishonesty, fraud or deception.”
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legal services and using social media as a communication tool, it is imperative that lawyers avoid
making any misrepresentations or statements that could be construed as a false or misleading
communication. 71 Rule 7.1 of the ABA Model Rules of Professional Conduct states that a
lawyer shall not make a false or misleading communication about the lawyer or the lawyer’s
services. 72 Because the rule also prohibits truthful statements that are misleading, lawyers must
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be extremely cautious as to what is posted on their social media profiles, especially when there is
a substantial likelihood that the truthful statement “will lead a reasonable person to formulate a
specific conclusion about the lawyer or the lawyer’s services for which there is no reasonable
factual foundation.” 73
With lawyers increasingly relying on social media as an advertising and client
development tool, the risk for misrepresentation is even greater when it comes to social media
recommendations, endorsements, and testimonials. Today, these may come in the form of peer
review ratings on Martindale-Hubbell, client ratings for lawyers on Avvo, or skill endorsements
on LinkedIn. 74 While lawyers have traditionally been reviewed by their professional successes
and established reputations, social media is presenting new ethical challenges for state bar
associations when a lawyer’s colleagues and clients are flooding to social media to provide
review and referrals.
If not carefully constructed and properly posted, these recommendations, endorsements,
and testimonials may result in potential ethical violations for false or misleading communications
on social media. For example, in a 2014 formal ethics opinion, the North Carolina State Bar
established limitations for making and publishing recommendations and endorsements on social
media. 75 Specifically, a lawyer may not display or even accept an endorsement or
recommendation from a judge on a lawyer’s social media page when it would result in the
appearance of judicial partiality. 76 However, the North Carolina State Bar did indicate that
lawyers may post endorsements or recommendations that contain truthful and not misleading
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content, so long as the endorsements or recommendations are coming from persons other than
judges. 77
While this seemingly implies that client reviews and testimonials are acceptable under the
rules of professional conduct, lawyers again must use caution to monitor what the social media
communications say and what the ethics rules of their state bar association prohibit. In separate
formal advertising opinions, the Virginia State Bar and the Pennsylvania Bar Association both
expressly prohibited testimonials related to the results and/or comparisons of representation and
only supported “soft endorsements.” 78 Similarly, the South Carolina Bar Association also
prohibits testimonials and ordinarily prohibits client endorsements, especially when they may
create unjustified expectations. 79 Even if the endorsement or recommendation is true, an
unsubstantiated comparison of a lawyer’s services or fees with the services or fees of another
lawyer may be misleading and could result in a reasonable person forming an unjustified
expectation that the same results mentioned in the review could be obtained for another
prospective client. 80
The takeaway from these varying ethical opinions is simple: all lawyers must familiarize
themselves with their state’s position on recommendations and endorsements and must abide by
the ethical rules formally adopted in their jurisdiction. Because the rules of professional conduct
are state-specific, it is very likely that states may have a more restricting rule regarding
misrepresentations and endorsements than the ABA Model Rules currently provide. 81 Therefore,
with social media websites like AVVO, LinkedIn, Facebook, Twitter, Google+, and Instagram, a
77
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lawyer must acknowledge his or her responsibility for all of the social media content that is
posted and to take reasonable measures to ensure that third-party social media posts do not
violate ethics rules. 82
C. Legal Advice and Social Media Communications
Today, lawyers and law firms are using social media to establish an online presence with
the purpose of engaging in social media advertising, client development, case research, and
overall communication as discussed above. With the various ways lawyers use social media to
communicate with prospective clients, it is important for lawyers to understand the ethical risks
that may arise when giving legal advice or opinions on social media, especially when it may
create an unintended attorney-client relationship.
When it comes to an attorney’s social media use, the perception of what constitutes legal
advice is very unclear and as social media changes the way lawyers communicate with the
public, it is entirely possible that an attorney-client relationship may be created through social
media communications. Through a Q&A session on Twitter or a social media blog post
welcoming inquiries on legal matters, certain social media communications may create a
prospective client-lawyer relationship under Rule 1.18 of the ABA Model Rules of Professional
Responsibility. 83 Without a proper disclaimer or a reasonably understandable warning that
would limit the lawyer’s obligations, a consultation is likely to have occurred if a lawyer
specifically requests or invites the submission of information about a potential representation. 84
This includes any lawyer request through the lawyer’s advertising in any medium, including
social media. 85
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To avoid creating an unintended lawyer-client relationship, lawyers must consider
whether information advice on a blog or social media website would create an impression of
giving legal advice that could be relied on by a person visiting the site. 86 Regardless of the type
of social media communication used, it is an attorney’s responsibility to make it clear to the
website visitor or potential client that an attorney-client relationship either has or has not been
created. To address this issue, the Virginia State Bar Standing Committee on Legal Ethics
released an opinion regarding the obligations of a lawyer who receives confidential information
on a law firm’s website. 87 Based on the opinion, a lawyer does not owe a duty of confidentiality
to a person who provides unsolicited confidential information. However, if the website invites
the visitor to submit information by email to the firm for evaluation of his or her claim, a limited
attorney-client relationship will have been created. 88
According to the ABA Standing Committee on Ethics and Professional Responsibility, no
clear line exists to determine what is legal information and what is legal advice. 89 Therefore,
lawyers must exercise caution and restraint when social media users seek to communicate and
obtain legal advice on social media. For example, in the social media guidelines established by
the Commercial and Federal Litigation Section of the New York State Bar Association in 2015, a
lawyer may provide general answers to legal questions asked on social media, but “cannot
provide specific legal advice on a social media network because a lawyer’s responsive
communications may be found to have created an attorney-client relationship and legal advice
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also may impermissibly disclose” privileged information. 90 To avoid the creation of any
unintended attorney-client relationships, it is generally recommended that lawyers provide a
clearly written warning or disclaimer on the social media website to avoid a potential
misunderstanding regarding whether an attorney-client relationship has been created; whether the
visitor’s information will be kept confidential; or whether legal advice has been given. 91
IV. Social Media and Litigation
As the use of social media by lawyers and law firms continues to grow, the reality of
managing legal ethics risks remains a very serious concern when social media serves as a tool for
legal advertising, communicating with clients and members of the public, and investigating cases
during litigation. In 2016, seventy-eight percent of the United States population had a social
media profile and according to future estimates, the number of worldwide social media users is
expected to reach nearly 2.5 billion users by 2018. 92 With this proliferation of social media use,
lawyers must learn how to use social media to their advantage, especially when social media is a
treasure trove of potentially relevant information that would help prove a client’s case. For
litigation purposes, lawyers have been using social media “for and against plaintiffs and
defendants to prove their case” and with an increasing number of courts declaring social media
evidence admissible, social media is transforming the way litigators practice law. 93
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As many social media users publish endless amounts of personal information, the basic
task of conducting social media searches on clients, opponents, and witnesses is becoming a
minimum level of due diligence expected of competent litigators. 94 One example of using social
media as an investigatory tool occurred in 2010, when Wal-Mart obtained a subpoena to gain
access to the Facebook and Myspace social networking profiles of the plaintiff’s wife for every
public and private message, contact, and photo for the previous two and a half years. 95 While the
case was ultimately settled, it brought attention to the “openness of social media” and its service
as a rich repository “of potential pre-litigation intelligence and fodder for cross-examination.” 96
Unfortunately for litigators, the silence of the ABA and limited guidance from states on
how a litigator may ethically use social media as an investigatory tool has resulted in uncertainty
when it comes to establishing the ethical boundaries for accessing information about parties of
interest through searches of social media websites. 97 These ethical dilemmas are only made
worse by the different privacy settings a person may use, which would then severely limit what a
litigator could learn without having to resort to sending a “friend request” to gain access to the
social media page. This has led to issues relating to communication with represented clients and
permissible research for jury selection.
A. Communications with Represented Clients
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In representing a client, Rule 4.2 of the ABA Model Rules of Professional Conduct
expressly prohibits lawyers from communicating about the subject of representation with a
person that the lawyer knows to be represented by another lawyer in the matter. 98 This rule
arguably applies to social media communications when it applies to “communications with any
person who is represented by counsel concerning the matter to which the communication
relates.” 99
In a 2011 legal ethics opinion, the San Diego County Bar Association rejected the
argument that “friending” or submitting an access request to a represented opposing party on
social media is not an ethics violation because it is the same as accessing the public website of an
opposing party. 100 While the San Diego County Bar Association noted that nothing prevents an
attorney from accessing a represented party’s public social media page and that such access
offends no ethics rules when it requires no communication to or permission from the represented
party, the same cannot be said for when the privacy settings are active. 101 Therefore, because an
attorney must make a request to a represented party “outside of the actual or virtual presence of
defense counsel” to “obtain access to restricted information” on a private social media page, the
attorney will violate the rule of professional conduct prohibiting communications with a
represented party when it makes this type of access request. 102
Similarly, the Pennsylvania Bar Association and the New York State Bar Association
have separately reached the same conclusion when both released opinions instructing lawyers not
to contact a represented person through social media websites. 103 Moreover, the lawyers may
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use information obtained by viewing an adverse party’s profile for use in the lawsuit so long as
the “lawyer does not ‘friend’ the party and instead relies on public pages posted by the party that
are accessible to all members in the network.” 104 While some states have only released advisory
opinions and social media guidelines relating to an attorney submitting social media access
requests, the Philadelphia Bar Association extended an additional ethical obligation to lawyers
when it concluded that an attorney will violate the rules of professional conduct when the
attorney asks a non-lawyer employee to “friend” another party. 105
When it comes to communicating with represented persons, lawyers must exercise
caution in how they use social media to access the information of an adverse party, witness, or
even prospective clients through social media searches. Because it could be “ethically
problematic for lawyers to ‘friend’ people just to get access to information in their social media
profiles,” 106 lawyers must consider these ethical opinions and guidelines issued by the state bar
associations and not try to circumvent any privacy settings that may restrict what a lawyer can
learn from a person’s social media page.
B. Social Media Research for Jury Selection
According to a formal opinion released by the ABA in 2014, it is ethically permissibly
for lawyers to research potential jurors online with no repercussions, so long as they do not send
an access request when the privacy settings are active. 107 With more than sixty percent of
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potential jurors having social media profiles, 108 information discovered on social media pages
may be more revealing than answers on a juror questionnaire. Because jury selection can be
significant to the outcome of a case, it is plausible to suggest that a litigator’s duty of diligence
requires a basic search of a potential juror’s social media profile.
In 2012, the New York City Bar Association released a formal opinion on this issue and
concluded that not only is it acceptable for lawyers to use social media as a research mechanism
to learn as much as possible about potential jurors, but that “lawyers have been chastised for not
conducting such research on potential jurors.” 109 In using social media to research jurors, both
the New York City Bar Association and the ABA, in separate opinions, provided a few ethical
limitations to lawyers seeking to use social media for this purpose: 1) no ex parte
communications with jurors, which is prohibited by Rule 3.5 of the ABA Model Rules for
Professional Conduct; 2) no deception can be used by an attorney to gain access to a juror’s
website or to obtain information; and 3) lawyers have an obligation to report any juror
misconduct that may be revealed during their social media searches, especially if the misconduct
specifically violates the court’s instructions. 110
It is clear from the ABA opinions, state bar association opinions, and general
commentary in the legal profession that using social media to research a potential juror will not
trigger any potential ethical violations. However, as social media use continues to increase
within the legal profession, the ethical concern will not be whether a lawyer may use social
media to research jurors, but instead the question will likely become what may a lawyer do with
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the information that he discovers.” With the ABA Model Rules of Professional Responsibility
remaining silent on this question and the American College of Trial Lawyers’ Annotated Code of
Trial Conduct addressing only the investigatory phase of juror research and not how lawyers may
actually use the information, uncertainty remains. 111
V. Conclusion
The foundational ethical duties to provide competent and diligent representation require
lawyers to work on behalf of their clients in the most efficient and effective ways possible. This
undoubtedly includes the use of social media and the understanding of the ethical risks relating
to social media and client confidentiality, legal advertising, misrepresentations, the unintentional
creation of attorney-client relationships, and the risks relating to social media use during
litigation. While the majority of states have formally adopted rules of professional conduct, most
remain silent as to how social media use may implicate the existing ethical rules. Due to the
unprecedented pace of social media developments and technological changes, ethics regulators
“may be reluctant to amend ethics rules to incorporate social media use” due to the “legitimate
concern that any such rules may become obsolete as social media platforms develop and
change.” 112
Despite the lack of formal rules, lawyers and law firms are not being prevented from
establishing an online presence. As state bar associations and disciplinary commissions observe
how social media is transforming the business practices of lawyers within the profession, more
advisory opinions and guidelines are being released to help lawyers navigate the unchartered
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waters of social media communications and marketing within the legal industry. Even though
some opinions contradict each other and some guidelines provide more detail than others, there
are certain measures that lawyers may take to protect themselves from protection ethical
violations when using social media.
For example, lawyers should keep their professional social media pages separate from
their personal profile pages. 113 Also, lawyers should be cautious when it comes to social media
features that allow Q&A sessions because these features can make it hard to distinguish whether
a lawyer is giving a personal opinion or offering legal advice. 114 Finally, and as always, when in
doubt, every lawyer and legal professional should become familiar with the applicable rules of
professional conduct, ethics opinions, and social media guidance issued by his or her licensing
jurisdiction.
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