February 1, 2011

VIA ONLINE SUBMISSION
Federal Trade Commission
Office of the Secretary
600 Pennsylvania Avenue, NW
Washington, DC 20580
Re: A Preliminary FTC Staff Report on “Protecting Consumer Privacy in an
Era of Rapid Change: A Proposed Framework for Businesses and
Policymakers”
We are pleased to submit these comments on behalf of the Section of Antitrust
Law of the American Bar Association (the “Section”). The Section highly values the
important contribution of the Federal Trade Commission’s (“FTC”) preliminary staff
report, Protecting Consumer Privacy in an Era of Rapid Change: A Proposed
Framework for Businesses and Policymakers (Dec. 2010)(hereinafter “Report”) 1 to
the dialogue underway about the future of privacy law and policy. To assist in
furthering that dialogue, these comments address procedural and substantive issues
raised by the Report. The views expressed in these comments have been approved by
the Section’s Council. They have not been approved by the House of Delegates or
the Board of Governors of the American Bar Association and should not be construed
as representing the policy of the American Bar Association.
Based largely on themes and concepts developed through a series of privacy
roundtables held by the Commission in 2009 and 2010, the Report sets out an
ambitious proposed framework for how businesses should protect consumers’
privacy. At the outset of the Report, the staff notes the substantial interests at stake in
the evolving technology of new media:
Stakeholders emphasized the need to improve transparency, simplify the
ability of consumers to exercise choices about how their information is
collected and used, and ensure that businesses take privacy-protective
measures as they develop and implement systems. At the same time,
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commenters and participants urged regulators to be cautious about restricting
the exchange and use of consumer data in order to preserve the substantial
consumer benefits made possible through the flow of information. Participants
noted, for example, that the acquisition, exchange, and use of consumer data
not only helps to fund a variety of personalized content and services, but also
allows businesses to innovate and develop new products and services that
offer consumers convenience and cost savings. 2
The Report then addresses these interests in its recommendations, noting for
example that the design of reasonable privacy programs should take into account the
amount and sensitivity of the data collected and the uses to which the data are put. 3
Likewise, the Report recognizes that consumers’ expectations will vary according to
the nature of their use of media, and that these expectations should influence the
mechanisms offered to express their choices. 4 The staff found, however, that
consumers often do not understand or appreciate many of the potential uses to which
their data can be put, or the potential consequences of those uses. In such
circumstances, both the benefits and the costs of the Report’s policy
recommendations are more difficult to assess, even when the consequences can be
substantial for consumers and for businesses.
As explained in more detail below, the Section believes that the benefits and
costs should be carefully weighed before proposing that the policies become
mandates. The Section also notes several aspects of the Report where clarifications
would be helpful to stakeholders attempting to implement its recommendations.
I.

Additional Analysis of the Potential Costs and Benefits of the Report’s
Proposals to Businesses and Consumers Would be Beneficial

The FTC has previously observed, “We believe in the basic premise, as does
the Supreme Court, that by providing information advertising serves predominantly to
foster and sustain competition, facilitating consumers’ efforts to identify the product
or provider of their choice and lowering entry barriers for new competitors.” 5 It has
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further noted the corollary that reductions in the dissemination of truthful nonmisleading information contained in advertising weaken incentives to compete on
price and quality and reduce consumer welfare. 6 Although the FTC has consistently
recognized the crucial role that truthful non-misleading advertising plays in fostering
competition between current participants in the market and lowering entry barriers for
new competitors, the Report does not address the possible competitive effects that
may occur as a result of the various proposals, including potentially reducing the flow
of information in the marketplace (and services and products that depend on
accessibility and use of such data) – which may be an unintended (or intended,
depending on the type of data) effect caused by compliance with the Report’s
proposals. 7
The Report’s proposals regarding the collection, use, and sharing of broad
categories of consumer information may have undesirable effects on competition and
ultimately consumers. 8 For example, a privacy framework that makes the sharing of
customer lists more expensive and difficult could impede the ability of new entrants
to reach potential customers through any means, including traditional ways such as
catalogs. This would disfavor new entrants who offer innovative products or lower
prices. It would conversely favor entrenched competitors who are both sheltered
from the impact of new products or lower prices and advantaged by the ability to use
the customer lists they have already compiled. This negative effect on competition
will be further magnified if the definition of personal information is broadened
beyond what has heretofore been considered “private” or “personal” to encompass
any information that can reasonably be linked to a specific consumer, regardless of
how innocuous that information may be. 9
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Although the Report emphasizes that, to make meaningful choices, consumers
need more information about how their data will be used, it does not assess the value
of the additional information to the consumers who would benefit from it. We
endorse such an assessment as a first step, and recommend an analysis of that value
against the potential costs of providing that information. Finally the analysis could
address whether consumers would choose more or different information. The staff
has noted the potential benefits to consumers, such as facilitating consumer decisions
during transactions, and their ability to compare privacy options offered in the
marketplace. Some costs of providing such information that may merit further
analysis could include a reduction in the choices of providers, products, and/or
services available to consumers if they choose not to share their information, and the
ways that this could occur directly from such choices, as well as indirectly via
changes to existing advertising models (which up to now, to some extent, have been
based on more flexible data sharing). For example, consumers who choose not to
allow the collection or sharing of broad categories of information may no longer be
exposed to offers by competitors selling products or services that provide better
value, pricing, or other comparative superiority. This may occur directly because
such consumers can no longer be identified by advertisers, or as an unintended
consequence of the proposed restrictions to current and future advertising models. 10
In turn, these changes could have negative consequences not just for individual
consumers exercising their choice over how their information is used following a
particular transaction, but also on the market economy in general. For these reasons,
we recommend that the wider scope of potential direct and indirect consequences of
the proposed choice model be evaluated before any sweeping changes or
recommended best practices based on privacy concerns are adopted. 11
A policy that limits the ability of advertisers to access and use information
(whether collected directly from consumers, or indirectly through affiliates, different
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brands within the company, or from third parties) to reach target audiences can have
other unintended effects to consumers and the marketplace, which may only be
identified through further cost/benefit analysis. A real-world example was
highlighted at the FTC’s recent workshops on journalism, during which numerous
panelists attested that the reduction in advertising revenue has seriously undercut the
news reporting function of many news organizations and endangered their
existence. 12 This is not merely because online advertising is available in greater
supply (thus depressing prices) but also because there are questions about the ability
of online advertisements to reach the audience that an advertiser wishes to target. By
contrast, local editions of newspapers and broadcast news programs have information
about local readers and viewers that allow better audience targeting and thus support
higher prices for advertising. 13 Thus, for example, in the privacy context, further
analysis would be beneficial of how the Report’s proposals may affect the ability of
businesses to provide existing and new products and services with the added costs
that may result from the changes proposed, as well as consumer access to both free
and discounted online and offline content and services.
In short, the impact to consumer welfare from the proposals regarding
information collection and use would benefit from a more fulsome evaluation and
weighed against the actual privacy-enhancing benefits and costs of such proposals.
With such an analysis, the Commission can be confident that its proposed course will
ensure the best outcome for consumers, both individually and in the aggregate.
II. Further Cost/Benefit Analysis May Be Beneficial Before The
Commission Recommends a Universal Do Not Track Mechanism for
Online Behavioral Advertising
The Report’s endorsement of a universal Do Not Track mechanism for
providing consumers a choice with respect to online behavioral advertising has
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garnered much attention, some favorable and some not. 14 Whatever the reviews
might say, the fact that the Report now seeks comment on the “potential costs and
benefits” of such an approach, the “likely impact if large numbers of consumers elect
to opt out,” how Do Not Track would affect the entire online publishing/advertising
ecosystem, and “how it would affect consumers,” 15 suggests that the staff’s
recommendation of Do Not Track may need to be further explored. While there are
potential benefits in Do Not Track or other choice mechanisms that are easily
understood and applied in a “just-in-time” manner, the ambiguous evidence that the
Commission has collected so far forms an uncertain basis for a universal Do Not
Track legal obligation or legislative recommendation. We recommend more analysis
of the consumer benefits and harms it seeks to address and the attendant impact that
Do Not Track might have on consumers, the advertising industry, advertisingsupported web content, and a fragile economic recovery more reliant than ever on ecommerce.
The staff’s endorsement of a universal Do Not Track mechanism appears to be
based on the view that behavioral advertising “continue[s] to be largely invisible to
consumers” and that “consumers who are aware of the practice are uncomfortable
with it.” 16 The Report itself bases its support for Do Not Track on three conclusions:
(1) “industry efforts to implement choice on a widespread basis have fallen short;” (2)
consumer awareness and adoption of currently available choice mechanisms is low;
and (3) “existing mechanisms may not make clear the scope of the choices being
offered.” 17 Notably, the Report does not identify specific instances of harm to
consumers resulting from online behavioral advertising, but instead seeks to address
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more general and amorphous harms resulting from inadequate notice and choice
offered to consumers in this context. 18
To be sure, the Report references multiple benefits that consumers currently
derive from online behavioral advertising, such as free online content and targeted
ads. 19 The Report emphasizes that any choice mechanism should preserve these
benefits. 20 However, the Report does not assess how Do Not Track could or would
be implemented in a manner that strikes the proper balance in providing consumers
with choice necessary to address the perceived harm while preserving these benefits
regularly cited by the Commission. A final report should address key questions
regarding the implementation of Do Not Track by marketplace participants, including
how such a mechanism should be presented to consumers, whether it would be
default on or default off, and whether it would be pre-populated with sites or tracking
devices that will be filtered by default or whether consumers have to configure the
mechanism themselves.
The Report’s review of industry efforts and related call for “robust,
enforceable self-regulation” also should be more fully developed. The Report
references a number of tools currently available, which allow online consumers to
control their receipt of targeted advertisements, and it notes deficiencies regarding
these tools, including lack of widespread industry adoption, lack of consumer
awareness and adoption, and a lack of clarity regarding the scope of choice being
offered. 21 However, the Report does not analyze how current tools could be modified
or implemented in a manner that would be beneficial, robust, and enforceable.
The lack of such guidance is notable given that self-regulation remains a
policy option and that continues to evolve in response to market forces (and no doubt
in response to FTC actions including this Report and the staff’s earlier Report on
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Online Behavioral Advertising 22 ). For example, Microsoft recently announced that
the next version of its popular web browser, Internet Explorer, will include a privacy
feature that allows users to prevent information gathering by certain websites and
tracking companies. 23 Mozilla, creators of Firefox, the second most popular browser
in the U.S. behind Internet Explorer, recently revealed that it too is considering a Do
Not Track privacy tool. 24 These anticipated privacy features will build upon existing
browser-based privacy controls that are currently available for use on the most
popular browsers. 25
The Report’s endorsement of Do Not Track also may be further explored after
addressing the unanswered questions regarding the technical feasibility of the
browser-based Do Not Track mechanism proposed by the staff. Clearly, browserbased tools are technically feasible as a general matter. In the absence of a robust
cost-benefit analysis regarding the offering of Do Not Track, it would seem that Do
Not Track offered in a manner that allows consumers to reject behavioral advertising
on a website or category specific basis would be preferable because it is more
incremental and less blunt than an option that simply blocks all behavioral
advertising, which may result in unknown consequences on consumer expectations,
the Internet advertising-supported content delivery ecosystem more broadly, and the
economy. Whether it is technically feasible for a browser-based Do Not Track tool to
address the concerns raised by the staff regarding “flash cookies” and other
mechanisms stored outside the reach of browsers is another question that should be
explored further. 26 If requiring a browser-based Do Not Track mechanism simply
results in a shift to flash cookies and other technology features outside the reach of
Do Not Track, it would seem unlikely that the benefits of imposing such a mechanism
would outweigh the costs, which cannot be predicted with confidence.
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At bottom, the Section recommends that the staff continue its assessment of a
universal Do Not Track mechanism before delivering an endorsement of the feature
as a federal policy. While such a tool conceivably could provide consumers with
some beneficial utility, the level of benefit it would provide is at this point unclear.
For example, the staff might further address the impact of consumers’ potential
adoption of such a mechanism. What would be the implications if consumers ignore
it or conversely flock to it? The more substantial concern, however, is that these
implications and others associated with Do Not Track have not been adequately
explored. As a consequence, a cost-benefit analysis is not yet possible to conduct.
What are the potential costs of adopting a Do Not Track mechanism? What would
the implications be for the free Internet as we know it? Before adopting a final report
and any further recommendation in favor of Do Not Track, the Section recommends
that the Commission and its staff conduct a rigorous analysis of the effect Do Not
Track might have on consumers, the advertising industry, advertising-supported web
content, and the economy. In so doing, we recommend that the final report discuss
and explain how legislation or a change in the Commission’s approach would provide
greater consumer welfare than the current self-regulatory approach driven by industry
innovation in response to consumer demand and continuing Commission guidance,
oversight, and enforcement.
III. The Final Report Should Define Privacy 3.0 and Focus on Protections
for Sensitive Data and Focus Where There Is A Significant Risk of
Harm First
While there are a number of divergent views among privacy scholars, it is a
commonly held belief that current privacy theory does not adequately address current
societal concerns over privacy, particularly in the Web 2.0 world. 27 Privacy theory
can generally be divided into two prior theoretical models—Privacy 1.0—
characterized by the Brandeis “right to be let alone”— and Privacy 2.0, based upon
Dean Prosser’s Restatement (Second) of Torts characterization, which relies upon
harm-based constructs. As the Report recognizes, the Commission has utilized both a
“notice-and-choice” model that follows in some form the Privacy 1.0 model, as well
as a “harm-based” approach that is similar to Privacy 2.0. Both models were noted
by the Commission as not being sufficiently responsive to the rapid technological
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changes that we see today. 28 The unanswered question is what the theoretical basis of
Privacy 3.0 will be. When speaking recently on Privacy 3.0, FTC Commissioner
Julie Brill recognized this question and stated: “So the debate underway now in
Washington is what can we do to make a better model for dealing with privacy in this
3.0 realm. And there’s been a lot of discussion at the Federal Trade Commission
about this, a lot of discussion in D.C. and a lot of discussion going on in Silicon
Valley. I don’t think there is any consensus about the precise shape that regulation
ought to take in this 3.0 realm.” 29
The lack of an overarching workable theory of privacy is an inherent
limitation on doctrines such as privacy by design, as well as accountability models,
and also the Commission’s desire to provide proactive guidance to businesses. 30
Without an agreed-upon theory of privacy, these concepts may be difficult for some
businesses to understand and thus to implement effective privacy programs. In
simple terms, without agreement upon the underlying theory of privacy, one could
ask “Accountability regarding what?” or “Design to prevent what?,” and receive
divergent answers from key stakeholders.
Rather than focusing on broad rights, such as the right to be let alone, or tort
concepts that do not lend themselves to the age we live in, we recommend that the
Commission prioritize Privacy 3.0 on protections based on the sensitivity of the data,
and certain practices based on the compilation of certain aggregated data (e.g., such
as a “super” consumer profile culled from various data sources). This would not
focus, as the “harm-based” approach previously has, on harm that has occurred, but
rather proactively focus on the data that are the most sensitive, or present the most
significant risk of harm to consumers. We believe that such an approach is likely to
balance better the costs of heightened privacy protections (to industry, competition,
and ultimately consumers) with its benefits to consumers.
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One such approach to consider relies on the principle of proportionality. 31
The principle of proportionality uses four tiers of personal information: highly
sensitive information, sensitive information, slightly sensitive information, and nonsensitive information. The level of security and privacy associated with each tier
would vary according to the sensitivity of the information, and the methods that can
be used to collect, process, and use the information. This permits the implementation
of Privacy 3.0 in a way that will not stifle innovation and that will also permit
sufficient flexibility to address new forms of information as they become more
relevant to society.
Categories of information would be placed in the tiers based upon a number of
factors. The nature of the information, including how much the information reveals
about an individual or a business (e.g., predispositions, preferences, personality traits,
or susceptibility to diseases) is a critical factor to consider. The level of impact
caused by disclosure of the information, whether to an individual or society, must
also be considered when placing a category of information into a tier. Perhaps one of
the most important factors—the social utility of sharing information—would also be
considered, as well as the actual location of the information, given that information
that is in the public domain or in certain third parties’ hands is often subject to
reduced protection. Whether the information can be used to obtain or create other
information (such as a Social Security number) is a further factor that affects the
placement of information into a tier. The communication medium (including the
form of the information) is also a factor to consider when examining the tier structure.
Also, given the analysis used by courts in Fourth Amendment cases, as well as trade
secret cases involving proprietary information, the steps the person or business took
to protect the privacy of the information represent a critical factor as well.
Once information is placed into a tier, predicting how it can be collected and
used is possible, because information collection, management, processing, use, and
disposal all flow from the tier within which the category of information falls. Thus,
for example, the tiers would permit Commissioner constituents to understand: if
information can be gathered without notice or consent; if consent must be opt-in or
opt-out; the effect of consent; the types of processing that can be conducted;
applicable data security safeguard, retention, and disposal requirements; the steps
required or permitted to mitigate any mishandling of information; and the
consequences for misuse of the information, including the imposition of statutory
penalties in certain cases.
31
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The final report offers the Commission and the staff the opportunity to define
the contours of Privacy 3.0 and the Section urges the Commission to adopt a
framework that will focus on protections for sensitive data and data that present the
greatest risk of harm first.
IV. Request for Additional Clarity As To Which Recommendations in the
Report Are Recommended Best Practices versus Current Requirements
under Section 5 of the FTC Act
The Report is not clear on which elements of the framework are now
proposed to be incorporated into Section 5 of the FTC Act (hereinafter “Section 5”),
if any, and which elements are guidance in the form of best practices for businesses.
Commission constituents – both companies and consumers – would benefit from
additional clarification as to whether the Commission deems any part of the Report to
be newly incorporated into Section 5 as a matter of enforcement. The Section
respectfully requests that the FTC add an additional step toward the development of a
final report whereby it clarifies – before issuing a proposed final report – which
aspects of the Report are incorporated into Section 5, if any, and which aspects of the
Report are recommended best practices for Commission constituents and/or proposals
for legislative consideration.
The Report’s proposed privacy framework consists of three major elements:
(1) privacy by design, (2) simplified consumer choice, and (3) greater transparency.
We comment on the first two of these elements below.
With respect to “privacy by design,” some of these recommendations, such as
reasonable security and secure disposal, are well-understood principles under current
interpretation and FTC enforcement of Section 5. However, a categorical
requirement limiting companies to collect data only for a purpose specified at the
point of collection is not Section 5 law today. Does the Commission believe that this
concept should be incorporated into Section 5? The concept has some appeal in the
abstract, but it comes with costs, and not all products and services may merit this
restriction. Given the potential costs of such a policy, some balancing of the effects
would be worthwhile in order to establish a limiting principle. Examining such
questions as when and under what circumstances the use of information collected
under one purpose specification and used for another purpose is material to the
consumer could illuminate the application of the Commission’s deception and
unfairness authority.
The framework also proposes that a company should maintain comprehensive
data management procedures throughout the life cycle of its products and services. If
this is meant to imply an absolute requirement that companies conduct privacy impact
12

assessments initially and through the lifecycle of all products or services that
potentially involve data associated and potentially associated with consumer data,
such a requirement, too, introduces additional costs. Again, the Commission’s views
on whether such widely-applicable data management procedures are a recommended
best practice or a new requirement under Section 5 would be very helpful to
interested parties so that they may tailor any future comments to such proposed
requirements accordingly (and allocate sufficient resources to ensure compliance,
depending on scope of applicability).
Similarly, the simplified choice proposals are based on the phrase “commonly
accepted practice.” This concept can facilitate understanding the Commission’s
approach, but the particular phrase is new to the FTC lexicon, and its dimensions are
not clear to Commission constituents. If this portion of the framework is intended to
be incorporated into the current scope of Section 5, then additional guidance as to the
concept’s meaning and scope, and an opportunity for Commission constituents to
comment (based on the further clarification), would be beneficial to the Commission
and its constituents alike. Further clarity would reduce the risk inherent in assessing
whether a practice is commonly accepted. Uncertainty in this area would create an
incentive not to rely on the standard, which in turn would defeat the purpose of this
exception.
If this framework is meant by the Commission to be incorporated into Section
5, comments from Commission constituents may differ from what they would be if
the framework were a recommended best practice. If applying them as best practices,
companies can use some flexibility in applying the concepts to their individual
operations. If complying with them as legal requirements, Commission constituents
would likely want to see more clarity, and then to have a meaningful opportunity to
comment on the more clearly articulated proposed requirements.
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V. Conclusion
Privacy is an important value for many consumers and the Section appreciates
the FTC’s efforts to ensure that law, business practices, and self-regulation stay
abreast of technological and societal developments in this area. The Section
recommends that the Commission consider further the costs associated with
heightened privacy protections, not just to businesses who must comply with such
requirements, but also to competition and consumers. To ensure that consumer
welfare is enhanced overall, we recommend that the FTC conduct a rigorous analysis
of the effect Do Not Track may have on consumers, the advertising industry,
advertising-supported web content, and the economy, before endorsing legislation or
a mandate requiring Do Not Track. The Section also recommends that any privacy
framework prioritize protections based on the sensitivity of the data and how the data,
including aggregate compilation, may be used, so that the framework addresses
serious harms first to balance better the costs of heightened privacy protections with
its benefits. Finally, the Section recommends that the Commission clarify whether
any elements of the proposed framework (and which ones) it considers current
requirements under the FTC Act and to allow constituents to comment on new
proposals before releasing a final report.
If you have any questions regarding these comments, please do not hesitate to
contact me.
Sincerely,

Allan Van Fleet
Chair, Section of Antitrust Law
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