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Free speech is thriving online with user 
generated content (UGC). People can 
more easily connect, through social net-
working, content hosting and discussion 
sites. There is a greater and more search-
able marketplace of ideas and creativity 
than ever before. UGC drives website 
traffic, which may drive advertising rev-
enue and marketing opportunities.

Importantly, apart from costs for set-
ting up the website, the website owner 
does not generally pay the user to pro-
vide the content. However, there is no 
such thing as a free lunch. . . or is there? 
This article examines the potential Eu-
ropean liability of online publishers for 
unmoderated online UGC. It does not 
cover the liability of the users them-
selves who are principally liable for the 
content they upload. 

In the United States, website owners 
do not usually have to worry about ac-
tionable UGC,1 unless they participated 
in creating or producing it, because 
of the general immunity provided by 
section 230 of the Communications 
Decency Act of 1996 and, for copyright 
infringement, the safe harbors provided 
by the Digital Millennium Copyright 
Act statutory notice and takedown pro-
cedures. The European position is not 

as favorable to free speech. However, 
provided that the website is set up and 
operated in the right way, a website 
owner can usually escape liability, at 
least in practice. 

Spectrum of Online Intermediaries
In considering liability for UGC, it is 
important to appreciate that there is a 
spectrum of intermediaries that are more 
or less involved in the dissemination of 
the content. At one end of the spectrum 
is the company that operates the cables 
and routers that make up the backbone 
of the Internet. These mere conduits, by 
analogy with a postal or telephone ser-
vice, are generally immune from liabil-
ity for the content passing through their 
systems. Then there are the pure Internet 
service providers (ISPs), which do no 
more than enable the public to access the 
Internet.2 Next are the entities that are 
technical hosts of websites, in the sense 
that they provide the servers on which 
the website is stored. Finally, there are 
those that control the UGC websites 
onto which users upload content. A key 
issue in European law is the extent to 
which website owners of UGC sites are 
immune from liability for actionable 
UGC over which they had no knowledge 
and did not create. 

Moderation
Before analyzing the European legisla-
tion, it is worth differentiating among 
different types of UGC websites. The 
more a website is involved with the 
UGC, the more likely its liability will be 
the same as for its own editorial content. 

The first type of UGC website mod-
erates (i.e., checks or vets) the UGC 
before it goes online. The website owner 
or its employee or agent typically checks 
for potential legal issues (see below) and 
inappropriateness3 and makes a decision 
on what to upload and what to shelve. 
Sometimes, the UGC will be edited 
before it goes online. The advantage of 
such “pre-moderating” is that the web-
site becomes a cleaner environment and 

the likelihood of any infringing content 
being uploaded onto the site is reduced. 
The main disadvantages are the probable 
delay before content goes live, and the 
potential liability of the website owner 
(as an editor or publisher) for the UCG, 
even if it did not create the material. In 
addition, moderation can be costly and 
time-consuming.

Websites that do not moderate their 
UGC may be able to rely on an interme-
diary defense, provided that the website 
was set up appropriately, the website 
owner was not aware of the problem, 
and the operator took reasonable care 
and acted promptly to remove the con-
tent once on notice. The European and 
UK intermediary exemptions from li-
ability are relatively untested, so for now 
the website owner will have to take the 
risk that they will provide protection in 
the circumstances.

In our view, the middle ground of 
“post-moderation,” that is, checking the 
UGC after it has been uploaded, is risky 
from a legal perspective although it may 
be a sensible compromise in practice. If 
the website owner can prove that it had 
not reviewed and was not aware of the 
content until put on notice and adequate 
safeguards were in place, it may be in 
the same position as an unmoderated 
website. However, if the moderators 
noticed the infringing content but let 
it through, or ought to have noticed it, 
the website owner may legally be in the 
same position as an editor or publisher 
of the content. Further, a claimant could 
claim that the website’s moderators 
should have spotted the infringing con-
tent more quickly and by not removing 
the content, the website owner was not 
taking reasonable care. A claimant could 
also claim that if the website could post-
moderate all content, then it should have 
pre-moderated it. These arguments are 
currently untested, at least in the UK.

The worst of all worlds, from a Eu-
ropean legal liability perspective, is 
to have strollers on the site. These are 
individuals who peruse the content and 
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sometimes interact with the discussion. 
It may not be clear what they have seen 
and what they have not at any one time. 
If they fail to take down infringing con-
tent, the website is likely to be liable by 
virtue of the fact that it will be deemed 
to have known of the infringement. Sim-
ilarly, if the strollers do not access a par-
ticular thread, then the claimant could 
argue that the website did not take rea-
sonable care because the strollers should 
have checked the thread in question.

Overview of European Legislation
In the Member States of the European 
Union,4 liability of online intermediar-
ies is generally governed by the Direc-
tive on electronic commerce (2000/31/
EC) (E-Commerce Directive). This 
Directive has been implemented by 
national law by each Member State. 

National courts interpret and apply 
the law, but where the national court 
considers that European law is unclear, 
it may or in some cases must refer the 
matter to the Court of Justice of the 
European Union (ECJ). Therefore, a 
body of case law will be built up by the 
ECJ, which is designed to harmonize 
any national court discrepancies. None-
theless, in practice, even a large body 
of ECJ case law does not eliminate all 
national differences.

In brief, the E-Commerce Directive 
provides exemptions from liability for 
three types of intermediaries: (1) mere 
conduits, e.g., entities that provide the 
cables, routers, and other infrastructure 
of the Internet; (2) entities involved 
merely in caching, i.e., those whose 
servers are designed to speed up the 
Internet by mirroring the servers of the 
original website; and (3) hosts. This ar-
ticle focuses on the third category, i.e., 
hosts. None of the exemptions prevent 
a national court from granting injunc-
tive relief and requiring the intermedi-
ary to terminate or prevent actionable 
content from being posted.

The Hosting Exemption
The hosting exemption, under Article 14 
of the E-Commerce Directive, states:

1.	 Where an information society 
service is provided that consists 
of the storage of information pro-
vided by a recipient of the service, 
Member States shall ensure that 
the service provider is not liable 
for the information stored at the 
request of a recipient of the ser-
vice, on condition that:
i.	 the provider does not have 

actual knowledge of illegal 
activity or information and, as 
regards claims for damages, is 
not aware of facts or circum-
stances from which the illegal 
activity or information is ap-
parent; or

ii.	 the provider, upon obtaining 
such knowledge or awareness, 
acts expeditiously to remove 
or to disable access to the 
information.

2.	 Paragraph 1 shall not apply when 
the recipient of the service is act-
ing under the authority or the con-
trol of the provider.

3.	 This Article shall not affect the 
possibility for a court or admin-
istrative authority, in accordance 
with Member States’ legal sys-
tems, of requiring the service pro-
vider to terminate or prevent an 
infringement, nor does it affect the 
possibility for Member States of 
establishing procedures governing 
the removal or disabling of access 
to information.

The hosting exemption appears to be 
of general application and covers, for 
example, liability for defamation, breach 
of confidentiality or privacy, intellectual 
property infringement, and criminal laws.5

Whether the hosting exemption ap-
plies to a website that carries UGC de-
pends on the interpretation of the terms 
information society service, hosting, and 
the recitals to the Directive.6

Potential Applicability to Online  
Publishers of UGC
Information society service covers “any 
service normally provided for remu-
neration, at a distance, by means of 
electronic equipment for the processing 
(including digital compression) and stor-
age of data, and at the individual request 

of a recipient of a service.”7 It includes 
economic activities such as hosting in-
formation provided by a recipient of the 
service and offering online information 
or commercial communications (even 
if the services are not remunerated by 
those who receive them).8 These defini-
tions and other aspects of the Directive 
await interpretation by the European 
Court of Justice. 

Our initial view is that an online pub-
lisher that enables the public to post un-
moderated content on its website is, on 
balance, likely to fall within the hosting 
defense vis à vis the UGC as being an 
information society service that consists 
of the storage of information provided 
by a recipient of the service. Although 
it is possible that the courts could limit 
the definition of a host to an ISP, which 
merely enables individuals to set up 
their own websites and stores a recipi-
ent’s data, it would seem proportionate, 
bearing in mind the right of freedom 
of expression (which is expressly men-
tioned in Recital 46), for website own-
ers hosting unmoderated UGC to be 
able to rely on the hosting exemption, 
provided that they meet other criteria 
(e.g., absence of relevant knowledge 
and prompt action once on notice). Oth-
erwise, website owners with such UGC 
would face constant liability for un-
lawful content over which they had no 
control or knowledge. However, there 
is a contrary view, and it is difficult to 
predict which way the courts will go on 
this question. The contrary view is that 
the hosting exemption applies only to 
service providers that do no more than 
enable users to store data in a technical 
sense. If so, a website owner that pub-
lishes editorial, as well as user generat-
ed, content would not be able to benefit 
from the hosting defense. Moreover, a 
publisher that benefits from advertising 
revenue resulting from the UGC would 
therefore not be able to benefit from any 
immunity from liability. This argument 
is supported by Recital 42 of the Direc-
tive, which states that

The exemptions from liability 
established in this Directive cover 
only cases where the activity of the 
information society service provider 
is limited to the technical process 
of operating and giving access to a 
communication network over which 
information made available by third 
parties is transmitted or temporarily 

Worst of all possible 
worlds, from an EU  

perspective, is to have 
strollers on the site.
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stored, for the sole purpose of mak-
ing the transmission more efficient; 
this activity is of a mere technical, 
automatic and passive nature, which 
implies that the information society 
service provider has neither knowl-
edge of nor control over the informa-
tion which is transmitted or stored. 

Injunctions and Monitoring
Recital 45 confirms that the exemptions 
from liability for intermediary service 
providers do not affect the possibility 
of courts ordering injunctions requiring 
“the termination or prevention of any 
infringement, including the removal of 
illegal information or the disabling of 
access to it.”

Recital 47 of the Directive states that 
Member States are prevented from im-
posing a general monitoring obligation 
on service providers. However, “this 
does not concern monitoring obliga-
tions in a specific case.” According to 
Recital 48, Member States may require 
hosts to “apply duties of care, which 
can reasonably be expected . .  in order 
to detect and prevent certain types of 
illegal activities.”

Implementation in England
Article 14 of the Directive has been 
implemented into UK law as meaning 
that hosts of UGC that do not have the 
requisite knowledge or awareness and 
act expeditiously upon notice are not 
liable for damages, other pecuniary 
remedies, or criminal sanctions (Regu-
lation 19 of the Electronic Commerce 
(EC Directive) Regulations 2002).9 
However, injunctive relief is still avail-
able to a claimant.10

In most UGC libel cases, the defen-
dant would not be in a position to give 
a general undertaking not to repeat the 
underlying allegations or similar alle-
gations, because it has no control over 
what users post on an unmoderated 
site. It could undertake that it will not 
itself repeat the allegations or similar 
allegations in editorial, as opposed to 
user generated, content and that it will 
not re-post the content that it previously 
took down. If the English court accepts 
this reasoning (which is likely in our 
view), the defendant has permanently 
taken down the specific post at issue, 
and there is no threat that the website 
owner would itself be making the alle-
gations about the claimant, there would 
usually be little or nothing to enjoin.11 

In practice, therefore, if the defendant 
takes down the content complained of 
as soon as practicable after it has been 
put on notice, the hosting exemption is 
likely to provide a complete defense in 
most cases. This conclusion has not so 
far been tested by the English courts. 
The German courts have required that 
the website owner take affirmative rea-
sonable steps to prevent future similar 
postings. Given Recitals 47 and 48 of 
the Directive, such measures could be 
ordered in an English court. If there is a 
real threat that posters will repeat the li-
bel, steps can be taken to suspend them. 
According to Regulation 22:

In determining whether a service 
provider has actual knowledge for the 
purpose of the hosting defense, the 
court shall take into account all relevant 
matters and, among other things, shall 
consider:

(a)	 whether the service provider 
has received a notice through a 
means of contact, made available 
by the provider which makes it 
possible to be contacted directly, 
rapidly and effectively; and

(b)	 the extent to which any 
notice includes – 
(i)	 the full name and address 

of the sender of the notice;
(ii)	 the details of the loca-

tion of the informa-
tion in question; and

(iii)	details of the unlawful 
nature of the activity or 
information in question.12

These factors tally with our general 
recommendation for online publishers 
to have a “report this post” facility and 
to insist that the claimant specifies the 
particular words complained of (at least 
in a libel action) and details of why the 
information is allegedly unlawful.

In the libel context, assuming a UGC 
website owner is a host, the Regula-
tion 19 hosting defense is potentially 
easier to rely on than the so-called sec-
tion 1 libel defense, which is explained 
below. This is because the knowledge 
requirement for section 1 relates only 
to whether the statement is defama-
tory (e.g., the meaning would make 
people think the worse of the claimant, 
whether there is a defense preventing 
liability), while Regulation 19 requires 
actual knowledge of illegal activity or 
information. For example, an allegation 

that someone is a thief has a defamatory 
meaning, but the allegation is not illegal 
if it is true, i.e., he has been convicted 
of theft. However, in practice, we do 
not think that this distinction will make 
much difference in most cases once the 
website owner has been put on proper 
notice of the complaint by the claimant. 
The factors discussed below as regards 
the section 1 defense to libel are likely 
to be relevant to the more generally ap-
plicable Regulation 19 defense.

Implementation in Germany
The E-Commerce Directive was imple-
mented into German law13 in 2001. 
The host is always liable for its “own” 
content.14 Liability for UGC is governed 
by rules implementing the E-Commerce 
Directive as follows: 

Any liability under criminal law for 
third-party content is excluded if 
the host is not aware of the unlaw-
ful acts or content. Liability for 
damages for UGC is excluded if:
i.	 the host is neither aware of 

the infringement nor of any 
facts or circumstances which 
render the unlawful act or 
information obvious, or 

ii.	 the host acts expeditiously upon 
awareness of the unlawful-
ness and blocks the informa-
tion or the access to it.15

However, these liability privileges for 
criminal responsibility and damages do 
not extend to claims for an injunction. 
According to the case law of the Federal 
Supreme Court,16 once a host obtains 
knowledge of actionable content hosted 
on its site, it is not sufficient for the host 
just to delete or block this information, 
but it must additionally take “reason-
able” measures to prevent future post-
ings “of the same kind.” However, the 
precise extent of such duties of care for 
Internet providers are to be determined 
on a case-by-case basis and may vary 
depending on the type of online service 
provided. If the host does not take these 
adequate measures, the aggrieved party 
may obtain an injunction against the 
website owner.

It remains to be interpreted by the 
courts what measures are considered 
reasonable, and what further acts are 
held to be of the same kind. Consequent-
ly, a high degree of uncertainty prevails 
as to the obligations that a host has to 
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fulfill once it obtains knowledge of a 
claim based on UGC. 

In cases against eBay concerning 
trademark infringements arising from 
counterfeit branded products offered 
by eBay users, the Federal Supreme 
Court17 stated that the host has an obli-
gation to use search software, which the 
court regarded as a reasonable measure 
to identify potential further infringe-
ments. Certain search terms would have 
to be entered into a search engine, the 
results examined manually (if neces-
sary), and the infringing items taken 
down. According to the court, the limits 
of reasonable measures are reached if 
there are no suitable terms to enter into 
such a search engine. 

Measures by which the website own-
er is ordered to do something that would 
undermine the whole business model of 
the website (provided that the business 
model of the website is not unlawful) are 
not considered to be reasonable.18

In a case concerning offers on eBay 
by users of products not suitable for mi-
nors, the Federal Supreme Court19 stated 
that postings “of the same kind” not only 
include offers identical to those at issue, 
i.e., the same product by the same user, 
but also include offers of other improper 
products by the same user. Further, the 
host has to prevent the same products 
from being offered by other users.

Recommended Measures on  
Receiving Notice
Once the host has become aware of any 
actionable content, at least the following 
measures should be implemented:

•	 immediately block and remove the 
content;

•	 inform the user;
•	 use search/filter software to identi-

fy, remove, and block contents “of 
the same kind,” i.e., identical and 
similar content by the same user; 
similar content by the same user; 
and identical content by other us-
ers; and

•	 manually review the results  
produced by the search/filter,  
if necessary.

Doctrine of Appropriation of  
Third-Party Content
Several German courts (including at 
the appellate level and confirmed to a 
significant degree by a November 2009 
decision of the Federal Supreme Court20) 

have developed a doctrine of appropria-
tion of third-party content. The doctrine 
states that if the host has appropriated the 
UGC, it can be made liable for the ap-
propriated content as for its own content. 
This doctrine seems to contradict the E-
Commerce Directive, but is nevertheless 
applied by a number of German courts. 
As a result of its recent confirmation by 
the Federal Supreme Court, the doctrine 
poses further threats to website operators 
who face claims in Germany.

Whether there has been an appro-
priation depends on the design of the 
website. In 2007, the Hamburg Court of 
Appeal21 presumed the appropriation of 
UGC because recipes uploaded to the 
website by users, including infringing 
photos, constituted the entire editorial 
content of the website. The Federal 
Supreme Court confirmed this deci-
sion on November 12, 2009.22 Because 
the full reasoning of the court had not 
been published when this article was 
prepared, a thorough assessment cannot 
yet be made. However, according to the 
published press release, the court seems 
to have followed the reasoning of the 
Hamburg Court of Appeal, which found 
that the host reviewed the recipes before 
activating them, was granted compre-
hensive rights of exploitation of the 
accompanying photographs in the web-
site’s terms of use, and affixed its logo 
to them. According to the court, the host 
at a minimum should have ensured that 
the photographer’s name was identified 
when the photographs were uploaded. If 
that name was not the name of the party 
uploading the content, the upload would 
have to be refused.

In another decision handed down in 
2008, the Hamburg Court of Appeal23 
confirmed an appropriation of UGC in 
the case of a host providing a platform 
for users to upload and share picture files. 
The users were able to register without 
identification and could then upload pic-
ture files and share them with third par-
ties by sending or publishing links to their 
“public” album. Third parties were able 
to order prints of these picture files from 
the host for payment, while the uploading 
users did not receive any remuneration. 
The court argued that the host had appro-
priated the UGC because the picture files 
constituted the only substantial content 
of the website, the host enabled users to 
purchase the photos from him, the host 
issued an invoice for the sale, every photo 
was made accessible under the website’s 

brand (as well as the user’s name), and 
the website terms granted the host com-
prehensive rights of exploitation.

In a 2002 case, the Cologne Court 
of Appeal24 found the host of a photo 
community website to be liable for the 
infringement of Steffi Graf’s personal-
ity rights by a photograph uploaded by 
a user. The court reasoned that the host 
had, primarily but not exclusively in 
an automated process, enabled users 
to activate communities about certain 
themes chosen by the users on its web-
site by requesting a short description of 
the community and an assessment of the 
target age group. In doing so, the host 
was found to have given the impression 
that it was vetting the third-party content 
beforehand and identifying itself with it.

Other decisions of the Hamburg 
Court of Appeal show a more differenti-
ated application of the appropriation 
doctrine in regard to discussion forums, 
although there are no signs that the doc-
trine is being abandoned. In February 
2009, the court25 ruled that copyrighted 
photographs uploaded by a user in an 
unmonitored discussion forum were not 
appropriated by the host, reasoning that 
the content was posted in a section of 
the website labeled “community,” as op-
posed to the editorial part of the website, 
and the host had not influenced user con-
tent in any way. The facts that the host 
had provided the themes and structure 
for the discussion forum and that the 
website was to a certain extent financed 
by advertising were not seen as sufficient 
for an appropriation of the UGC.

In another decision, the court26 ap-
plied the same reasoning, ruling that the 
provision of themes, structures, or forum 
rules regarding prohibited content was 
not sufficient for an appropriation. In 
that decision, the court stated that the 
host of a discussion forum was not obli-
gated to implement technical measures 
against uploading photos in the forum 
from the outset. This rule also applies 
even if the host had become aware of 
one case of infringement through the 
upload of a photo.

In any case, hosts of discussion fo-
rums should be careful to prevent any 
impression that might enable the ap-
propriation doctrine to be applied. An 
appropriation could be implied if the 
host, as a result of specifying the topic, 
would expect infringing contributions.27 
Generally, however, the host of a discus-
sion forum is not obliged to monitor its 
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content.28 Monitoring content may make 
matters even more difficult for the host, 
for instance, if the host reserves the right 
to examine or “approve” third-party con-
tent prior to its upload. This could be in-
terpreted by the courts as appropriation. 

Website owners should avoid the fol-
lowing acts to minimize the risk that the 
German appropriation doctrine will be 
applied:

•	 vetting content before its posting 
by the host of the UGC, i.e., giv-
ing rise to awareness of the con-
tent by the host;

•	 compelling the user to grant com-
prehensive and/or commercial 
exploitation rights (beyond a mere 
consent to host the content) with 
respect to the UGC (compare with 
the recommendation under English 
law to obtain a copyright license);

•	 using the UGC for the commer-
cial purposes of the host, e.g. if 
the host advertises its products by 
using the UGC, offers to sell or 
sublicense the UGC, or generates 
advertising revenue;

•	 influencing and controlling the 
way that the UGC is presented or 
provided, e.g., taking an “initiating 
and controlling” influence over the 
UGC by providing an environment 
that fosters illegal activities by us-
ers (by encouraging such activity 
through statements on the website 
or by strollers participating in the 
discussion in issue); 

•	 presenting the UGC tagged with 
the host’s brand, even if the user’s 
name is also mentioned;

•	 presenting the UGC in a man-
ner that makes it impossible for a 
reasonable third-party spectator to 
distinguish the UGC from brand-
ed/editorial content; and

•	 having personal involvement by 
the host in a discussing forum 
without distancing itself from the 
potentially unlawful UGC.

Implementation in France
France implemented E-Commerce 
Directive 2000/31/EC on 21 June 
2004.29 Under French law, the key issue 
is whether the website publisher is the 

publisher of the UGC or merely the host 
of the content.

There is a substantial amount of 
French case law on this issue. To sum-
marize, the courts consider that the web-
site owner is the publisher of the UGC if 
it made editorial choices in the posting 
of the content.30 According to the 2008 
decisions involving YouTube and Dai-
lymotion, this criterion is not met for 
unmoderated content.31

These decisions are consistent with 
French defamation law, which states 
that the online publisher of a website is 
liable for defamatory content only if the 
content was uploaded by the website 
publisher, rather than being posted by a 
user without the publisher’s prior con-
trol.32 By definition, the publisher has no 
prior control of unmoderated UGC.

The YouTube and Dailymotion de-
cisions apply to defamatory content 
as well as to other legally actionable 
content (e.g., copyright or trademark 
infringement or invasion of privacy). If 
the UGC is not moderated, the website 
publisher will be considered as the host-
ing provider of the content.

1.	 Do not monitor or edit UGC unless monitoring is 
effective and necessary, and the publisher is aware 
of the potential legal consequences. Do not “light-
ly” monitor.

2.	 Do not invite, encourage, or promote potentially 
infringing content. Instead, emphasize that such 
content is not acceptable.

3.	 Make sure that the website has an effective “report 
this post” facility and that it clearly identifies what 
is UGC and what is editorial content.

4.	 Make sure that website terms:
•	 are expressly agreed to by users;
•	 give the publisher the discretion to remove 

content and suspend or terminate the accounts 
of users but do not represent that monitoring  
is being undertaken on the website;

•	 prohibit defamatory, private, and any other 
infringing content;

•	 include (at least in the UK an appropriate ir-
revocable copyright license for the publisher 
to use and remove content, whether or not the 
user is still using or registered with the web-
site. In Germany, however, such a license to 

use content may be construed as appropriating 
third-party content and establishing liability;

•	 have an appropriate privacy policy.
5.	 Put in place effective procedures for promptly 

dealing with complaints, including take-down  
procedures.

6.	 In general, notify the claimant after material has 
been taken down without admission of liability.

7.	 Notify the relevant user that the material at issue 
has been removed and the reason why. If appropri-
ate, consider sanctions against such users, such as 
suspending or terminating their accounts.

8.	 Try to keep the users on board and always deal 
with them politely. They may publicize their 
grievances on the Internet.

9.	 Use technology to block music, photographs,  
and movie files, unless appropriate.

10.	Have an internal policy on how to deal with  
requests for the identity of users. Note that these 
requests raise a number of issues that are beyond 
the scope of this article.

11.	Take expert legal advice as appropriate, e.g., on 
setting up the website and dealing with claims.

PRACTICAL TIPS TO REDUCE LIABILITY IN THE EU
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Under French law, the only legal ob-
ligation for hosts of UGC is to remove 
the content promptly as soon as the host 
has knowledge that it is unlawful. The 
host is deemed to be aware of the nature 
of the content when a claimant provides 
the following information: 

•	 date of the notice; 
•	 claimant’s contact details; 
•	 host’s details; 
•	 description of the violation of law 

or rights; 
•	 reasons why the content violates 

claimant’s rights; and
•	 copy of a letter sent to the author 

of the content requesting that the 
content be removed, or proof that 
the author cannot be identified or 
contacted.33

Following proceedings brought by 
luxury trademark owners against eBay 
for counterfeit products sold on eBay, 
the French court ruled against eBay in 
2008 and ordered it to pay damages.34 

The online auction and shopping website 
was held liable for trademark infringe-
ment because it did not implement any 
measures, in particular, measures for 
the moderation of the eBay website, to 
prevent the sale of counterfeit products. 
Although seemingly inconsistent with 
other decisions, the court based its ruling 
on the fact that eBay was not only the 
host of the offers for sale, but also that it 
acted as an agent for setting up the busi-
ness relationship between buyers and 
sellers. eBay was found liable because 
of its role in the transaction, not merely 
as the host of the website.

In a later, contrary decision, another 
French court made no reference to any 
agent activity. Instead, the court consid-
ered that eBay acted as a host for its on-
line sales-related activities and as a pub-
lisher for its advertising management-re-
lated activities.35 Consequently, the court 
decided that eBay was not liable for the 
offer for sale posted on its website by 

the users. However, the court pointed 
out that the claimant and eBay had en-
tered into discussions about the possible 
implementation of a basic monitoring 
system that could prevent the sale of 
counterfeit product. To encourage such 
an implementation, the court suggested a 
conciliation measure whereby the parties 
try to find an agreement with the help of 
a third-party appointed by the court. It is 
not known whether the parties accepted 
this measure.

An appeal has been lodged against 
both of these decisions, so the French 
position on this matter is not yet well 
established.

English Defamation Law and the  
Section 1 Defense
A person has a defense under section 1 
of the UK’s Defamation Act 1996 if he 
shows that:

•	 he was not the author, editor or 
publisher of the statement com-
plained of,

•	 he took reasonable care in relation 
to its publication, and 

•	 he did not know, and had no rea-
son to believe, that what he did 
caused or contributed to the publi-
cation of a defamatory statement.

Not the Author, Editor, or Publisher
Editor means “a person having edito-
rial or equivalent responsibility for the 
content of the statement or the decision 
to publish it,” and publisher means “a 
commercial publisher, that is, a person 
whose business is issuing material to the 
public, or a section of the public, who 
issues material containing the statement 
in the course of that business.”36 Clearly, 
if a media company chooses to pre-vet 
or moderate all UGC, it will be consid-
ered as an editor, publisher, or both and 
will not be able to rely on the section 1 
defense. In a rigorous post-moderation 
system, where it is clear what has been 
moderated and when, the website owner 
may be able to rely on section 1 up to 
the time of moderation, provided that the 
reasonable care and knowledge require-
ments are met. There is no case law on 
this point. 

The English courts have also not 
yet assessed the argument that a com-
mercial publisher, such as newspaper or 
magazine publisher with a website with 
news or other online editorial content, 
can never avail itself of a section 1 

defense on the basis that it falls within 
the definition of a publisher. However, 
our initial view is that this argument 
is unlikely to succeed and that the im-
portant thing is whether the website 
owner had knowledge of, and control 
over, the contents of the user generated 
statement complained of through hav-
ing pre-vetted, moderated, or edited the 
relevant words. 

The contrary view is that the sec-
tion 1 defense in relation to the Internet 
is more designed for pure ISPs that 
merely provide access to the Internet or 
those that provide other forms of techni-
cal assistance, rather than publishing 
or presenting any content. See also the 
arguments above as regards the likely 
applicability of the hosting exception. 

A person shall not be considered the 
author, editor or publisher of a statement 
if he is only involved, for example:

•	 in processing, making copies of, 
distributing or selling any elec-
tronic medium in or on which the 
statement is recorded, or in operat-
ing or providing any equipment, 
system or service by means of 
which the statement is retrieved, 
copied, distributed or made avail-
able in electronic form; 

•	 as the broadcaster of a live pro-
gram containing the statement in 
circumstances in which he has no 
effective control over the maker of 
the statement; or

•	 as the operator of or provider 
of access to a communications 
system by means of which the 
statement is transmitted, or made 
available, by a person over whom 
he has no effective control.

The court may look to these and other 
examples “by way of analogy in decid-
ing whether a person is to be considered 
the author, editor or publisher.”37

In our view, an online publisher that 
has unmoderated UGC on its website is 
likely, so far as the UGC is concerned, 
to fall within the definition of a per-
son who is only operating a service by 
means of which the statement is made 
available in electronic form or by anal-
ogy with the broadcaster of a live pro-
gram.38 However, this conclusion has not 
been tested in court.

The more the online publisher con-
tributes to or provokes the website con-
tent, the more likely it will be deemed an 

To reduce the risk of  
liability, take down  

the disputed post as  
soon as practicable.
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editor or publisher. For example, if the 
website owner invites users to contribute 
comments about a particular news article 
that is almost certainly going to cause 
defamatory UGC to be posted about the 
claimant (e.g., on whether the claimant 
is a terrorist), then the court is likely to 
hold that the website owner is the editor 
or publisher of the resulting UGC. 

Similarly, if the online publisher 
provides users with a range of possible 
answers (some of which are defamatory 
of the claimant) and asks users to select 
which answer they think applies, the 
publisher is unlikely to be able to argue 
that it was not the editor or publisher, 
having provided both the question and 
possible answers.39

Online publishers that wish to 
stimulate public debate about certain 
controversial topics need to be aware 
of the risk of being held responsible for 
user-generated defamatory content. To 
minimize the risk of the claimant argu-
ing that the publisher encouraged or 
contributed to defamatory comments, 
one solution is to not directly invite 
user-generated comments in relation to 
such topics. Another potential solution 
to this problem is to pre-vet such com-
ments e.g., those about reports of crimi-
nal conduct, criminal court proceedings, 
or both.40 However, the publisher will 
not be able to use a section 1 defense en-
tirely because pre-vetting content before 
it goes online is tantamount to editing it, 
publishing it, or both.

Another untested factor is the extent 
to which the UGC needs to be visually 
separated from the editorial content. A 
site with separate webpages devoted 
only to UGC, apart from editorial 
content, may enable the court to more 
easily hold that the defendant is not an 
author, editor, or publisher of the UGC, 
even though it is clearly the publisher 
of the editorial content elsewhere on the 
site. However, we believe that, provided 
that it is clear what is UGC and what is 
editorial content, a news website that 
has UGC in a comments box below an 
article can still potentially rely on sec-
tion 1 (subject to the other factors dis-
cussed above).

Reasonable Care
The relevant factors used to determine 
whether a person took reasonable care, 
or had reason to believe that what he did 
caused or contributed to the publication 
of a defamatory statement, include:

•	 the extent of his responsibility for 
the content of the statement or the 
decision to publish it, 

•	 the nature or circumstances of the 
publication, and 

•	 the previous conduct or character 
of the author, editor or publisher.41

In Godfrey v Demon Internet,42 the Eng-
lish court held that the section 1 defense 
failed in a case where the the defendant 
ISP had been notified of the defama-
tory contents posted in one of its news 
group message boards but did not take 
them down. Therefore, online publishers 
should promptly take down a post when 
put on notice of a complaint if they wish 
to be able to rely on section 1.

The circumstances that are likely to 
be relevant to whether an online publish-
er has taken reasonable care may include 
whether the website has:

•	 user terms that prohibit defama-
tory material; 

•	 a facility for people to report posts 
which they believe contain, for 
example, defamatory material; and

•	 an effective internal notice and 
take down procedure, so that posts 
are taken down promptly.

If the website owner encourages or 
promotes actionable content, then it is 
unlikely to be able to rely on the sec-
tion 1 defense, either because it will be 
deemed the editor or publisher of the 
content, it will be deemed not to have 
taken reasonable care, or both. Simi-
larly, anyone employed as a discussion 
board moderator or stroller should not 
participate in the discussion. Otherwise, 
the website owner may not be able to 
rely on section 1.

If the section 1 defense fails, the on-
line publisher may not be in a position 
to defend the claim.43 However, the EU 
hosting defense discussed above should 
also be considered.

Dealing with Libel Complaints 
The first suggested step for minimizing 
the risk of liability is to take down the 
disputed post as soon as practicable. Re-
fusal to take down an arguably unlawful 
post after notification can be risky. 

Under the UK’s Pre-action Protocol 
for Defamation, a claimant should iden-
tify the words complained of. Some-
times claimants complain about de-
famatory content but do not specify the 

words at issue. For example, they may 
complain about a whole thread or mes-
sage board. It is generally appropriate 
following a libel claim to insist that the 
claimant specify the relevant post num-
ber, rather than to search out the defama-
tory post on behalf of the claimant (and 
thus engage in monitoring) or to take 
down entire threads where perhaps only 
one post may refer to and/or be defama-
tory of the claimant. 

Next, we suggest that users be noti-
fied that their posts have been taken 
down and a brief description of the 
reasons why. This may help to establish 
that the publisher is taking reasonable 
care and reduce the risk of users repeat-
ing the allegations.

An Obligation to Monitor?
If the online publisher has been notified 
of a defamatory post about a claim-
ant and takes it down, does the media 
company have a duty to (1) monitor all 
UGC to ensure that no more defama-
tory content is posted about the claim-
ant,44 (2) bar the user from making any 
subsequent posts, or both? The position 
may be more complicated if there are a 
series of potentially defamatory posts 
about a claimant, perhaps by one user, 
which continues even after posts have 
been taken down. 

The English courts have not yet an-
swered these important questions. In 
doing so, they will need to balance the 
right of freedom of expression of the 
online publisher, the user, and the public 
against the claimant’s right to reputation. 
They will also need to bear in mind that 
the online publisher is not generally in 
a position to know where the truth lies, 
because it stands in the middle between 
the poster of the content and the claim-
ant. The claimant’s primary claim, after 
all, is against the user. 

If the website owner chooses to 
monitor all content for references to 
the claimant or all posts by users who 
have a history of defaming the claimant 
(despite their posts being taken down), 
it may minimize the risk of further de-
famatory posts. However, monitoring 
destroys the possibility of a section 1 
defense because monitoring is likely 
to equate to editing and/or publishing. 
For this reason, we do not generally 
recommend this strategy. Once a web-
site starts to monitor on behalf of one 
claimant, it will have set a precedent 
and may then be required to monitor 
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on behalf of another claimant, until the 
online publisher ends up monitoring its 
UGC on behalf of numerous claimants. 
This runs counter to the philosophy 
and business model of an unmoderated 
UGC site.

Dealing with Repeat Offenders
If a user repeatedly defames the claim-
ant, despite removal of previous posts 
and notification of the reasons why, the 
online publisher may need to suspend 
the user until satisfied that the user will 
stop the campaign, the allegations can 
be justified, or both.45 Suspending or, in 
extreme cases, banning a repeat offender 
is likely to be seen by the courts as con-
tributing to taking reasonable care. 

Comparison with the United States
In the United States, the broad protec-
tion provided by section 230 of the 
Communications Decency Act of 1996 
means that websites generally do not 
have to face many of these issues. Sec-
tion 230 provides that “no provider . . . 
of an interactive computer service shall 
be treated as the publisher or speaker 
of any information provided by another 
information content provider.”46 Interac-
tive computer service is broadly defined 
as “any information service, system, or 
access software provider that provides 
or enables computer access by multiple 
users to a computer server.”47 The most 
common interactive computer services 
are websites.

The immunity is lost to the extent 
that the publisher is an information 
content provider, which is defined as 
“any person or entity that is responsible, 
in whole or in part, for the creation or 
development of information provided 
through the Internet.” As the Ninth Cir-
cuit Court of Appeals explained in Fair 
Housing Council of San Fernando Val-
ley v. Roommates.com48:

A website operator can be both a ser-
vice provider and a content provider: 
If it passively displays content that is 
created entirely by third parties, then it 
is only a service provider with respect 
to that content. But as to content that 
it creates itself, or is “responsible, 
in whole or in part” for creating or 
developing, the website is also a con-
tent provider. Thus, a website may be 
immune from liability for some of the 
content it displays to the public but be 
subject to liability for other content.49

In some very limited situations, there-
fore, a website may be potentially liable 
if it helped create the content at issue, 
as happened in Roommates.com. The 
website in Roommates.com had been 
designed to match individuals looking 
to rent a room with users who were rent-
ing out a room. The website required 
users to select options from drop-down 
and check-box menus about their age, 
sex, and sexual orientation, and whether 
children live in the household, and about 
users’ preferences on these subjects.50

The majority of the Roommates.com 
court held that, by “requiring subscrib-
ers to provide the information as a con-
dition of accessing its service, and by 
providing a limited set of pre-populated 
answers, Roommate becomes much 
more than a passive transmitter of in-
formation provided by others.”51 Thus, 
the defendant could not claim immunity 
from alleged violations of the Fair Hous-
ing Act as a mere “provider . . . of an 
interactive computer service,” as defined 
by Section 230.

On the other hand, and in stark con-
trast to the EU, under Section 230 im-
munity is not lost once the publisher is 
on notice of the allegedly defamatory 
content.52 As a result, failure to take 
down a post, even one that gives rise to 
liability for the individual who posted it, 
does not take away the safe harbor for 
the website owner. 
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