How the Government’s Response to 9/11 May
Close the Doors to Open Government
DAVID A. SCHULZ

From its founding, the United States has
recognized that “[a]n informed public is
the most potent of all restraints upon misgovernment.”1 This principle was reinforced in the aftermath of Watergate
through a broad strengthening of the public’s right to inspect government documents under the Freedom of Information
Act (FOIA)2 and the Supreme Court’s
subsequent recognition of an affirmative,
enforceable constitutional right of access
to government proceedings.3 As Chief
Justice Burger explained, the right of access is critical in a democracy: “People in
an open society do not demand infallibility from their institutions, but it is difficult for them to accept what they are prohibited from observing.”4
The importance of openness as a
safeguard against governmental abuse is
reaffirmed by the short history of secrecy imposed after the events of
September 11, 2001. Errors are inevitable in such a broad and concerted
effort to sweep up sources of information as pursued by the Department of
Justice after 9/11, and some mistakes
plainly were made. In one widely reported case, a Muslim male, Abdallah
Higazy, was detained and held for several months after a guard at the hotel
next to the World Trade Center told officials that an aircraft radio was found
in Higazy’s room on 9/11.5 Although
Higazy apparently admitted at one point
during his extensive interrrogation that
he owned the radio, eventually the hotel
guard was found to have lied and
Higazy was completely exonerated.
Diligent reporters have uncovered
other troubling examples among the government’s secret detentions.6 For examDavid A. Schulz (david.schulz@
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ple, Boston cab driver Nabil Almarabh
was taken into custody a week after 9/11
but did not appear before a judge until
May 2002, nearly eight months later.7
After holding him for a total of eleven
months, the government finally conceded
it had no evidence to link Almarabh to
terrorism.8 In another case, Hady Hassan
Omar was detained in Arkansas the day
after the attacks and held for seventythree days, simply because he bought a
one-way airline ticket on the same
Kinko’s computer that had been used by
one of the 9/11 hijackers.9
As troubling as the concerns for civil
liberties that such detentions present are
the serious long-term implications for
open government suggested by the
Department of Justice’s single-minded
effort to control all information about
its actions. If embraced by the courts,
the theories that the government has advanced to defend the secrecy of the 9/11
response will permanently restrict the
public’s right to know.
This article discusses actions taken by
the Department of Justice in the wake of
9/11, including the closure of deportation
hearings and imposition of new restrictions on access to records under FOIA. It
also examines the troubling new legal
theories advanced to justify the Department’s focused control, and suggests that
these theories, if accepted by the courts,
may wreak irreversible havoc with our
system of open government.
Information Clampdown After 9/11
New awareness of our many vulnerabilities flashed through government at
every level like a bolt of lighting after
the 9/11 attacks. Some agencies temporarily closed their websites, and every
disclosure was assessed for its possible
value to a terrorist. The Federal
Aviation Administration, for example,
removed from public view on its website and withdrew from libraries the reports of its enforcement actions. The
Federal Energy Regulatory Commission
similarly removed specifications for energy facilities, the U.S. Environmental
Protection Agency removed reports

concerning the risk and prevention of
chemical accidents, and the Centers for
Disease Control removed a report on security at chemical plants.10 The Bureau
of Transportation Statistics took down
transportation atlas databases long used
by environmentalists; and EPA officials, in the name of national security,
even asked an environmental news service not to post the resumes of the
agency’s political appointees.11
At an October 2001 session for staff
in the various federal agencies, the
Department of Justice encouraged the
use of a statutory exception in FOIA that
permits withholding of “internal personnel rules and practices”12 in order to keep
confidential any information that revealed “vulnerabilities.” A few months
later, the White House chief of staff ordered agencies to withhold information
that could be exploited by terrorists, even
when the “national security” exemption
in FOIA did not directly apply.13
Steps taken in the aftermath of 9/11 by
the Attorney General and the Department
of Justice reflect an effort to maintain total
secrecy over all aspects of a massive terrorism investigation. Soon after the attack,
the government invoked the immigration
laws to detain and question an estimated
1,200 people, mostly Muslim men.
Detentions were justified by the initiation
of immigration proceedings for overstaying visas or other immigration violations.
Unlike typical deportation proceedings, however, the aliens rounded up by
the FBI after 9/11 were brought before
immigration judges in secret hearings
closed to the view of the public and the
press. Many of the detainees were held
for weeks or months before being deported. Several may still be in government custody—some eighteen months
later. None has been accused of any
crime related to the 9/11 attacks.14
According to a Los Angeles Times article published in September 2002, administration officials readily admitted
that they used the immigration laws aggressively, “and they are proud of it.”15
In addition to the hundreds of aliens
pulled in for questioning on immigra-
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tion violations, a number of individuals,
very few of whom were charged with
criminal conduct, were detained as “material witnesses” in the terrorism investigation. At least two U.S. citizens were
quietly detained as “enemy combatants”
and denied access to civilian courts.16
The Department of Justice dedicated
itself to maintaining complete control
over all information relating to its terrorism investigation. Perceiving this control
to be threatened by the prevailing legal
standards on public access to information, the Department developed a legal
strategy to rewrite those standards.
Keeping the Public Out of
Deportation Hearings
Guidelines issued by the Attorney
General have long mandated that deportation hearings conducted by the
Immigration and Naturalization Service
(INS) be open to the public in most
cases.17 The guidelines permit any hearing to be closed “in the public interest,”
but the Department of Justice did not
want to proceed on a case-by-case basis
in sealing the deportation hearings of
the hundreds of aliens rounded up after
9/11. On September 21, 2002, the chief
immigration judge issued a memorandum imposing specific new procedures
for any deportation case that the
Attorney General designates as a “special interest” case. These new procedures, which took immediate effect, required hearings in all “special interest”
cases to be closed, even to family members, and the existence of the proceeding itself kept secret. There could be no
public docket or release of any information, even to confirm or deny the existence of a proceeding.18
The INS directive became the subject
of two legal challenges by the press, one
in Michigan and the other in New Jersey.
The two lawsuits framed the same issue:
whether deportation hearings could be
completely closed on the unilateral order
of the Attorney General with no judicial
review at any point.
In Michigan, the Detroit Free Press
challenged its exclusion from a deportation hearing involving Rabih Haddad,
who had been detained for overstaying
his visa.19 Haddad had attracted press attention because he was cofounder of an
Islamic charity, the Global Relief
Foundation, which had been accused by
the Treasury Department of supporting
terrorism. The foundation’s assets were

frozen in a separate action.20 By the time
the Detroit newspaper obtained enough
information to bring an action for access
to Haddad’s deportation hearings, three
secret hearings had already been held.
In the meantime, two New Jersey
newspapers had been trying to obtain information about the large number of
aliens who had been detained in New
Jersey after 9/11. Unable to learn anything, the papers filed a facial challenge
to the INS directive that required all “special interest” proceedings to be secret.21
The stated purpose for closing the deportation hearings was to avoid the possibility that potentially sensitive information would be disclosed to terrorists.
Experts for the Department of Justice
claimed that a blanket approach to secrecy was required because even routine
information that appeared innocuous out
of context might prove valuable to terrorists as part of a broader “mosaic” of
facts. For example, the Department was
concerned that any details of how or why
a “special interest” alien was detained
“would allow the terrorist organizations
to discern patterns and methods of investigation,” and might reveal “what patterns of entry” to this country were most
likely to succeed.22
In both Michigan and New Jersey, the
newspapers argued that the blanket sealing of deportation hearings violated the
First Amendment right of access to government proceedings, and urged that a
case-by-case inquiry was required to
close specific deportation hearings. The
newspapers also challenged as ineffective the Attorney General’s blanket approach to secrecy: it barred the public
from attending hearings before immigration judges but left detainees free to disclose information to anyone they desired.
In other words, if any detainees actually
were connected to terrorist organizations,
they were free to pass on information;
only the public was kept in the dark.
Enforcing Public Right of Access
The constitutional right of access asserted
by the newspapers was first recognized by
the Supreme Court in 1980 in Richmond
Newspapers, Inc. v. Virginia.23 That case
involved the public’s right to attend a criminal trial that a Virginia judge had conducted in secret under a statute that gave
him discretion to do so. The Constitution
prevents the public’s exclusion from criminal trials in most circumstances, Chief
Justice Burger explained, because “[t]he

explicit, guaranteed rights to speak and to
publish concerning what takes place at a
trial would lose much meaning if access to
observe the trial could, as it was here, be
foreclosed arbitrarily.”24
The Court found a qualified right of
access to be implicit in the First
Amendment’s guarantees of free speech
and press, just as the right of association,
right of privacy, right to travel, and right
to be presumed innocent are implicit in
other provisions of the Bill of Rights.25
The qualified First Amendment right
of access is now recognized to be an affirmative right, enforceable by any
member of the public or the press
against abuse and overreaching by those
in power. On the basis of this qualified
right, the Department of Justice initially
lost both challenges to its secret INS
hearings. Judge Edmunds in Detroit and
Chief Judge Bissell in New Jersey separately concluded that the constitutional
right of access does apply to INS deportation hearings. Although such hearings
are conducted before an administrative
judge, deportation hearings are conducted largely like trials. They are adversarial proceedings before an impartial fact finder, where the detainee has
the right to counsel (although not at
government expense), the right to a fair
and open hearing, the right to cross-examine witnesses, the right to a statement
of the reasons for any action taken, and
the right to appeal. In Chief Judge
Bissell’s words, the qualified right of
access extends to such hearings because
there is “a history of openness in deportation proceedings” and because the
“abundant similarities between these
proceedings and judicial proceedings”
mean that the “same functional goals”
are served by recognizing a qualified
right to attend deportation hearings.26
New Theories to Restrict
the Right of Access
On appeal, the Attorney General espoused a new theory to limit severely the
right of access. Adopting an extremely
aggressive stance to defend the secrecy
of the INS hearings, he argued that the
structure of the Constitution itself precludes the recognition of any implicit
right to attend proceedings conducted by
the “political branches,” i.e., the executive and legislative branches, as opposed
to the judicial branch. In his view, the executive branch remains free to impose secrecy by fiat, with no consideration of the
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First Amendment at all.
The Attorney General’s analysis depicted Articles I and II of the Constitution
as containing their own specific “access”
requirements: Congress’s obligation to
publish a “regular Statement and Account”
of all public monies and the president’s
constitutional obligation to report annually
on “the State of the Union.”27 Because the
Constitution contains these express “access” obligations in Articles I and II, the
Attorney General contended that it must
be read to foreclose any other constitutional access obligations. Instead, the regulation of access to the political branches
was left by the Framers to the discretion of
those branches, subject only to regulation
through “democratic processes.”28
Because, the Attorney General argued,
Congress has never passed a law mandating public administrative hearings, decisions to permit public access were solely a
matter of “executive grace,” something
that the courts could not compel in the face
of constitutional silence on the issue.29
This novel argument for unfettered
executive power to impose secrecy presented some doctrinal difficulties for the
Attorney General. First, it overlooked
that the Supreme Court located the constitutional right of access in the First
Amendment, which has long been construed to impose limits on all branches
of government, not just the courts.
Moreover, the right of access was
deemed to be implicit in the First
Amendment precisely because access to
information is a necessary tool in the
hands of voters if “democratic
processes” are to function effectively in
regulating the political branches. As the
Supreme Court put it in Globe
Newspaper Co. v. Superior Court, the
First Amendment right of access is
based upon “the common understanding
that a ‘major purpose of that
Amendment was to protect the free discussion of governmental affairs.’ By offering such protection, the First
Amendment serves to ensure that the individual citizen can effectively participate in and contribute to our republican
system of self-government.”30
The Attorney General also supported
his narrowing of the right of access to
judicial proceedings by reference to the
Sixth Amendment guarantee of a “public trial” and the absence of any express
“access” provision in Article III itself.
He argued that these aspects of the
Constitution could support an inference

that the Framers intended a public right
practice.”38 Over the past two decades,
31
only to attend judicial proceedings.
many courts have found that the qualiThe reasoning of the Supreme Court in fied right of access extends to adminisrecognizing the right of access, however,
trative proceedings, including deportahad nothing to do with “access” obligation hearings.39
tions—missing or present—in Articles I
through III. Indeed, just one year before
Rejecting the Limited View of the
Richmond Newspapers, the Court specifiConstitutional Right
cally rejected the notion that the Sixth
The Attorney General’s novel theories
Amendment creates any public right of
did not fare well in the appellate courts.
access at all, finding the “public trial”
Although they reached different posiguarantee in the Sixth Amendment to be
tions on the Attorney General’s right to
an individual right extended only to crimclose deportation hearings, neither the
inal defendants.32 The First Amendment
Sixth Circuit nor the Third Circuit acright stands on other grounds.
cepted the sweeping propositions that
As an alternate argument, the
would permanently limit the right of acDepartment of Justice
claimed that administrative
proceedings should never
be subject to a right of ac- The Department argued that there
cess, even if the right exwas no “1,000-year tradition” of
tends beyond Article III
courts. The Department araccess to administrative proceedings.
gued that there was no
“1,000-year tradition” of
access to administrative
proceedings like the tradition of access to cess to judicial proceedings only. In recriminal trials relied upon by the
viewing the Michigan decision, the
Supreme Court in Richmond
Sixth Circuit rejected the entire apNewspapers. It also argued that the
proach, declaring that “[t]he Executive
Framers would never have contemplated
Branch seeks to uproot people’s lives,
public access to the operations of adminoutside the public eye and behind a
istrative agencies because the common
closed door. Democracies die behind
law never recognized such a right and
closed doors.”40 The Sixth Circuit
the ability to maintain secrecy was
agreed with the district court that a
viewed as a virtue of the unitary execuqualified right of access is attached to
the deportation hearing and, based on
tive created by the Constitution.33
On the other hand, “the Framers,
the standards announced in Richmond
who envisioned a limited Federal
Newspapers, found no proper factual
Government, could not have anticipated
basis to close the Hadid hearing. A mothe vast growth of the administrative
tion for reconsideration was denied.
state.”34 As the Supreme Court exThe Third Circuit took a different
plained just last year, “formalized adview. It credited the Attorney General’s
ministrative adjudications were all but
theory about the constitutional limitation
to the right of access as being “open to
unheard of in the late 18th century and
debate as a theoretical matter.”41 Howearly 19th century.”35 In addition, the
Supreme Court in other contexts has inever, it felt constrained by prior Third
dicated that the “vast expansion” of adCircuit precedent not to adopt such a radministrative regulation through which
ical departure on the scope of the right of
the government now operates is possiaccess. Nonetheless, the Third Circuit
ble under our constitutional system only
disagreed with the Sixth Circuit and conby adherence to certain “basic princicluded that the Department of Justice had
ples,” and these include an obligation
made a sufficient showing under the
for quasi-judicial administrative proRichmond Newspapers test that the right
ceedings generally to be “fair and
of access does not extend to INS deportaopen.”36 The Court has described an
tion hearings. It found insufficient eviopen hearing as an “inexorable safedence that these hearings were historiguard,” 37 and it has long been the “precally open and concluded that the governvailing” rule that administrative hearment had presented substantial evidence
ings are typically open, “if not by statuthat a presumption favoring open heartory mandate, then by regulation or
ings could threaten national security. The
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Third Circuit thus agreed that any public
access to deportation hearings was a matter of executive grace: “[A]lthough there
may be no judicial remedy for these closures, there is, as always, the powerful
check of political accountability on
Executive discretion.”42 The Third Circuit
also denied reconsideration.
The frontal assault on the right of access in the INS cases is disturbing because it is largely unnecessary to win
the confidentiality that the Department
of Justice has sought. The First
Amendment right of access is a qualified right and may be overcome when a
compelling interest such as national se-

ceedings: if these arguments are sufficient to deny the existence of the right
of access to all deportation proceedings,
they could equally support a contention
that no right of access exists to attend
any proceeding, even criminal trials,
that involves alleged terrorists.

Blocking FOIA Access
Beyond the challenge to the constitutional
right of access, open government since
9/11 has been threatened by both executive and legislative restrictions on the
statutory right of access under FOIA.46
The Department of Justice did not
want to reveal the names of any detainees, the circumstances
of their detention, or the
The Department did not want to nature of any charges that
may have been filed. It
reveal the names of the detainees, the produced only very limited data, such as the
circumstances of their detention, or number of people arrested, and, on occasion,
the nature of any charges. the place of birth, citizenship status, and date of
detention of some of
curity requires closure.43 Whether the
those held for immigration violations.
qualified right of access may be reHowever, freedom of information laws,
stricted in a given instance is guided by
both state and federal, presented a potena consideration of four factors laid
tial impediment to the Department’s dedown in Richmond Newspapers and its
sire to maintain control over information
progeny:
about its roundup of Muslim immigrants.
1. Whether an open proceeding is
Thus, the Department created solutions
substantially likely to prejudice a
to address this “problem.”
transcendent value;
A month after 9/11, Attorney General
2. If so, whether any alternative exAshcroft sent a memorandum to the head
ists to avoid that prejudice withof every federal agency and department,
out limiting public access;
advising that the Department of Justice,
3. If not, whether the limitation of
as their lawyer, would defend any refusal
access is narrowed (in scope and
to provide information under FOIA so
time) to the minimum necessary;
long as there was any “sound legal basis”
and
for the denial.47 The Ashcroft memoran4. Whether the limitation of access
dum replaced a presumption favoring
effectively avoids the prejudice it
disclosure that then-Attorney General
is intended to address.44
Janet Reno had adopted in 1993. Under
This four-part test is satisfied by a parReno, the Department would defend an
ticularized showing on a case-by-case
agency’s refusal to produce information
basis that open proceedings pose a direct only when the release of information
threat to a compelling interest.45 Because
could lead to “foreseeable harm.”
national security interests are “comFaced with the Department’s refusal
pelling” and “transcendent,” the fourto provide information about the depart test is well suited to protect legititainees, civil rights groups filed an FOIA
mate national security concerns without
request with the State of New Jersey,
a wholesale removal of the right of acseeking the names of those being held in
cess from all executive branch proceedstate and county jails as INS detainees. A
ings as the Attorney General urged.
New Jersey court initially ruled that the
Another concern exists regarding the
names must be disclosed under that
national security arguments advanced to state’s freedom of information law.
oppose a typical case-by-case approach
While the ruling was on appeal, howfor “special interest” deportation proever, the Department of Justice swung

into action. The INS issued a new “interim regulation” barring detention facilities that hold immigration detainees under contract with the federal government
from publicly disclosing the identity of,
or any other information about, a detainee. The regulation was to have immediate effect and would apply to all
pending requests for information, even
requests subject to court proceedings at
the time they were issued.48
Subsequently, a New Jersey appeals
court reversed the order for disclosure of
names. It held that the new Department
of Justice regulation preempted the state
freedom of information law, and rejected
arguments that the regulation was beyond
the authority of the INS commissioner
and had been adopted improperly.49
FOIA requests were also sent to three
agencies within the Department of
Justice: the FBI, Office of Information
Privacy, and INS. Invoking FOIA’s
Exemption 7, the Department rejected in
each case requests for the names of those
detained, the dates and locations of detentions, and the identities of the lawyers
representing detainees. Exemption 7 allows the government to protect from disclosure information “compiled for law
enforcement purposes” if disclosure
could reasonably be expected to “interfere with enforcement proceedings,”
“constitute an unwarranted invasion of
personal privacy,” or “endanger the life
or physical safety of any individual.”50
The Department contended that disclosure of the names of INS detainees
might deter them from cooperating in
the ongoing investigation after they
were released from custody. The
Department also suggested, apparently
without offering any evidence that any
INS detainee actually had links to terrorism, that “terrorist organizations . . .
may refuse to deal further with [the detainees]” or may threaten them and
thereby eliminate “valuable sources of
information.”51 Furthermore, it contended that releasing the names of detainees could reveal to terrorist organizations “the direction and progress of
the investigations” and allow terrorist
organizations to develop means to impede the investigation. The Department
even suggested that public release of
the names of people who had been detained “could allow terrorist organizations and others to interfere with the
pending proceedings by creating false
or misleading evidence.”52
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In asserting the right to withhold under Exception 7 the names of those detained, the Attorney General was once
again breaking new ground. Just as
Chief Justice Burger had traced the
common law right of access to criminal
trials back to the Middle Ages in
Richmond Newspapers, the litigants in
the FOIA case against the Department
of Justice traced the public disclosure
of the names of people arrested back to
the abolition of the Star Chamber in
1641. From that point forward, secret
arrests have been deemed unlawful because they lead to coerced confessions
and other unreliable statements from
detainees.53 The Federalist Paper No.
84, in which Alexander Hamilton describes a secret detention as more vile
than depriving a man of his life without
due process,54 documents the Founders’
revulsion to secret arrests.
Another Loss in District Court
Once again, the Department’s aggressive
stance did not fare well in the district
court. Judge Kessler of the U.S. District
Court for the District of Columbia rejected many of the Department’s claims,
including
• the assertion that disclosure might
deter cooperation because it assumed that terrorist organizations
did not already know its members
had been detained, something that
was entirely “implausible” given
the passage of time;
• the theory that disclosing names
would permit terrorists to “map”
the progress of the investigation
because it again assumed the detainees were not communicating
with their friends, a theory so
sweeping, according to Judge
Kessler, that it would turn the
FOIA exemption into an openended grant of authority to withhold information; and
• the contention that disclosure of
names would lead to the creation
of false evidence or evidence tampering, a claim for which the government provided no factual or
logical support.55
Judge Kessler also objected to government arguments that were based on
the assumption that the hundreds of individuals rounded up did in fact have
terrorist links when the government had
presented no evidentiary basis for believing that any detainee had an actual

connection to terrorism.56
Noting that secret arrests are “a concept odious to a democratic society,”57
Judge Kessler ordered the release of basic identifying information about the
detainees. She was unwilling to countenance a wholesale removal from public
view of information that historically has
been available, and felt compelled to reject the demand for secrecy when the
government could not demonstrate how
secrecy would advance its claimed objectives in any meaningful way:
Difficult times such as these have always tested our fidelity to the core democratic values of
openness, government accountability, and the
rule of law. The Court fully understands and
appreciates that the first priority of the executive branch in a time of crisis is to ensure the
physical security of its citizens. By the same
token, the first priority of the judicial branch
must be to ensure that our Government always
operates within the statutory and constitutional
constraints which distinguish a democracy
from a dictatorship.58

Judge Kessler also dealt with the
government’s arguments that the names
of detainees should be withheld under
FOIA exemptions intended to protect
privacy and personal safety interests.
Acknowledging that such interests
might be present, the judge directed that
detainees be required to notify the court
and “opt out” of any affirmative request
for public disclosure. Otherwise, Judge
Kessler concluded, the public interest in
knowing the names of the detainees
would prevail. An appeal of the district
court’s order is pending.
The fundamental principle behind the
federal FOIA is the public’s right to
know what its government is doing. In
passing that Act, Congress recognized
that access to government records is “critical to earning and keeping citizens’ faith
in their public institutions and to ensuring
that those institutions operate within the
bounds of the law.”59 While the Act allows information to be withheld when
reasonably necessary to protect national
security, the effort to interpret other exceptions broadly and the adoption of a
presumption against disclosure whenever
possible threaten to alter significantly the
openness of government.
Congress Also Acts
Yet another effort to restrict access to information developed on a different front
after 9/11. Through months of sometimes-heated debate, Congress wrangled
over proposals in the Homeland Security

Act (HSA) to limit the availability under
FOIA of information provided to the new
Homeland Security Department. A story
about GAO documents found in the
caves of Afghanistan became famous on
Capitol Hill.60 The focus of congressional
debate on HSA centered on whether new
FOIA limitations were actually needed,
given not only existing authority to withhold information that might damage the
national security, but also the protection
afforded trade secret information and
other commercially sensitive materials.61
Congress recognized that most of the
country’s critical infrastructure is in the
hands of private business. Business also
controls essential information about any
potential infrastructure vulnerabilities.
The drafters of HSA wanted to encourage businesses voluntarily to share this
information with the new department,
and they believed that the existing
FOIA exemptions were not adequate to
facilitate voluntary corporate disclosures. Rep. Tom Davis (R.-Va.) expressed this view:
Just last year it was discovered that the widely
used implementations of the simple network
management protocol, a fundamental element
of the Internet, contained vulnerabilities that
could expose the Internet’s infrastructure to
attack. Many companies were reluctant to give
the government information about these vulnerabilities, which were not yet mentioned in
the general press, for fear that the vulnerability
information would be forced to be disclosed
once it was in the government’s hands and this
could create substantial risk to their customers
and to the Internet and the U.S. economy.62

The alleged failure to provide sufficient protection to business information
was the primary argument for creating a
new exception to FOIA. The government could not do its job of protecting
the country from terrorists, according to
this rationale, if it did not receive the
sort of information that businesses were
reluctant to disclose.
Opponents countered that the proposed blanket exemption for business information voluntarily submitted to the
new Department of Homeland Security
was far too broad: it exempted so much
information that it would create a safety
net against public scrutiny of business
practices. Senator Leahy urged that more
secrecy would undermine rather than
promote national security. In his view,
“an overly-broad FOIA exemption would
encourage government complicity with
private firms to keep secret information
about critical infrastructure vulnerabili-
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ties, reduce the incentive to fix the problems and end up hurting rather than helping our national security.”63
Opponents also urged that new FOIA
limitations were not necessary because
the law already protected such sensitive
information:
REP. SCHAKOWSKY: I . . . repeatedly have
asked proponents of this exclusion, including
the FBI and Department of Commerce, for
even one single example of when a Federal
agency has disclosed voluntarily submitted
data against the express wishes of the industry
that submitted that information. They could
not name one case. Instead, we are told that
FOIA rules just are not conducive to disclosure, that corporations are not comfortable
releasing data needed to protect our country,
even if we are at war. Is our new standard for
deciding such fundamental questions of openness and accountability in our democracy how
comfortable industry will be?64

During the debates, many in Congress
believed that more protections against
disclosure of infrastructure information
might be needed, but viewed the initial
exemption proposed in the HSA as providing too much room for abuse. As first
proposed by the House, section 204 of
the HSA would have protected from disclosure any “critical infrastructure information,” as long as the information was
being voluntarily produced and privacy
was requested at the time the information was first furnished to the new department. Some were concerned that this
approach would require the government
to keep vast amounts of data secret, even
information furnished orally and information that businesses routinely submit
or make accessible to the government
under a number of regulations.
Only minor refinements to the new
FOIA exception were made, however,
before the law was passed following the
2002 midterm elections. As enacted,
HSA allows voluntarily submitted information to be used in criminal, regulatory, and congressional proceedings.
However, such information can be used
in a federal or state civil lawsuit by a
third party only with the written consent
of the party that submitted the information—an unlikely scenario. HSA makes
one other significant change: it imposes
criminal penalties on anyone who illegally discloses any information voluntarily provided to the department. With
its penalties of imprisonment up to one
year, fines, and dismissal from employment, HSA may someday be seen as the
first step toward a more general “official secrets” law.

The Ultimate Impact?
The attacks on 9/11 had a direct and immediate impact on the openness of government. Almost as quickly as the nation’s airspace was temporarily closed,
government websites were temporarily
shut down and scrutinized to remove information that might possibly be useful to
terrorists. From removing information
from public view to holding secret hearings outside the realm of the press and the
public, security became the prime focus
of government at every level.
The longer-term consequences for
open government, however, will result
less from these immediate reactions to
the threat of al-Qaida terrorists than from
parallel efforts to rewrite the terms of
statutory and constitutional access rights.
Such efforts will dramatically limit the
scope of the public’s right to know.
Legislative and administrative actions
threaten a significant rollback of FOIA,
and the Department of Justice has urged
the courts to limit severely the constitutional right of access to government proceedings. The Department has chosen not
merely to use existing exemptions to restrict problematic data, but to change the
ground rules by which information of all
types is made available to the public.
Nine days after the terrorist attack,
President Bush warned that the terrorists
were targeting America’s freedom: “[The
terrorists] hate our freedoms: our freedom of religion, our freedom of speech,
our freedom to vote and assemble and
disagree with each other . . . freedom and
fear are at war.”65 Unfortunately, as the
brief history since 9/11 suggests, the freedom to gather and publish information
about our government’s actions may itself fall victim to the terrorist attack.
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