Is the Federal Government Making VoIP Safer?
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As Voice over Internet Protocol (VoIP)
has increased in popularity and become a
mainstream communications technology
with more than eight million subscribers,1
concerns have emerged about its security.
VoIP technology has created security concerns in the past but recently such threats
have extended beyond VoIP users to all
telephone users. Incidents of spoofing (the
use of fake caller ID information to defraud), denial of service, spamming over
Internet telephony, and phreaking (breaking into the telephone network illegally)
are becoming more widespread with
VoIP. The federal government has begun
to take action.2 For example, on June 13,
2007, the House of Representatives unanimously passed a bill that would make
caller ID spoofing a violation, punishable
by $10,000 per each occurrence up to $1
million.3 But does this latest legislative attempt to secure VoIP make the technology
safer for phone calls? This article reviews
the security threats that have arisen with
VoIP and the federal responses to them.
Theft of Service
One early security issue that emerged
from the widespread use of VoIP was
phreaking, i.e., the theft of phone calls.
Phreaking, a term that originated from
the use of various audio frequencies to
manipulate a phone system, has become
widespread with the growing use of
VoIP. The most notorious case of phreaking took place in 2006 and led to the arrest of Edwin Pena, who hacked into the
computer networks of unsuspecting VoIP
service providers to reroute his customers’ calls. Pena sold more than ten
million minutes of service at deeply discounted rates, netting more than $1 million from the scheme.4 Stealth Communications reported that in 2007, thieves
steal 200 million minutes a month, worth
$26 million, by selling them to smaller
telecoms that either sell printed phone
cards or operate call centers.5
Although phreaking is not limited to
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VoIP, the latest rash of this crime has
been through phone services on the
Internet. Phreakers are stealing minutes
and reselling them on the black market,
but societal demands for faster phone
lines has curbed this crime somewhat
with the expansion of the traditional telephone network to T1 lines, which are
commonly leased to Internet service
providers.6 However, updating the networks still has not stopped the external
threat of phreakers using illicit phreaker
programs to attack small telecoms, which
many times lack the money for a secure
gateway server that connect a carrier’s
telephone network to the Internet.7
Today, VoIP companies are placing
the onus on consumers to uncover theft of
service. Many VoIP providers include in
their service contracts a provision that the
consumer will be liable for all use of the
service and “any and all stolen Service or
fraudulent use of the Service” until the
VoIP provider is notified.8 Some companies have turned to private VoIP networks, instead of the public Internet, to
protect themselves from phreakers.9
Companies also use user verification and
cryptographic capabilities to protect their
VoIP clients.10 Other growing protections
include firewalls, encryption, and other
software-based measures similar to those
used for data security.11
Vishing
Although traditional concerns over VoIP
safety come from the theft of service,
new security concerns exist for all telephone users because of VoIP. A prevalent security issue with VoIP is voice
fishing, also known as “vishing,” which
is the making of phone calls to solicit potential victims and gain access to their
personal information. Fraudulent telephone calls soliciting personal information are not new. However, vishing has
become even more of a problem because
VoIP phone numbers and ID can be established without the same level of verification required on a traditional phone
line.12 For instance, some incidents of
vishing involve criminals using a phone
number with a similar area code, even
the same prefix, as a local bank and

tricking victims into offering their personal information.13
Some criminals have gone so far as
to fool telephone identification services
by taking on a completely different
name and number through the use of legitimate software created to protect privacy and using it for illegal activities.14
The Washington Post has collected a
number of anecdotal reports about
spoofing scams with misleading Caller
ID and 1-800 numbers. These include
calls threatening a bench warrant for
failure to appear for jury duty and
scams that warn of a violation of Bank
of America’s Acceptable Use Policy
and then requests the account holder’s
PIN.15 In Jefferson City, Missouri, more
than 1,000 people received a phone call
that appeared to be from a local bank,
with the caller ID showing the bank’s
customer service line. The customers
were told that their accounts would be
deactivated unless they provided their
personal information to the caller.16
Although some customers did provide
personal information, the bank was notified of the scam before the alleged
criminals absconded with any funds.17
Government Regulation
The federal government has taken control
of VoIP regulation. In 2004, the Federal
Communications Commission (FCC)
ruled that Vonage and its use of VoIP
technology are exempt from state and local regulation.18 On March 21, 2007, the
U.S. Court of Appeals for the Eighth
Circuit in Minnesota Public Utility
Commission v. FCC upheld the 2004
FCC ruling, which bars states from regulating Internet-based phone services.19
The court determined that because VoIP
telephone calls can be made from nearly
anywhere and are thus an interstate service, no single state can appropriately regulate VoIP services.20 This ruling reaffirmed the federal government’s responsibility to take action to make VoIP technology safe for the general public.
Congress has generally deferred the
regulation of VoIP to the FCC although
it has passed or considered some legislation that impacts VoIP. For example,
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in 2004, both the House and the Senate
considered bills that would disallow
states to regulate VoIP or limit the
FCC’s authority to regulate VoIP, but
neither bill was adopted.21 In 2004, the
FCC blocked the Minnesota Public
Utilities Commission from applying its
traditional telephone company regulations to Vonage service. This exempted
the VoIP service provider from complying with the state’s laws and regulations
governing a “telephone company,” such
as those dealing with authority, tariffs,
and 911 emergency services.22
The Telecommunications Act of 1996
mandated that VoIP be defined as either a
telecommunications service similar to an
incumbent or competitive telephone company, or as an information service exempt
from state regulations.23 The 2004 FCC
order clarifies that VoIP providers are to
be considered providers of information
services, not telecommunications carriers
as defined by the Telecommunications
Act.24 Still, Congress has proposed bills
that do have the indirect effect of addressing VoIP service. H.R. 251, which would
impose fines for spoofing, is currently before the Senate.
The FCC has taken steps to regulate
VoIP, but many issues regarding privacy and security still remain. One early
regulation of VoIP concerned 911 capabilities.25 The FCC imposed Enhanced
911 (E911) obligations on providers of
interconnected VoIP services, requiring
the network to automatically provide a
911 caller’s originating number and, in
most cases, location information to
emergency service personnel.26
In addition, VoIP providers must
contribute to the Universal Service
Fund that supports communications
services programs such as E-Rate,
which provides Internet access to public
schools and libraries.27 Further, the FCC
requires VoIP providers to comply with
the Communications Assistance for
Law Enforcement Act (CALEA) of
1994. CALEA allows enforcement
agencies to conduct electronic surveillance as similarly required for all traditional telephone providers.28 This FCC
requirement was reaffirmed in 2006,
clarifying that May 14, 2007, was the
CALEA compliance deadline for facilities-based broadband Internet access
and interconnected VoIP services.29
However, neither of these steps addressed regulations securing VoIP.

Future Regulation
With VoIP still largely unregulated, the
next issue that the federal government
will likely address in increasing the
medium’s security is Customer Proprietary Network Information (CPNI). CPNI
is data specific to individual customers
generated when customers make calls, including call detail records, call volumes,
customer account information, billing information, technical information, service
destination, and the service plans to which
a customer subscribes.30 Some industry insiders believe that with a little detective
work, CPNI data can reveal customers’
Internet service provider.31
The Telephone Records and Privacy
Protection Act, which Congress passed
last year, amended the federal criminal
code to prohibit obtaining, or attempting
to obtain, confidential phone record information from a telecommunications
carrier for all phone customers, including
VoIP subscribers.32 In 2006, the
Prevention of Fraudulent Access to
Phone Records Act was proposed in
Congress and was resubmitted in 2007.33
This is one of the bills proposed to create
new consumer data protection laws by
placing stricter requirements on the collection of personal information. Privacy
advocates and companies are at odds on
the proposed national guidelines and
their effect on states’ regulation of privacy, but a bill such as the Prevention of
Fradulent Access to Phone Records Act
could provide a baseline of expected
consumer protection.34 Although the proposed act does not directly address VoIP,
it seeks to address CPNI protection
measures used by telecommunications
carriers.35 The act would permit a
telecommunications provider to use aggregated data for its own usage, such as
to improve service and solicit new business, but would require customer information to remain private.36 The proposed
measures include: (1) requiring telecommunications carriers to institute customer-specific identifiers to access
CPNI; (2) encryption of CPNI or other
safeguards to secure the data; and (3)
deletion of CPNI after a reasonable period of time if storage is no longer necessary.37 Representative John Dingell,
chairman of the House Committee on
Energy and Commerce, is optimistic that
the Act will be brought to the House
floor in 2007, and a similar bill is proposed in the Senate.38 In summary, these

proposed measures would require greater
verification to access a person’s proprietary information.
Conclusion
The recent proposals by Congress to regulate use of CPNI, impose the Records
Privacy Act, and criminalize spoofing reflect the government’s concern about the
security issues present in VoIP usage. As
our information society becomes more
interconnected, these security issues
must be addressed. As more people use
VoIP for their telephone calls, the need
for regulations and legislation protecting
against the dissemination of private information and preventing fraud continues to increase.
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