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I. EXECUTIVE SUMMARY

The Health Information Technology for Economic and Clinical Health Act (the “HITECH Act”), signed into law on February 17, 2009 as part of the American Recovery and Reinvestment Act (ARRA), reshapes the regulation of the privacy and security of patient health information.  The HITECH Act does this by imposing new privacy and security requirements under, and significantly altering key concepts and foundations of, the Health Information Portability and Accountability Act (“HIPAA”).  

One of the most significant changes is the regulation of business associates under HIPAA.  Before the HITECH Act, the HIPAA privacy and security requirements applied only indirectly to business associates.  Any privacy or security requirements were made applicable to business associates only through a business associate agreement (“BAA”) created between a covered entity and a business associate.  Effective February 17, 2010, pursuant to the HITECH Act, many of the HIPAA standards will apply directly to business associates, and business associates will be subject to the same civil and criminal penalties as covered entities.

Under the HITECH Act, HIPAA privacy and security requirements “shall be incorporated into the BAA between the business associate and the covered entity.”  This phrase has caused confusion among covered entities, business associates and their attorneys.  The confusion is over whether “shall be incorporated” means covered entities must amend all their BAAs to include the provisions of the privacy and security rules made directly applicable to business associates under the HITECH Act or rather means the such rules are directly applicable to business associates by virtue of the HITECH Act without such amendment.  For the reasons stated in this paper, the Department of Health and Human Services (HHS) should, through rulemaking, confirm that such amendment is (or is not) required by the HITECH Act.

It is the considered opinion of the authors that requiring covered entities and business associates to affirmatively amend their BAAs places an undue burden on the health care industry.  Documenting satisfactory assurances from business associates now and each time a substantive obligation is added or changed will hamper efforts to focus on best practices and other substantive privacy and security policies and procedures for implementing the HITECH Act.  Covered entities (which in most cases have numerous, even hundreds of, BAAs) should be given the flexibility to employ resources as necessary to address the BAA requirements and obligations under the HITECH Act.  

Regardless of whether the BAAs contain the additional requirements, courts will incorporate them by law into the agreement, because business associates are subject to the additional requirements irrespective of whether they appear in the agreement.  Nonetheless, numerous legal and policy arguments, as described in this paper, support HHS’ discretion to specify in its rulemaking that covered entities should not be required to amend all their BAAs to give effect to the changes enacted by the HITECH Act.

II. INTRODUCTION

When Congress passed the HITECH Act,
 it ushered in a new era for the federal regulation of medical information privacy and security.  The legislative intent expressed in the HITECH Act represented a shift in how privacy and security laws will apply to entities defined as “business associates”
 under HIPAA. 

Before the HITECH Act, the HIPAA privacy and security requirements applied only indirectly to business associates; business associates were not directly required to implement any of the detailed requirements of the HIPAA privacy and security rules.  Before the HITECH Act, any privacy or security requirements were made applicable to business associates only through a BAA created between a covered entity and a business associate.  A business associate that failed to abide by the BAA only faced a breach of contract claim from the covered entity, and was not subject to any administrative or criminal penalties.  Effective February 17, 2010, pursuant to the HITECH Act, many of the HIPAA standards will apply directly to business associates, and business associates will be subject to the same civil and criminal penalties as covered entities.

The HITECH Act states that privacy and security requirements applicable to business associates “shall be incorporated into the BAA between the business associate and the covered entity.”
  The phrase “shall be incorporated” has caused confusion among covered entities, business associates and their attorneys.  The confusion is whether “shall be incorporated” means covered entities must amend all their BAAs to include the provisions of the privacy and security rules made directly applicable to business associates under the HITECH Act.  For the reasons set forth in the paper, it is the considered opinion of the paper’s authors that HHS should not require covered entities to amend all their BAAs to incorporate the changes enacted by the HITECH Act.

III. POLICY AND PRACTICAL CONSIDERATIONS

Besides the legal and statutory issues presented below, there are policy and practical considerations for HHS to consider.  Establishing the amendment of BAAs to be self-executing allows covered entities and Business Associates to focus on implementing enhanced protections and substantive requirements.  Given the tight implementation schedule for the privacy and security provisions created by HITECH, covered entities and their business associates need to use their time wisely to review HHS regulatory guidance and focus on new and revised substantive obligations. 

The relationship between covered entities and their business associates will necessarily need to be flexible over the next several years as the parties consider the respective HITECH obligations that come into play including breach notification, use of limited data sets to the extent practicable, accounting of disclosures, compliance with individual requests to restrict health plan disclosures, minimum necessary data sets, etc.  Busy times are ahead and the roadmap includes changes occurring throughout the next several years.  While BAAs perform an important role in documenting substantial assurances of compliance, the compliance is now required by law during each stage of the HITECH regulatory roll out.  Amending BAAs could become busy work for covered entities and BAs alike. HHS could remedy this by considering the BAAs to be updated by operation of law and permitting covered entities and BAs to discuss appropriate execution of the substantive requirements of the law. 

As an example, covered entities and business associates have just recently received notice of their respective breach reporting obligations in the HHS Interim Final Rule published August 24, 2009 at 74 Fed. Reg. 42740 (the IFR or “Breach Notification Rule”). HITECH Breach Notification is effective now with or without an amended BAA.  The Breach Notification Rule places new obligations on both parties that substantially impacts the business relationship and how to address notice to the covered entity, risk assessments, individual notification, breach logs, etc.  Parties should be able to rely on HITECH itself and the IFR as forming the basis for mutual expectations without having to amend existing BAAs.  For example, under §164.410 of the Breach Notification Rule, BAs must report breaches to covered entities without unreasonable delay and no later than 60 days from the date the BA discovers the breach.  The Covered Entity should not have to amend its BAA to trigger this obligation, but should be permitted to do so if, for example, it wants to contract for a tighter timeframe.

Moreover, in the impact statement of the Breach Notification Rule, HHS estimated that most entities have only a few BAs.  (See IFR at 42760.)  The typical hospital has hundreds of BAs.  HHS needs to understand the number and scope of BAs whose information privacy and security management practices are now to be regulated directly.  

While some covered entities will desire to amend BAAs for business reasons, they may wish to focus on those business associates presenting the highest risk.  Other covered entities have simply implemented protocols for handling security breach reporting to the covered entity and notifying BAs how to reach someone at the CE to fulfill their reporting obligations.  Many covered entities are working closely with their business associates to not only develop procedures, but also assess their technologies for availability of the “encryption safe harbors.”  

The best regulatory approach is for HHS to consider HITECH responsibilities to be incorporated by law and regulation to give covered entities and business associates the discretion to decide if and when amending their BAAs is appropriate.  Given the breadth of the changes in the HITECH Act, covered entities and business associates are actively reviewing and analyzing current HIPAA policies and procedures.  Inevitably, the new requirements in the HITECH Act and the regulatory guidance that has and will follow are likely to lead to broad scale changes to existing business associate relationships.  Placing another layer of mandated amendments of BAAs, solely for the purpose of incorporating the privacy and security requirements made applicable to business associates under the HITECH Act, will hamper other, more important compliance efforts of covered entities and business associates.  In this instance, putting form (requiring express amendments of BAAs) over substance (encouraging covered entities and business associates to address and implement the substantive requirements of the HITECH Act) will not further the HITECH Act’s overall policy of enhancing the protections of individual health information.  
Neither party should be considered to have violated HIPAA merely for not having amended their BAA.  To require immediate amendment while the regulatory process is underway and continuing amendment each time a new HITECH rule is promulgated, imposes an additional layer of unwarranted and indeterminate administrative burdens that distract from the necessary substantive focus required under HITECH. 

Notwithstanding the strong arguments favoring the incorporation of HITECH provisions into BAAs by operation of law, should HHS adopt a contrary view, it should exercise regulatory discretion on timing of the compliance date.  HHS should state its view, offer guidance to covered entities and business associates, and provide sufficient notice for compliance before sanctions are imposed.  HHS exercised this discretion when finalizing the Breach Notification Rule.  Although the Breach Notification Rule was effective September 23, 2009, HHS set a compliance date in February, 2010, to provide short-term relief and allow entities to proceed in good faith without risk of immediate sanctions.  To the extent that HHS determines it has a statutory and policy basis for requiring BA Agreements to be immediately amended, it should exercise discretion to set a realistic compliance date for amending BAAs.

IV. REGULATION OF BUSINESS ASSOCIATES BEFORE THE HITECH ACT

On August 14, 2002, HHS issued regulations to protect the privacy
 of individually identifiable health information (the “Privacy Rule”) and HHS issued security
 regulations on February 20, 2003 (the “Security Rule”).  Both the Privacy Rule and the Security Rule contain regulations that applied indirectly to the conduct of business associates.

A. Business Associates and the Privacy Rule

Before the passage of the HITECH Act, the regulations in the Privacy Rule did not directly apply to business associates.  If a covered entity used another person or entity to perform a covered use or disclosure of PHI, the covered entity was required to enter into a BAA with the person or entity.  The person or entity became a business associate of the covered entity, and became obligated through the BAA to comply with certain requirements of the Privacy Rule.  For example, the Privacy Rule required all BAAs to prohibit business associates from using or further disclosing PHI in a manner that would violate the Privacy Rule.  Unauthorized use or disclosure of PHI by business associates was not prohibited directly by the Privacy Rule, but only indirectly through the BAA.

B. Business Associates and the Security Rule

Similarly, the requirements of the Security Rule did not directly apply to business associates.  The Security Rule set forth requirements that must be followed by covered entities that transmit any PHI in electronic form.  Subject to some exceptions, a covered entity can permit a business associate to create, receive, maintain, or transmit electronic PHI on the covered entity’s behalf if the covered entity obtains satisfactory assurances (in a BAA) that the business associate will appropriately safeguard the information.
  For example, the BAA must provide that the business associate will implement appropriate administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the e-PHI that it creates, receives, maintains, or transmits on behalf of the covered entity.  The implementation of appropriate safeguards was not required directly of business associates by the Security Rule, but only indirectly through a BAA with a covered entity.

C. Penalties for Violating BAA

Under the Privacy Rule and the Security Rule, if a business associate violated a term of its BAA with a covered entity, the business associate was not subject to any administrative or criminal penalties; only covered entities faced civil and/or criminal penalties for violating the requirements of the HIPAA Privacy or Security Rules.  The only penalty risked by a business associate for breaching its BAA was a potential breach of contract claim from the covered entity.  However, unless the covered entity sustained economic damages from the business associate’s breach, the covered entity would have little incentive to bring such a claim against the business associate.
V. REGULATION OF BUSINESS ASSOCIATES UNDER THE HITECH ACT

The HITECH Act applies many of the HIPAA regulations directly to business associates.  In addition, under the HITECH Act, business associates that violate applicable HIPAA regulations will be subject to the same civil and criminal penalties as covered entities.
A. Business Associates and the Privacy Rule after the HITECH Act

Section 13404 of the HITECH Act expressly requires that a business associate comply with 45 C.F.R. Section 164.504(e) of the Privacy Rule if the business associate desires to use or disclose protected health information that the business associate obtains or creates pursuant to a BAA.  Section 164.504(e) contains various requirements imposed on business associates as follows:

· The BA is not authorized to use or further disclose protected health information in a manner that would violate the requirements of the Privacy Rule if done by the covered entity except for the business associate’s use and disclosure of protected health information for the proper management and administration of the BA and the business associate’s provision of data aggregation services relating to the health care operations of the covered entity.

· The BA must  LISTNUM NumberDefault \l5 \s1 \* MERGEFORMAT  not use or further disclose the protected health information except as permitted or required by the BAA or as required by law,  LISTNUM NumberDefault \l5 \* MERGEFORMAT  use appropriate safeguards to prevent the use or disclosure of the information,  LISTNUM NumberDefault \l5 \* MERGEFORMAT  report to the covered entity any use or disclosure of the information of which it becomes aware,  LISTNUM NumberDefault \l5 \* MERGEFORMAT  ensure that any agents including subcontractors to whom the business associate provides protected health information agrees to the same restrictions and conditions that apply to the business associate with respect to the protected health information,  LISTNUM NumberDefault \l5 \* MERGEFORMAT  make available protected health information in accordance with appropriate access requirements,  LISTNUM NumberDefault \l5 \* MERGEFORMAT  make available protected health information for amendment,  LISTNUM NumberDefault \l5 \* MERGEFORMAT  incorporate any amendments to protected health information in accordance with applicable rules,  LISTNUM NumberDefault \l5 \* MERGEFORMAT  make available the information required to provide an accounting of disclosures,  LISTNUM NumberDefault \l5 \* MERGEFORMAT  make its internal practices, books and records available to the HHS Secretary for purposes of determining compliance, and  LISTNUM NumberDefault \l5 \* MERGEFORMAT  return or destroy all protected health information at the termination of the BAA.

Section 13404 of the HITECH Act also expressly applies the additional privacy requirements of the Act to the BA and provides that such requirements “shall be incorporated into the BAA between the business associate and the covered entity.”  In addition, the HITECH Act at Section 13404(b) expressly applies the so-called “snitch provision” of HIPAA found in Section 164.504(e)(1)(ii) of the Privacy Rule to a business associate in the same manner that such provision applies to a covered entity.  Consequently, the business associate is under an affirmative duty to either take reasonable steps to cure the breach or other violation of the covered entity or terminate the BAA if feasible.  If termination is not feasible, the business associate must report the breach or violation to the HHS Secretary.  There is some ambiguity and confusion concerning whether the business associate’s obligation to cure or terminate in light of a breach by the covered entity applies to the covered entity’s duties under the BAA or broadly the covered entity’s obligations and requirements under HIPAA.  

The additional privacy requirements that the HITECH Act establishes and that are then imposed on business associates pursuant to Section 13404 of the HITECH Act include the following: 

· Minimum Necessary Disclosures – The HITECH Act requires HHS to issue affirmative guidance as to the meaning of minimum necessary.  Prior to issuance of the guidance, covered entities must limit all permitted disclosures to a limited data set of the PHI or in limited circumstances, to the extent minimum necessary as determined by the disclosing covered entity. 

· Disclosures to Health Plans – After the HITECH Act, covered entries must follow the direct request of an individual to not disclose or use PHI when the disclosure or use is to a health plan for payment or health care operations and the PHI pertains to items or services for which the receiving provider received payment in full. 

· Marketing and Fundraising Communications – HITECH specifically identifies communications that are marketing and not health care operations.  Under the HITECH Act, a communication concerning products or services that encourages recipients to purchase or use the product or service is a communication for health care operations only if the communication (a) describes products or services, (b) concerns the treatment of the individual, or (c) relates to case management services or care coordination.  All other communications concerning products or services encouraging the recipient to purchase or use the products or services are marketing communications and, with the exception of certain face-to-face communications, are prohibited when using PHI.  Even if the communication is for health care operations, after the HITECH Act, disclosing covered entities may not receive direct or indirect remuneration for such communications.  The HITECH Act requires that fundraising communications contain clear and conspicuous opt-out language.  If the recipient opts out of the communication, covered entities must treat the opt-out as a revocation of any authorizations previously provided under HIPAA. 

· Accounting of Disclosures – The HITECH Act provides individuals with a right to receive an accounting of all disclosures of protected health information made through EHRs for the purposes of treatment, payment, or health care operations.  The right to an accounting applies only to disclosures through EHRs and the accounting period is limited to the three years prior to the request.  

· Access to PHI – An individual may request a copy of his or her EHR in the electronic format maintained by the covered entity and may instruct the covered entity to forward the electronic health record to any designated person at the entity’s labor cost only. 

· Prohibition on Sale of PHI – After the HITECH Act, covered entities or BAs may not directly or indirectly receive remuneration in exchange for any EHR or PHI unless a valid authorization is obtained.  A limited number of exceptions to this rule are applicable for such things as public health activities, research, and treatment.

B. Business Associates and the Security Rule after the HITECH Act

Under the HITECH Act, BAs will be directly subject to the administrative, physical and technical safeguard requirements of the Security Rule, as well as the requirements to maintain policies, procedures, and documentation of security activities “in the same manner that such sections apply to the covered entity.”
  Accordingly, business associates must implement reasonable and appropriate policies and procedures to incorporate the following requirements:

· Administrative Safeguards – In accordance with 45 C.F.R. § 164.308, business associates must: (1) implement policies and procedures to prevent, detect, contain, and correct security violations; (2) Identify the security official who is responsible for the development and implementation of the policies and procedures required by the Security Rule for the business associate; (3) Implement policies and procedures to ensure that all members of its workforce have appropriate access to electronic PHI, and to prevent those workforce members who do not have access from obtaining access to electronic protected health information; (4) Implement policies and procedures for authorizing access to electronic PHI that are consistent with the applicable requirements of the Privacy Rule; (5) Implement a security awareness and training program for all members of its workforce (including management); (6) Implement policies and procedures to address security incidents; (7) Establish (and implement as needed) policies and procedures for responding to an emergency or other occurrence (for example, fire, vandalism, system failure, and natural disaster) that damages systems that contain electronic PHI; and (8) Perform a periodic technical and nontechnical evaluation, based initially upon the standards implemented under this rule and subsequently, in response to environmental or operational changes affecting the security of electronic PHI, that establishes the extent to which an entity's security policies and procedures meet the requirements of the Security Rule.
· Physical Safeguards – In accordance with 45 C.F.R. § 164.310, business associates must: (1) Implement policies and procedures to limit physical access to its electronic information systems and the facility or facilities in which they are housed, while ensuring that properly authorized access is allowed; (2) Implement policies and procedures that specify the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific workstation or class of workstation that can access electronic PHI; (3) Implement physical safeguards for all workstations that access electronic protected health information, to restrict access to authorized users; and (4) Implement policies and procedures that govern the receipt and removal of hardware and electronic media that contain electronic protected health information into and out of a facility, and the movement of these items within the facility.

· Technical Safeguards – In accordance with 45 C.F.R. § 164.312, BAs must: (1) Implement technical policies and procedures for electronic information systems that maintain electronic PHI to allow access only to those persons or software programs that have been granted access rights; (2) Implement hardware, software, and/or procedural mechanisms that record and examine activity in information systems that contain or use electronic PHI; (3) Implement policies and procedures to protect electronic PHI from improper alteration or destruction; (4) Implement procedures to verify that a person or entity seeking access to electronic PHI is the one claimed; and (5) Implement technical security measures to guard against unauthorized access to electronic PHI that is being transmitted over an electronic communications network.
The HITECH Act goes on to provide that “additional requirements of this title that relate to security and that are made applicable with respect to a covered entity shall also be applicable to such BAs and shall be incorporated into the BAA between the business associate and the covered entity.”
  The only “additional requirement” in the HITECH Act related to security is the unsecured breach reporting requirement.

In addition, business associates must also comply with annual guidance published by HHS relating to security.  On an annual basis, the Secretary of HHS shall, “issue guidance on the most effective and appropriate technical safeguards for use in carrying out” the provisions of the Security Rule.
  This annual guidance that is applicable with respect to covered entities, “shall also be applicable to such a business associate . . . .”
  The guidance must also be “incorporated into the BAA between the business associate and the covered entity.”
 

C. New Penalties Assessable against Business Associates

Under the HITECH Act, BAs are now subject to the same criminal and civil penalties that may be assessed against covered entities that violate the Privacy or Security Rule.  The criminal penalties appear in Section 1177 of the Social Security Act.  The civil penalties, at Section 1176 of the Social Security Act, were dramatically increased by the HITECH Act.  The HITECH Act amended the amount of the civil penalties to establish different tiers of penalties that depend on the nature and extent of the violation and the nature and extent of the harm resulting from the violation.  The HITECH Act defines the tiers of penalties as follows: 

· Tier A (if the offender did not know, and by exercising reasonable diligence would not have known, that he or she violated the law): $100 for each violation, except that the total amount imposed on the person for all such violations of an identical requirement or prohibition during a calendar year may not exceed $25,000.

· Tier B (if the violation was due to reasonable cause and not willful neglect): $1,000 for each violation, except that the total amount imposed on the person for all such violations of an identical requirement or prohibition during a calendar year may not exceed $100,000.

· Tier C (if the violation was due to willful neglect but was corrected): $10,000 for each violation, except that the total amount imposed on the person for all such violations of an identical requirement or prohibition during a calendar year may not exceed $250,000.

· Tier D (if the violation was due to willful neglect and was not corrected): $50,000 for each violation, except that the total amount imposed on the person for all such violations of an identical requirement or prohibition during a calendar year may not exceed $1,500,000.

VI. INCORPORATING THE CHANGES OF THE HITECH ACT INTO BAAs
The HITECH Act provides that provisions of the Privacy and Security Rule made directly applicable to BAs “shall be incorporated into the BAA between the business associate and the covered entity.”
  Whether the phrase “shall be incorporated into the BAA” requires parties to affirmatively amend their existing BAAs has caused considerable confusion and debate in the industry.

There are two competing interpretations of this statutory language.  First, the language could be interpreted to require parties to amend their BAAs to expressly include the additional privacy and security requirements imposed on the business associate under the HITECH Act.  Another interpretation suggests that this statutory language simply confirms that the additional privacy and security requirements of the HITECH Act are incorporated by operation of law into BAAs, and parties are not required to affirmatively amend their BAAs.  For the reasons described below, the latter interpretation of this statutory language —that the newly enacted privacy and security provisions of the HITECH Act are incorporated into BAAs by operation of law, and it is not necessary for covered entities or business associates to amend their BAAs –is reasonable and the most appropriate.

A. Statutory Purpose of the HITECH Act

The statutory purpose and context of the HITECH Act will play a pivotal role in construing and interpreting whether the phrase “shall be incorporated” requires covered entities and business associates to amend their BAAs.  A cardinal rule of statutory construction is that a statute should be read as a harmonious whole, with its various parts being interpreted within their broader statutory context in a manner that furthers statutory purposes.  The meaning of a specific statutory directive may be shaped, for example, by that statute’s definitions of terms, by the statute’s statement of findings and purposes, by the directive’s relationship to other specific directives, by purposes inferred from those directives or from the statute as a whole, and by the statute’s overall structure.  Justice Scalia of the Supreme Court has noted, “statutory construction is a holistic endeavor[;] a provision that may seem ambiguous in isolation is often clarified by the remainder of the statutory scheme because the same terminology is used elsewhere in a context that makes its meaning clear or because only one of the permissible meanings produces a substantial affect that is compatible with the rest of the law.”
  Put differently, “courts will construe the details of an act in conformity with its dominating general purpose, will read text in the light of context, and will interpret the text so far as the meaning of the words fairly permits so as to carry out in particular cases the general expressed legislative policy.”

The HITECH Act should be construed and interpreted consistently with its statutory purpose and context in regards to BAs.  The overall statutory purpose and context of the HITECH Act’s change in the regulation of business associates was to make business associates directly liable for complying with the Privacy and Security Rules rather than relying solely upon covered entities to obtain satisfactory assurances from business associates as to how protected health information would be handled.  This statutory purpose in turn, therefore, de-emphasizes the significance of the BAA as the instrument through which BAs may be held liable for violating HIPAA requirements.  

The HITECH Act dramatically shifts how business associates are regulated.  Before the HITECH Act, business associates were not directly subject to either the Privacy or Security Rules.  The OCR could not investigate, penalize or recommend for prosecution any BA who had violated a provision of the Privacy or Security Rules.  Any attempt to enforce HIPAA requirements by fine or prosecution could only be applied to covered entities.   

Previous to the HITECH Act, the only conduit through which business associates could be held responsible for violating the Privacy or Security Rules was the BAA.  If a BA violated the agreement, the only penalty risked by a business associate was a breach of contract claim from the covered entity.  Covered entities could terminate BAAs or sue for any possible damages if a BA did not adhere to the privacy and security requirements in their agreements.  However, as noted above, unless the covered entity sustained economic damages from the business associate’s breach, the covered entity would have little incentive to bring such a claim against the BA.

The HITECH Act changes this statutory scheme.  The HITECH Act expresses a clear policy that business associates are to be directly regulated and held accountable for their actions.  Regulators may now directly pursue violations of the Privacy and Security Rules committed by BAs.  The BAA no longer serves as the only point of access to enforcing HIPAA against business associates.

Interpreting the HITECH Act to require parties to amend existing BAAs would seem to suggest that the agreement is still the enforcement tool used to penalize business associates for HIPAA violations.  As the HITECH Act now permits direct enforcement against business associates for violating a provision of the Privacy or Security Rule, it should be of little importance whether a provision that can be directly enforced against business associates also appears in the BAA.  Accordingly, any statutory construction or interpretation of the HITECH Act to require parties to amend their BAAs to create these obligations ignores the additional tools given to OCR to penalize business associates for violations under the HITECH Act itself.

Furthermore, any contrary construction or interpretation of the HITECH Act may not only fail to further the statutory context and purpose of the HITECH Act, but also directly thwart Congress’ express intent.  Congress could not have intended that express amendments of BAAs to incorporate the HITECH Act mandates is a precondition to direct enforceability of the applicable Security and Privacy Rules against business associates.  If this were the case, business associates could presumably escape direct liability under the HITECH Act by simply refusing to amend their BAAs.  In that context, the only penalty would be against the covered entities (and possibly the business associates) for failing to amend, which penalty would be similar to the current scenario when a covered entity and business associate do not for whatever reason enter into a BAA.  Congress clearly did not want to create a situation where the difference between a technical violation for failure to amend and a direct violation of the Security and Privacy Rules centered on whether the parties amended their BAAs.  

As to any possible penalties under the HITECH Act for failing to amend, an interpretation has been suggested that the failure to expressly amend existing BAAs to expressly incorporate the new provisions is itself a violation of the HITECH Act. This interpretation, however, does not comport with the statutory context and purpose of the HITECH Act.  Given Congress’ intent, the more appropriate scenario would involve business associates being directly liable for their own violations of the Security and Privacy Rules.  Requiring amendments would not enhance OCR’s ability to pursue business associates directly for their violations.  At most, it would aid covered entities in their efforts to monitor compliance through BAAs.  

B. Plain Meaning Interpretation of the HITECH Act

A general principle for construing and interpreting statutory language is the plain meaning rule.  This rule generally provides that statutory language will be construed and interpreted in accordance with its plain meaning.  

The language in the HITECH Act does not say that BAAs need to be amended.  Nowhere in the HITECH Act do the words “amend” or “revise” appear.  HHS can reasonably construe the phrase “shall be incorporated” in this context to simply mean that the additional requirements on business associates are incorporated by operation of law into BAAs.  By interpreting the HITECH Act to require affirmative amendments of BAAs, HHS may impose an obligation that is not reflected in the plain meaning of the language used in the HITECH Act.

In addition, the language used in the HITECH Act to impose the additional requirements on business associates is written in the passive voice.  The statute states that “the additional requirements shall be incorporated” into the BAA.  The language is silent as to which party—the covered entity or the business associate—must take steps to amend and would thus be liable for failing to amend.  Congress could have written the statute to specifically obligate covered entities or business associates to affirmatively amend their BAAs to incorporate the applicable provisions of the Privacy and Security Rules, but it did not.  The plain meaning of the language of the HITECH Act, as written in the passive voice, suggests that neither covered entities nor business associates are affirmatively required to amend existing agreements. 

C. Statutory Silence in the HITECH Act

The HITECH Act is silent as to whether the new security and privacy provisions are incorporated by operation of law into existing BAAs.  In some cases, Congress intends silence to rule on a particular statutory application while in others Congress’ silence signifies merely an expectation that nothing more need to be said to effectuate the relevant legislative objective.  In still other instances, silence may reflect the fact that Congress has not considered an issue at all.  Inference drawn from Congressional silence certainly cannot be credited when the inference is contrary to all other textual and contextual evidence of Congressional intent.

Any perceived silence in the HITECH Act may lead to various inferences of Congressional intent.  Nevertheless, a reasonable inference in this context is that the language of the HITECH Act is self operative and incorporates the new security and privacy provisions by operation of law.  

The other language used in the HITECH Act and the context behind expanding direct liability under HIPAA to business associates illustrates this inference.  For instance, Section 13401 of the HITECH Act imposes specific provisions of the Security Rule on business associates.  Section 13401 does not provide that these provisions “shall be incorporated” into the BAA.  The inference drawn from this language is two-fold.  First, an inference can be drawn that Congress did not consider the issue of having to amend business associates agreements to make these provisions applicable to business associates.  Alternatively, there could be an inference that Congress acknowledged that it could make these provisions applicable to business associates without incorporation of the provisions in BAAs.  

Despite which inference is the most appropriate, any inference drawn from this silence that requires express amendment of BAAs is inappropriate.  If Congress could make the specific Security Rules applicable to business associates without amending BAAs, Congress could do the same with the new HITECH Act provisions.  There is nothing compelling about the new HITECH security and privacy requirements that would mandate the express incorporation in the BAA before such requirements could be directly enforced against business associates.

The context of the HITECH Act supports a similar inference.  The overarching policy of the privacy and security provisions in the HITECH Act is to improve the security and privacy of PHI by bolstering and expanding the current HIPAA Rules.  The most significant example of this policy is the extension of HIPAA directly to business associates.  Congress clearly wanted business associates to stand in the shoes of covered entities.  Any inference that would require an express amendment to existing BAAs to make business associates directly liable under HIPAA is contrary to Congressional intent in the context of the HITECH Act.  

D. Courts Incorporate Applicable Law into Contracts

There are many statutes that require parties to incorporate specific language or provisions into their private contracts.  Statutes such as this arise in many areas of the law, in both state and federal law.  These statutes are often the subject of litigation.  When faced with a contract that does not expressly contain required provisions of law, courts incorporate applicable law into the contract.  The courts’ inclination to incorporate statutory provisions into private contracts supports the interpretation of the HITECH Act that business associates should not be required to amend their existing contracts to comply with the HITECH Act.

Various different courts have stated that they will incorporate applicable law into private contracts.  In New Jersey, “As a general matter, legislative and other regulatory enactments are a silent factor in every contract, and parties in New Jersey are likewise presumed to have contracted with reference to the existing law.”
  In Kansas, “Into all contracts, whether made between States and individuals or between individuals only, there enter conditions which arise not out of the literal terms of the contract itself; they are superinduced by the preexisting and higher authority of the laws of nature, of nations, or of the community to which the parties belong, they are always presumed and must be presumed to be known and recognized by all, they are binding upon all, and they need never, therefore, be carried into express stipulation, for this could add nothing to their force.”
  In Wyoming, “Parties to a contract are presumed to enter into their agreement in light of existing principles of law.”
  In the Second Circuit, “When parties enter into contract, they are presumed to accept all rights and obligations imposed on their relationship by law.”
  And in New Mexico, “contract incorporates relevant law, regardless of whether it is referred to in agreement.”

The “additional requirements” of the HITECH Act will be enforceable against business associates as of the effective date of the statute.  Regardless of whether the BAAs contain such “additional requirements”, courts are likely to incorporate them by law into the contract, because business associates are subject to the “additional requirements” regardless of whether they appear in the agreement.  Accordingly, interpreting the HITECH Act to incorporate the “additional requirements” into BAAs by operation of law is reasonable.  Even more so, requiring covered entities and business associates to affirmatively amend their agreements is at best futile, and at worst seems to be a tremendous waste of valuable resources in the health care system.

E.
Contractual Obligation of BAAs.
While we strongly believe that HITECH supports incorporation of the changes to privacy and security law into BAAs without affirmative action by covered entities or BAs, the covered entities and BAs must still review the evolving law and their BAAs to determine whether, when and how the substantive provisions of HITECH, HIPAA and other applicable laws should be implemented.
VII. CONCLUSION

HHS should understand the number and scope of business associates whose information privacy and security management practices are now to be regulated directly under HITECH.  It is common for health care providers to have hundreds of BAAs.  Requiring covered entities and business associates to affirmatively amend their BAAs places an undue burden on the health care industry will impede efforts of covered entities and business associates to focus on best practices and other substantive privacy and security policies and procedures for implementing the HITECH Act.  

The HITECH Act supports this position when it states that privacy and security requirements applicable to business associates “shall be incorporated into the BAA between the business associate and the covered entity.”   It is the considered opinion of the authors of this white paper that the phrase “shall be incorporated” should not be interpreted to require covered entities and business associates to affirmatively amend their contracts, but rather, effective as a matter of law.  Further, as a result OCR should not require covered entities to amend each current BAA so that the HIPAA-regulated community to focus instead on the implementation of substantive HITECH changes.
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