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ABA Commission on Ethics 20/20 Revised Proposal —Technology and Confidentiality
September 19, 2011

The views expressed herein have not been approved by the House of Delegates or the Board of
Governors of the American Bar Association and, accordingly, should not be construed as
representing the policy of the American Bar Association.

American Bar Association
Commission on Ethics 20/20
Resolution

RESOLVED: That the American Bar Association amends Model Rule 1.0
(Terminology) of the ABA Model Rules of Professional Conduct as follows (insertions

underlined, deletions struek-through):

Rule 1.0 Terminology

(a) “*Belief’” or “‘believes’” denotes that the person involved actually supposed the
fact in question to be true. A person’s belief may be inferred from circumstances.

(b) “*Confirmed in writing,”” when used in reference to the informed consent of a
person, denotes informed consent that is given in writing by the person or a writing
that a lawyer promptly transmits to the person confirming an oral informed
consent. See paragraph (e) for the definition of “‘informed consent.”” If it is not
feasible to obtain or transmit the writing at the time the person gives informed
consent, then the lawyer must obtain or transmit it within a reasonable time
thereafter.

(¢) ““Firm”” or ““law firm’’ denotes a lawyer or lawyers in a law partnership,
professional corporation, sole proprietorship or other association authorized to
practice law; or lawyers employed in a legal services organization or the legal
department of a corporation or other organization.

(d) ““Fraud” or ‘“‘fraudulent’” denotes conduct that is fraudulent under the
substantive or procedural law of the applicable jurisdiction and has a purpose to
deceive.

(e) “*Informed consent’” denotes the agreement by a person to a proposed course of
conduct after the lawyer has communicated adequate information and explanation
about the material risks of and reasonably available alternatives to the proposed
course of conduct.

(F) ““Knowingly,”” “*known,”” or ‘*knows’’ denotes actual knowledge of the fact in
guestion. A person’s knowledge may be inferred from circumstances.

(g) ““Partner’’ denotes a member of a partnership, a shareholder in a law firm
organized as a professional corporation, or a member of an association authorized
to practice law.

(h) “*Reasonable’” or “‘reasonably’” when used in relation to conduct by a lawyer
denotes the conduct of a reasonably prudent and competent lawyer.

(i) “*Reasonable belief’”” or ‘‘reasonably believes’” when used in reference to a
lawyer denotes that the lawyer believes the matter in question and that the
circumstances are such that the belief is reasonable.
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() ““Reasonably should know’” when used in reference to a lawyer denotes that a
lawyer of reasonable prudence and competence would ascertain the matter in
question.

(k) “*Screened’’ denotes the isolation of a lawyer from any participation in a matter
through the timely imposition of procedures within a firm that are reasonably
adequate under the circumstances to protect information that the isolated lawyer is
obligated to protect under these Rules or other law.

() “*Substantial’” when used in reference to degree or extent denotes a material
matter of clear and weighty importance.

(m) ““Tribunal’’ denotes a court, an arbitrator in a binding arbitration proceeding
or a legislative body, administrative agency or other body acting in an adjudicative
capacity. A legislative body, administrative agency or other body acts in an
adjudicative capacity when a neutral official, after the presentation of evidence or
legal argument by a party or parties, will render a binding legal judgment directly
affecting a party’s interests in a particular matter.

(n) ““Writing”> or ‘‘written’” denotes a tangible or electronic record of a
communication or representation, including handwriting, typewriting, printing,
photostating, photography, audio or video recording and e-mail. A “‘signed”’
writing includes an electronic sound, symbol or process attached to or logically
associated with a writing and executed or adopted by a person with the intent to
sign the writing.

COMMENT

Confirmed in Writing

[1] If it is not feasible to obtain or transmit a written confirmation at the time the client
gives informed consent, then the lawyer must obtain or transmit it within a reasonable
time thereafter. If a lawyer has obtained a client’s informed consent, the lawyer may act
in reliance on that consent so long as it is confirmed in writing within a reasonable time
thereafter.

Firm

[2] Whether two or more lawyers constitute a firm within paragraph (c) can depend on
the specific facts. For example, two practitioners who share office space and occasionally
consult or assist each other ordinarily would not be regarded as constituting a firm.
However, if they present themselves to the public in a way that suggests that they are a
firm or conduct themselves as a firm, they should be regarded as a firm for purposes of
the Rules. The terms of any formal agreement between associated lawyers are relevant in
determining whether they are a firm, as is the fact that they have mutual access to
information concerning the clients they serve. Furthermore, it is relevant in doubtful
cases to consider the underlying purpose of the Rule that is involved. A group of lawyers
could be regarded as a firm for purposes of the Rule that the same lawyer should not
represent opposing parties in litigation, while it might not be so regarded for purposes of
the Rule that information acquired by one lawyer is attributed to another.

[3] With respect to the law department of an organization, including the government,
there is ordinarily no question that the members of the department constitute a firm
within the meaning of the Rules of Professional Conduct. There can be uncertainty,
however, as to the identity of the client. For example, it may not be clear whether the law
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department of a corporation represents a subsidiary or an affiliated corporation, as well as
the corporation by which the members of the department are directly employed. A similar
question can arise concerning an unincorporated association and its local affiliates.

[4] Similar questions can also arise with respect to lawyers in legal aid and legal services
organizations. Depending upon the structure of the organization, the entire organization
or different components of it may constitute a firm or firms for purposes of these Rules.
Fraud

[5] When used in these Rules, the terms ““fraud’’ or “*fraudulent’” refer to conduct that is
characterized as such under the substantive or procedural law of the applicable
jurisdiction and has a purpose to deceive. This does not include merely negligent
misrepresentation or negligent failure to apprise another of relevant information. For
purposes of these Rules, it is not necessary that anyone has suffered damages or relied on
the misrepresentation or failure to inform.

Informed Consent

[6] Many of the Rules of Professional Conduct require the lawyer to obtain the informed
consent of a client or other person (e.g., a former client or, under certain circumstances, a
prospective client) before accepting or continuing representation or pursuing a course of
conduct. See, e.g., Rules 1.2(c), 1.6(a) and 1.7(b). The communication necessary to
obtain such consent will vary according to the Rule involved and the circumstances
giving rise to the need to obtain informed consent. The lawyer must make reasonable
efforts to ensure that the client or other person possesses information reasonably adequate
to make an informed decision. Ordinarily, this will require communication that includes a
disclosure of the facts and circumstances giving rise to the situation, any explanation
reasonably necessary to inform the client or other person of the material advantages and
disadvantages of the proposed course of conduct and a discussion of the client’s or other
person’s options and alternatives. In some circumstances it may be appropriate for a
lawyer to advise a client or other person to seek the advice of other counsel. A lawyer
need not inform a client or other person of facts or implications already known to the
client or other person; nevertheless, a lawyer who does not personally inform the client or
other person assumes the risk that the client or other person is inadequately informed and
the consent is invalid. In determining whether the information and explanation provided
are reasonably adequate, relevant factors include whether the client or other person is
experienced in legal matters generally and in making decisions of the type involved, and
whether the client or other person is independently represented by other counsel in giving
the consent. Normally, such persons need less information and explanation than others,
and generally a client or other person who is independently represented by other counsel
in giving the consent should be assumed to have given informed consent.

[7] Obtaining informed consent will usually require an affirmative response by the client
or other person. In general, a lawyer may not assume consent from a client’s or other
person’s silence. Consent may be inferred, however, from the conduct of a client or other
person who has reasonably adequate information about the matter. A number of Rules
require that a person’s consent be confirmed in writing. See Rules 1.7(b) and 1.9(a). For a
definition of “*writing’” and *‘confirmed in writing,”” see paragraphs (n) and (b). Other
Rules require that a client’s consent be obtained in a writing signed by the client. See,
e.g., Rules 1.8(a) and (g). For a definition of “‘signed,’” see paragraph (n).
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Screened

[8] This definition applies to situations where screening of a personally disqualified
lawyer is permitted to remove imputation of a conflict of interest under Rules 1.10, 1.11,
1.12 or 1.18.

[9] The purpose of screening is to assure the affected parties that confidential information
known by the personally disqualified lawyer remains protected. The personally
disqualified lawyer should acknowledge the obligation not to communicate with any of
the other lawyers in the firm with respect to the matter. Similarly, other lawyers in the
firm who are working on the matter should be informed that the screening is in place and
that they may not communicate with the personally disqualified lawyer with respect to
the matter. Additional screening measures that are appropriate for the particular matter
will depend on the circumstances. To implement, reinforce and remind all affected
lawyers of the presence of the screening, it may be appropriate for the firm to undertake
such procedures as a written undertaking by the screened lawyer to avoid any
communication with other firm personnel and any contact with any firm files or other
materials information, including information in electronic form, relating to the matter,
written notice and instructions to all other firm personnel forbidding any communication
with the screened lawyer relating to the matter, denial of access by the screened lawyer to
firm files or other materials information, including information in electronic form,

relatrng to the matter wntten—netree—anel—metruenens—te—&u—ether—ﬁrm—persennet

perlodlc remlnders of the screen to the screened lawyer and aII other flrm personnel

[10] In order to be effective, screening measures must be implemented as soon as
practical after a lawyer or law firm knows or reasonably should know that there is a need
for screening.

FURTHER RESOLVED: That the American Bar Association amends Model Rule
1.1 (Competence) of the ABA Model Rules of Professional Conduct as follows

(insertions underlined, deletions struck-threugh):

Rule 1.1 Competence

A lawyer shall provide competent representation to a client. Competent
representation requires the legal knowledge, skill, thoroughness and preparation
reasonably necessary for the representation.

COMMENT

Legal Knowledge and SKill

[1] In determining whether a lawyer employs the requisite knowledge and skill in a
particular matter, relevant factors include the relative complexity and specialized nature
of the matter, the lawyer’s general experience, the lawyer’s training and experience in the
field in question, the preparation and study the lawyer is able to give the matter and
whether it is feasible to refer the matter to, or associate or consult with, a lawyer of
established competence in the field in question. In many instances, the required
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proficiency is that of a general practitioner. Expertise in a particular field of law may be
required in some circumstances.

[2] A lawyer need not necessarily have special training or prior experience to handle legal
problems of a type with which the lawyer is unfamiliar. A newly admitted lawyer can be
as competent as a practitioner with long experience. Some important legal skills, such as
the analysis of precedent, the evaluation of evidence and legal drafting, are required in all
legal problems. Perhaps the most fundamental legal skill consists of determining what
kind of legal problems a situation may involve, a skill that necessarily transcends any
particular specialized knowledge. A lawyer can provide adequate representation in a
wholly novel field through necessary study. Competent representation can also be
provided through the association of a lawyer of established competence in the field in
question.

[3] In an emergency a lawyer may give advice or assistance in a matter in which the
lawyer does not have the skill ordinarily required where referral to or consultation or
association with another lawyer would be impractical. Even in an emergency, however,
assistance should be limited to that reasonably necessary in the circumstances, for ill-
considered action under emergency conditions can jeopardize the client’s interest.

[4] A lawyer may accept representation where the requisite level of competence can be
achieved by reasonable preparation. This applies as well to a lawyer who is appointed as
counsel for an unrepresented person. See also Rule 6.2.

Thoroughness and Preparation

[5] Competent handling of a particular matter includes inquiry into and analysis of the
factual and legal elements of the problem, and use of methods and procedures meeting
the standards of competent practitioners. It also includes adequate preparation. The
required attention and preparation are determined in part by what is at stake; major
litigation and complex transactions ordinarily require more extensive treatment than
matters of lesser complexity and consequence. An agreement between the lawyer and the
client regarding the scope of the representation may limit the matters for which the
lawyer is responsible. See Rule 1.2 (c).

Maintaining Competence

[6] To maintain the requisite knowledge and skill, a lawyer should keep abreast of
changes in the law and its practice, including the benefits and risks associated with
technology, engage in continuing study and education and comply with all continuing
legal education requirements to which the lawyer is subject.

FURTHER RESOLVED: That the American Bar Association amends Model Rule
1.4 (Communication) of the ABA Model Rules of Professional Conduct as follows

(insertions underlined, deletions struck-threugh):

Rule 1.4 Communication

(a) A lawyer shall:

(1) promptly inform the client of any decision or circumstance with respect to which
the client's informed consent, as defined in Rule 1.0(e), is required by these Rules;
(2) reasonably consult with the client about the means by which the client's
objectives are to be accomplished;
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(3) keep the client reasonably informed about the status of the matter;
(4) promptly comply with reasonable requests for information; and
(5) consult with the client about any relevant limitation on the lawyer's conduct
when the lawyer knows that the client expects assistance not permitted by the Rules
of Professional Conduct or other law.

(b) A lawyer shall explain a matter to the extent reasonably necessary to permit the
client to make informed decisions regarding the representation.

COMMENT
[1] Reasonable communication between the lawyer and the client is necessary for the
client effectively to participate in the representation.

Communicating with Client

[2] If these Rules require that a particular decision about the representation be made by
the client, paragraph (a)(1) requires that the lawyer promptly consult with and secure the
client's consent prior to taking action unless prior discussions with the client have
resolved what action the client wants the lawyer to take. For example, a lawyer who
receives from opposing counsel an offer of settlement in a civil controversy or a proffered
plea bargain in a criminal case must promptly inform the client of its substance unless the
client has previously indicated that the proposal will be acceptable or unacceptable or has
authorized the lawyer to accept or to reject the offer. See Rule 1.2(a).

[3] Paragraph (a)(2) requires the lawyer to reasonably consult with the client about the
means to be used to accomplish the client's objectives. In some situations — depending
on both the importance of the action under consideration and the feasibility of consulting
with the client — this duty will require consultation prior to taking action. In other
circumstances, such as during a trial when an immediate decision must be made, the
exigency of the situation may require the lawyer to act without prior consultation. In such
cases the lawyer must nonetheless act reasonably to inform the client of actions the
lawyer has taken on the client's behalf. Additionally, paragraph (a)(3) requires that the
lawyer keep the client reasonably informed about the status of the matter, such as
significant developments affecting the timing or the substance of the representation.

[4] A lawyer's regular communication with clients will minimize the occasions on which
a client will need to request information concerning the representation. When a client
makes a reasonable request for information, however, paragraph (a)(4) requires prompt
compliance with the request, or if a prompt response is not feasible, that the lawyer, or a
member of the lawyer's staff, acknowledge receipt of the request and advise the client
when a response may be expected. Chenttelephone-calsshould-bepromptlyreturned-or
acknowledged: Lawyers should promptly respond to or acknowledge client
communications.

Explaining Matters

[5] The client should have sufficient information to participate intelligently in decisions
concerning the objectives of the representation and the means by which they are to be
pursued, to the extent the client is willing and able to do so. Adequacy of communication
depends in part on the kind of advice or assistance that is involved. For example, when
there is time to explain a proposal made in a negotiation, the lawyer should review all
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important provisions with the client before proceeding to an agreement. In litigation a
lawyer should explain the general strategy and prospects of success and ordinarily should
consult the client on tactics that are likely to result in significant expense or to injure or
coerce others. On the other hand, a lawyer ordinarily will not be expected to describe trial
or negotiation strategy in detail. The guiding principle is that the lawyer should fulfill
reasonable client expectations for information consistent with the duty to act in the
client's best interests, and the client's overall requirements as to the character of
representation. In certain circumstances, such as when a lawyer asks a client to consent to
a representation affected by a conflict of interest, the client must give informed consent,
as defined in Rule 1.0(e).

[6] Ordinarily, the information to be provided is that appropriate for a client who is a
comprehending and responsible adult. However, fully informing the client according to
this standard may be impracticable, for example, where the client is a child or suffers
from diminished capacity. See Rule 1.14. When the client is an organization or group, it
is often impossible or inappropriate to inform every one of its members about its legal
affairs; ordinarily, the lawyer should address communications to the appropriate officials
of the organization. See Rule 1.13. Where many routine matters are involved, a system of
limited or occasional reporting may be arranged with the client.

Withholding Information

[7] In some circumstances, a lawyer may be justified in delaying transmission of
information when the client would be likely to react imprudently to an immediate
communication. Thus, a lawyer might withhold a psychiatric diagnosis of a client when
the examining psychiatrist indicates that disclosure would harm the client. A lawyer may
not withhold information to serve the lawyer's own interest or convenience or the
interests or convenience of another person. Rules or court orders governing litigation may
provide that information supplied to a lawyer may not be disclosed to the client. Rule
3.4(c) directs compliance with such rules or orders.

FURTHER RESOLVED: That the American Bar Association amends Model Rule
1.6 (Duty of Confidentiality) of the ABA Model Rules of Professional Conduct as
follows (insertions underlined, deletions struck-threugh):

Rule 1.6 Confidentiality of Information

(a) A lawyer shall not reveal information relating to the representation of a client
unless the client gives informed consent, the disclosure is impliedly authorized in
order to carry out the representation or the disclosure is permitted by paragraph
(b).

(b) A lawyer may reveal information relating to the representation of a client to the
extent the lawyer reasonably believes necessary:

(1) to prevent reasonably certain death or substantial bodily harm;

(2) to prevent the client from committing a crime or fraud that is reasonably certain
to result in substantial injury to the financial interests or property of another and in
furtherance of which the client has used or is using the lawyer’s services;
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(3) to prevent, mitigate or rectify substantial injury to the financial interests or
property of another that is reasonably certain to result or has resulted from the
client’s commission of a crime or fraud in furtherance of which the client has used
the lawyer’s services;

(4) to secure legal advice about the lawyer’s compliance with these Rules;

(5) to establish a claim or defense on behalf of the lawyer in a controversy between
the lawyer and the client, to establish a defense to a criminal charge or civil claim
against the lawyer based upon conduct in which the client was involved, or to
respond to allegations in any proceeding concerning the lawyer’s representation of
the client; or(6) to comply with other law or a court order.

(c) A lawyer shall make reasonable efforts to prevent the unintended disclosure of,
or_unauthorized access to, information relating to the representation of a client.

COMMENT

[1] This Rule governs the disclosure by a lawyer of information relating to the
representation of a client during the lawyer’s representation of the client. See Rule 1.18
for the lawyer’s duties with respect to information provided to the lawyer by a
prospective client, Rule 1.9(c)(2) for the lawyer’s duty not to reveal information relating
to the lawyer’s prior representation of a former client and Rules 1.8(b) and 1.9(c)(1) for
the lawyer’s duties with respect to the use of such information to the disadvantage of
clients and former clients.

[2] A fundamental principle in the client-lawyer relationship is that, in the absence of the
client’s informed consent, the lawyer must not reveal information relating to the
representation. See Rule 1.0(e) for the definition of informed consent. This contributes to
the trust that is the hallmark of the client-lawyer relationship. The client is thereby
encouraged to seek legal assistance and to communicate fully and frankly with the lawyer
even as to embarrassing or legally damaging subject matter. The lawyer needs this
information to represent the client effectively and, if necessary, to advise the client to
refrain from wrongful conduct. Almost without exception, clients come to lawyers in
order to determine their rights and what is, in the complex of laws and regulations,
deemed to be legal and correct. Based upon experience, lawyers know that almost all
clients follow the advice given, and the law is upheld.

[3] The principle of client-lawyer confidentiality is given effect by related bodies of law:
the attorney-client privilege, the work-product doctrine and the rule of confidentiality
established in professional ethics. The attorney-client privilege and work-product
doctrine apply in judicial and other proceedings in which a lawyer may be called as a
witness or otherwise required to produce evidence concerning a client. The rule of client-
lawyer confidentiality applies in situations other than those where evidence is sought
from the lawyer through compulsion of law. The confidentiality rule, for example,
applies not only to matters communicated in confidence by the client but also to all
information relating to the representation, whatever its source. A lawyer may not disclose
such information except as authorized or required by the Rules of Professional Conduct
or other law. See also Scope.

[4] Paragraph (a) prohibits a lawyer from revealing information relating to the
representation of a client. This prohibition also applies to disclosures by a lawyer that do
not in themselves reveal protected information but could reasonably lead to the discovery
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of such information by a third person. A lawyer’s use of a hypothetical to discuss issues
relating to the representation is permissible so long as there is no reasonable likelihood
that the listener will be able to ascertain the identity of the client or the situation involved.
Authorized Disclosure

[5] Except to the extent that the client’s instructions or special circumstances limit that
authority, a lawyer is impliedly authorized to make disclosures about a client when
appropriate in carrying out the representation. In some situations, for example, a lawyer
may be impliedly authorized to admit a fact that cannot properly be disputed or to make a
disclosure that facilitates a satisfactory conclusion to a matter. Lawyers in a firm may, in
the course of the firm’s practice, disclose to each other information relating to a client of
the firm, unless the client has instructed that particular information be confined to
specified lawyers.

Disclosure Adverse to Client

[6] Although the public interest is usually best served by a strict rule requiring lawyers to
preserve the confidentiality of information relating to the representation of their clients,
the confidentiality rule is subject to limited exceptions. Paragraph (b)(1) recognizes the
overriding value of life and physical integrity and permits disclosure reasonably
necessary to prevent reasonably certain death or substantial bodily harm. Such harm is
reasonably certain to occur if it will be suffered imminently or if there is a present and
substantial threat that a person will suffer such harm at a later date if the lawyer fails to
take action necessary to eliminate the threat. Thus, a lawyer who knows that a client has
accidentally discharged toxic waste into a town’s water supply may reveal this
information to the authorities if there is a present and substantial risk that a person who
drinks the water will contract a life-threatening or debilitating disease and the lawyer’s
disclosure is necessary to eliminate the threat or reduce the number of victims.

[7] Paragraph (b)(2) is a limited exception to the rule of confidentiality that permits the
lawyer to reveal information to the extent necessary to enable affected persons or
appropriate authorities to prevent the client from committing a crime or fraud, as defined
in Rule 1.0(d), that is reasonably certain to result in substantial injury to the financial or
property interests of another and in furtherance of which the client has used or is using
the lawyer’s services. Such a serious abuse of the client-lawyer relationship by the client
forfeits the protection of this Rule. The client can, of course, prevent such disclosure by
refraining from the wrongful conduct. Although paragraph (b)(2) does not require the
lawyer to reveal the client’s misconduct, the lawyer may not counsel or assist the client in
conduct the lawyer knows is criminal or fraudulent. See Rule 1.2(d). See also Rule 1.16
with respect to the lawyer’s obligation or right to withdraw from the representation of the
client in such circumstances, and Rule 1.13(c), which permits the lawyer, where the client
is an organization, to reveal information relating to the representation in limited
circumstances.

[8] Paragraph (b)(3) addresses the situation in which the lawyer does not learn of the
client’s crime or fraud until after it has been consummated. Although the client no longer
has the option of preventing disclosure by refraining from the wrongful conduct, there
will be situations in which the loss suffered by the affected person can be prevented,
rectified or mitigated. In such situations, the lawyer may disclose information relating to
the representation to the extent necessary to enable the affected persons to prevent or
mitigate reasonably certain losses or to attempt to recoup their losses. Paragraph (b)(3)
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does not apply when a person who has committed a crime or fraud thereafter employs a
lawyer for representation concerning that offense.

[9] A lawyer’s confidentiality obligations do not preclude a lawyer from securing
confidential legal advice about the lawyer’s personal responsibility to comply with these
Rules. In most situations, disclosing information to secure such advice will be impliedly
authorized for the lawyer to carry out the representation. Even when the disclosure is not
impliedly authorized, paragraph (b)(4) permits such disclosure because of the importance
of a lawyer’s compliance with the Rules of Professional Conduct.

[10] Where a legal claim or disciplinary charge alleges complicity of the lawyer in a
client’s conduct or other misconduct of the lawyer involving representation of the client,
the lawyer may respond to the extent the lawyer reasonably believes necessary to
establish a defense. The same is true with respect to a claim involving the conduct or
representation of a former client. Such a charge can arise in a civil, criminal, disciplinary
or other proceeding and can be based on a wrong allegedly committed by the lawyer
against the client or on a wrong alleged by a third person, for example, a person claiming
to have been defrauded by the lawyer and client acting together. The lawyer’s right to
respond arises when an assertion of such complicity has been made. Paragraph (b)(5)
does not require the lawyer to await the commencement of an action or proceeding that
charges such complicity, so that the defense may be established by responding directly to
a third party who has made such an assertion. The right to defend also applies, of course,
where a proceeding has been commenced.

[11] A lawyer entitled to a fee is permitted by paragraph (b)(5) to prove the services
rendered in an action to collect it. This aspect of the rule expresses the principle that the
beneficiary of a fiduciary relationship may not exploit it to the detriment of the fiduciary.
[12] Other law may require that a lawyer disclose information about a client. Whether
such a law supersedes Rule 1.6 is a question of law beyond the scope of these Rules.
When disclosure of information relating to the representation appears to be required by
other law, the lawyer must discuss the matter with the client to the extent required by
Rule 1.4. If, however, the other law supersedes this Rule and requires disclosure,
paragraph (b)(6) permits the lawyer to make such disclosures as are necessary to comply
with the law.

[13] A lawyer may be ordered to reveal information relating to the representation of a
client by a court or by another tribunal or governmental entity claiming authority
pursuant to other law to compel the disclosure. Absent informed consent of the client to
do otherwise, the lawyer should assert on behalf of the client all nonfrivolous claims that
the order is not authorized by other law or that the information sought is protected against
disclosure by the attorney-client privilege or other applicable law. In the event of an
adverse ruling, the lawyer must consult with the client about the possibility of appeal to
the extent required by Rule 1.4. Unless review is sought, however, paragraph (b)(6)
permits the lawyer to comply with the court’s order.

[14] Paragraph (b) permits disclosure only to the extent the lawyer reasonably believes
the disclosure is necessary to accomplish one of the purposes specified. Where
practicable, the lawyer should first seek to persuade the client to take suitable action to
obviate the need for disclosure. In any case, a disclosure adverse to the client’s interest
should be no greater than the lawyer reasonably believes necessary to accomplish the
purpose. If the disclosure will be made in connection with a judicial proceeding, the
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disclosure should be made in a manner that limits access to the information to the tribunal
or other persons having a need to know it and appropriate protective orders or other
arrangements should be sought by the lawyer to the fullest extent practicable.

[15] Paragraph (b) permits but does not require the disclosure of information relating to a
client’s representation to accomplish the purposes specified in paragraphs (b)(1) through
(b)(6). In exercising the discretion conferred by this Rule, the lawyer may consider such
factors as the nature of the lawyer’s relationship with the client and with those who might
be injured by the client, the lawyer’s own involvement in the transaction and factors that
may extenuate the conduct in question. A lawyer’s decision not to disclose as permitted
by paragraph (b) does not violate this Rule. Disclosure may be required, however, by
other Rules. Some Rules require disclosure only if such disclosure would be permitted by
paragraph (b). See Rules 1.2(d), 4.1(b), 8.1 and 8.3. Rule 3.3, on the other hand, requires
disclosure in some circumstances regardless of whether such disclosure is permitted by
this Rule. See Rule 3.3(c).

Acting Competently to Preserve Confidentiality

[16] Paragraph (c) requires a A lawyer must to act competently to safeguard information
relating to the representation of a client against inadvertent or unauthorized disclosure by
the lawyer or other persons or entities who are participating in the representation of the
client or who are subject to the lawyer’s supervision or monitoring. See Rules 1.1, 5.1
and 5.3. Factors to be considered in determining the reasonableness of the lawyer’s
efforts include the sensitivity of the information, the likelihood of disclosure if additional
safeguards are not employed, the cost of employing additional safequards, the difficulty
of implementing the safequards, and the extent to which the safequards adversely affect
the lawyer’s ability to represent clients (e.g., by making a device or important piece of
software excessively difficult to use). A client may require the lawyer to implement
special security measures not required by this Rule or may give informed consent to
forego security measures that would otherwise be required by this Rule. Whether a
lawyer may be required to take additional steps to safequard a client’s information in
order to comply with other law, such as state and federal laws that govern data privacy or
that impose notification requirements upon the loss of, or unauthorized access to,
electronic information, is beyond the scope of these Rules.

[17] When transmitting a communication that includes information relating to the
representation of a client, the lawyer must take reasonable precautions to prevent the
information from coming into the hands of unintended recipients. This duty, however,
does not require that the lawyer use special security measures if the method of
communication affords a reasonable expectation of privacy. Special circumstances,
however, may warrant special precautions. Factors to be considered in determining the
reasonableness of the lawyer’s expectation of confidentiality include the sensitivity of the
information and the extent to which the privacy of the communication is protected by law
or by a confidentiality agreement. A client may require the lawyer to implement special
security measures not required by this Rule or may give informed consent to the use of a
means of communication that would otherwise be prohibited by this Rule. Whether a
lawyer may be required to take additional steps in order to comply with other laws, such
as state and federal laws that govern data privacy, is beyond the scope of these Rules.

11
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Former Client

[18] The duty of confidentiality continues after the client-lawyer relationship has
terminated. See Rule 1.9(c)(2). See Rule 1.9(c)(1) for the prohibition against using such
information to the disadvantage of the former client.

FURTHER RESOLVED: That the American Bar Association amends Model Rule
4.4 (Respect for Rights of Third Persons) of the ABA Model Rules of Professional
Conduct as follows (insertions underlined, deletions struek-through):

Rule 4.4 Respect for Rights of Third Persons

(@) In representing a client, a lawyer shall not use means that have no substantial
purpose other than to embarrass, delay, or burden a third person, or use methods of
obtaining evidence that violate the legal rights of such a person.

(b) A lawyer who receives a document or _electronically stored information relating
to the representation of the lawyer’s client and knows or reasonably should know
that the document or electronically stored information deeument was not intended
to be disclosed to the lawyer inadvertenthy-sent shall promptly notify the sender.

COMMENT

[1] Responsibility to a client requires a lawyer to subordinate the interests of others to
those of the client, but that responsibility does not imply that a lawyer may disregard the
rights of third persons. It is impractical to catalogue all such rights, but they include legal
restrictions on methods of obtaining evidence from third persons and unwarranted
intrusions into privileged relationships, such as the client-lawyer relationship.

[2] Paragraph (b) recognizes that lawyers sometimes receive a documents or
electronically stored information that were was mistakenly sent or produced by opposing
parties or their lawyers. If a lawyer knows or reasonably should know that such a
document or electronically stored information was not intended to be disclosed to the
lawyer, then this Rule requires the lawyer to promptly notify the sender in order to permit
that person to take protective measures. Whether the lawyer is required to take additional
steps, such as returning the document or electronically stored information—eriginal
doeument, is a matter of law beyond the scope of these Rules, as is the question of
whether the privileged status of a document or electronically stored information has been
waived. Similarly, this Rule does not address the legal duties of a lawyer who receives a
document or_electronically stored information that the lawyer knows or reasonably
should know may have been wrengfuty inappropriately obtained by the sending person.
For purposes of this Rule, ““document or electronically stored information’” includes
paper documents, email, and other forms of electronically stored information, including
electronic_documents and the hidden data about the information contained in those
documents (commonly referred to as “metadata”), that are emai—oer—ether—electronic
modes—of-transmission subject to being read or put into readable form. Receipt of
electronic information containing “metadata” does not, standing alone, create a duty
under this Rule.

[3] Some lawyers may choose to return a document or electronically stored information
unread, for example, when the lawyer learns before receiving it the-decument that it was
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not intended by the sender to be received by the lawyer radvertently-sent-to-the-wrong
address. Where a lawyer is not required by applicable law to do so, the decision to

voluntarily return such a document or electronically stored information is a matter of
professional judgment ordinarily reserved to the lawyer. See Rules 1.2 and 1.4.
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The views expressed herein have not been approved by the House of Delegates or the Board of
Governors of the American Bar Association and, accordingly, should not be construed as
representing the policy of the American Bar Association.

REPORT

Introduction

Advances in technology have enabled lawyers in all practice settings to provide more
efficient and effective legal services. Some forms of technology, however, present certain risks,
particularly with regard to clients’ confidential information. One of the ABA Commission on
Ethics 20/20°s objectives has been to develop guidance for lawyers regarding their ethical
obligations to protect this information when using technology.

To develop appropriate recommendations in this area, the Commission studied how
lawyers use various forms of technology and the current state of data security measures. In
particular, the Commission conducted significant research about and heard testimony from
providers of law practice-related technology, lawyers who advise other lawyers on their use of
technology, and lawyers who regularly use different types of technology in their practices.® The
Commission released an Issues Paper identifying a wide range of confidentiality-related issues
and received and reviewed numerous comments from technology providers as well as lawyers in
a range of practice settings. Finally, the Commission’s Technology Working Group included
participants from the Law Practice Management Section, the Litigation Section, the Standing
Committee on Ethics and Professional Responsibility, and the Young Lawyer’s Division. They
made important contributions to the Working Group’s understanding of the issues and the
development of the Resolutions accompanying this Report.

As a result of these efforts, the Commission developed two proposals. First, it has asked
that the ABA Center for Professional Responsibility work with relevant entities within the
Association to create a centralized user-friendly website that contains continuously updated and
detailed information about confidentiality-related ethics issues arising from lawyers’ use of
technology, including the latest data security standards. The ABA’s Legal Technology Resource
Center and Law Practice Management Section’s elLawyering Task Force have developed
excellent technology-related resources, but those resources exist in different places on the ABA
website. The Commission found that lawyers are seeking a website that serves as a centralized
and continuously updated resource on these issues.

The Commission believes that the information contained on this website should be
presented in such a way that lawyers who may not have extensive knowledge about technology
and associated ethics issues can easily understand the information. For example, this resource
should identify the key issues that lawyers should consider when using technology in their

! Among other resources, the Commission examined the ABA Legal Technology Resource Center’s Legal
Technology Survey Report, which contains extensive information about how lawyers use technology. The 2011
Report is available at:

http://www.americanbar.org/groups/departments_offices/legal technology_resources/publications.html.



http://www.americanbar.org/groups/departments_offices/legal_technology_resources.html
http://www.americanbar.org/groups/departments_offices/legal_technology_resources.html
http://apps.americanbar.org/dch/committee.cfm?com=EP024500
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/publications.html
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practices and, at the same time, highlight additional cutting-edge and more sophisticated topics.
The website also should include regularly updated information about security standards,
including the identification of standards-setting organizations, so that lawyers can more easily
determine whether the technology that they employ is compliant with those standards. In sum,
the Commission concluded that this web-based resource is critical given that rule-based guidance
and ethics opinions are insufficiently nimble to address the constantly changing nature of
technology and the regularly evolving security risks associated with that technology.

The Commission is also proposing to amend several Model Rules of Professional
Conduct and their Comments. Unlike the proposed website, which can be regularly updated in
light of new technology and changing security concerns, the black letter Rule and Comment-
based proposals necessarily offer more general guidance that are not tied to the use of any
particular form of technology.?

The Commission identified four areas that would benefit from this guidance. First, the
Commission concluded that technology has raised new issues for law firms that employ screens
pursuant to Model Rules 1.10, 1.11, 1.12, and 1.18. In particular, the Commission concluded
that it is important to make clear that a screen must necessarily include protections against the
sharing of both tangible as well as electronic information. Thus, the Commission is proposing an
amendment to address this point in Comment [9] of Model Rule 1.0 (Terminology), which
concerns the definition of a screen under Model Rule 1.0(k).

Second, the Commission concluded that competent lawyers must have some awareness of
basic features of technology. To make this point, the Commission is recommending an
amendment to Comment [6] of Model Rule 1.1 (Competence) that would emphasize that, in
order to stay abreast of changes in the law and its practice, lawyers need to have a basic
understanding of technology’s benefits and risks.

Third, the Commission is proposing a change to the last sentence of Comment [4] to
Model Rule 1.4, which currently says that, “[c]lient telephone calls should be promptly returned
or acknowledged.” The Commission proposes to replace that admonition with the following
language: “Lawyers should promptly respond to or acknowledge client communications.”
Although not related to a lawyer’s confidentiality obligations, the Commission nevertheless
concluded that this language more accurately describes a lawyer’s obligations in light of the
increasing number of ways in which clients use technology to communicate with lawyers, such
as by email.

Fourth, the Commission is proposing to add a new paragraph to the black letter
provisions of Model Rule 1.6 (Confidentiality of Information). Proposed new Model Rule 1.6(c)
would make clear that a lawyer has an ethical duty to take reasonable measures to protect a
client’s confidential information from unintended disclosure and unauthorized access. This duty
is already implicit in Model Rule 1.6 and is described in several existing Comments, but the
Commission concluded that, in light of the pervasive use of technology to store and transmit

2 The Commission will also ask the ABA’s Standing Committee on Ethics and Professional Responsibility to
develop Formal Opinions on particular confidentiality-related issues relating to technology that cannot be suitably
addressed in the Model Rules or their Comments.
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confidential client information, this obligation should be stated explicitly in the black letter of
Model Rule 1.6.

Finally, the Commission is proposing new language to clarify the scope of Model Rule
4.4(b), which concerns a lawyer’s obligations upon receiving confidential information that was
not intended for the lawyer. The current provision describes the receipt of “documents”
containing privileged information, but privileged information can be disclosed in various forms,
including in emails, hard drives, and data embedded in electronic documents. Thus, the
Commission concluded that Rule 4.4(b) should be amended to reflect this broader understanding.

The Commission concluded that these clarifying amendments are necessary to make
lawyers more aware of their confidentiality-related obligations when taking advantage of
technology’s many benefits. These proposals are set out in the Resolutions that accompany this
Report and are described in more detail below.

I. Model Rule 1.0(k) (Terminology; Screening)

Model Rule 1.0 is the Terminology Section of the Model Rules. Model Rule 1.0(k)
describes the procedures for an effective screen to avoid the imputation of a conflict of interest
under Model Rules 1.10, 1.11, 1.12, and 1.18. Comment [9] elaborates on this definition and
notes that one important feature of a screen is to limit the screened lawyer’s access to any
information that relates to the matter giving rise to the conflict.

Advances in technology have made client information more accessible to the whole firm,
so the process of limiting access to this information should require more than placing relevant
physical documents in an inaccessible location; it should require appropriate treatment of
electronic information as well. Although this requirement is arguably encompassed within the
existing version of Rule 1.0(k) and Comment [9], the Commission concluded and heard that
greater clarity and specificity is needed. To that end, the Commission is proposing that
Comment [9] explicitly note that, when a screen is put in place, it should apply to information
that is in electronic, as well as tangible, form.

1. Model Rule 1.1 (Competence)

Model Rule 1.1 requires a lawyer to provide competent representation, and Comment [6]
specifies that, to remain competent, lawyers need to “keep abreast of changes in the law and its
practice.” The Commission concluded that, in order to keep abreast of changes in law practice,
lawyers necessarily need to understand basic features of technology and that this aspect of
competence should be expressed in the Comment. For example, a lawyer would have difficulty
providing competent legal services in today’s environment without knowing how to use email or
to create or edit an electronic document.

Comment [6] already encompasses an obligation to remain aware of changes in
technology that affect law practice, but the Commission concluded that the addition of the phrase
“including the benefits and risks associated with technology” would offer greater clarity
regarding a lawyer’s obligations in this area and emphasize the importance of technology to

3
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modern law practice. The proposed amendment does not impose any new obligations on
lawyers. Rather, the amendment is intended to emphasize that a lawyer should remain aware of
technology, including the benefits and risks associated with it, as part of a lawyer’s general
ethical duty to remain competent.

I11. Model Rule 1.4 (Communication)

Model Rule 1.4 describes a lawyer’s duty to communicate with clients, and the last
sentence of Comment [4] to Model Rule 1.4 currently instructs lawyers that “[c]lient telephone
calls should be promptly returned or acknowledged.” Clients, however, now communicate with
lawyers in an increasing number of ways, including by email, so a lawyer’s obligation to respond
to such communications exists regardless of the medium that is used. Accordingly, the
Commission proposes to replace the last sentence of Comment [4] with the following language:
“Lawyers should promptly respond to or acknowledge client communications.” The
Commission concluded that this language more accurately describes a lawyer’s obligations in
light of changes in technology and evolving methods of communication.

IV. Model Rule 1.6 (Duty of Confidentiality)

Currently, Model Rule 1.6(a) states that a lawyer has a duty not to reveal a client’s
confidential information, except for the circumstances described in Model Rule 1.6(b). The
Rule, however, does not indicate what ethical obligations lawyers have to prevent such a
revelation. Although this obligation is described in Comments [16] and [17], the Commission
concluded that technology has made this duty sufficiently important that it should be elevated to
black letter status in the form of the proposed Model Rule 1.6(c).

The idea of explaining a lawyer’s duty to safeguard information within the black letter of
the Rule is not new. The proposed Model Rule 1.6(c) builds on a similar provision in New York,
which itself has its roots in DR 4-101(D) of the old Model Code of Professional Responsibility.
DR 4-101(D) had provided as follows:

(D) A lawyer shall exercise reasonable care to prevent his employees, associates, and
others whose services are utilized by him from disclosing or using confidences or
secrets of a client, except that a lawyer may reveal the information allowed by DR 4-
101(C) through an employee.

The Commission concluded that a similar provision should appear in Model Rule 1.6 given the
various confidentiality concerns associated with electronically stored information.

To be clear, the proposal should not be understood to mean that a lawyer engages in
professional misconduct every time a client’s confidences are inadvertently disclosed or subject
to unauthorized access. The reality is that disclosures can occur even if lawyers take all
reasonable precautions. The Commission, however, believes that it is important to state
explicitly in the black letter of Model Rule 1.6 that lawyers have a duty to take reasonable
precautions, even if those precautions will not and cannot prevent every disclosure or
unauthorized access.
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The Commission decided that technology is changing too rapidly to offer detailed
guidance as to the specific precautions that a lawyer should take, and that a lawyer’s obligations
will necessarily change as technology evolves and as new risks and security procedures become
available. Nevertheless, the Commission is proposing new language to Comment [16] to
identify several factors that lawyers should consider when determining whether their efforts in
this regard have been reasonable, including the sensitivity of the information, the likelihood of
disclosure if additional safeguards are not employed, the cost of employing additional
safeguards, the difficulty of implementing the safeguards, and the extent to which the safeguards
adversely affect the lawyer’s ability to represent clients (e.g., by making a device or important
piece of software excessively difficult to use).

The new Comment language also makes clear that a client might require the lawyer to
implement special security measures not required by the Rule or may give informed consent to
the use of security measures that would otherwise be prohibited by the Rule. A nearly identical
observation appears in Comment [17] in the context of security measures that lawyers might
have to employ when transmitting confidential information. The Commission concluded that a
similar thought should be expressed in the context of Comment [16], which pertains to the
storage of such information.

Finally, the Commission’s research revealed that there has been a dramatic growth in
federal, state, and international laws and regulations relating to data privacy. The Commission
found that this body of law increasingly applies to lawyers and law firms, and that lawyers need
to be aware of these additional obligations. Thus, the Commission is proposing to add a sentence
to the end of Comment [16] and Comment [17] that would remind lawyers that other laws and
regulations impose confidentiality-related obligations beyond those that are identified in the
Model Rules of Professional Conduct. Other Comments in the Model Rules instruct lawyers to
consult law outside of the ethics rules, and the Commission concluded that a lawyer’s duty of
confidentiality is another area where other legal obligations have become sufficiently important
and common that a lawyer should be expressly reminded to consider those obligations, both
when storing confidential information (Comment [16]) and when transmitting it (Comment [17]).

V. Model Rule 4.4 (Respect for Rights of Third Persons)

Technology has increased the risk that confidential information will be inadvertently
disclosed, and Model Rule 4.4(b) addresses one particular ethics issue associated with this risk.
Namely, it provides that, if lawyers receive documents that they know or reasonably should
know were not intended for them, they must notify the sender.

The Commission concluded that the word “document” is inadequate to express the
various ways in which information can be unintentionally disclosed. For example, confidential
information can now be disclosed in emails, flash drives, and data embedded in electronic
documents (i.e., metadata). To make clear that the Rule applies to those situations, the
Commission has proposed that the word “document” be replaced with the phrase that is
commonly used in the context of discovery — “document or electronically stored information.”
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In addition to clarifying that Rule 4.4(b) extends to various forms of electronic
information, Comment [2] expressly states that metadata is included within the scope of the
Rule, at least when the receiving lawyer knows or has reason to believe that the metadata was not
intended to be disclosed. The Comment makes clear that the mere existence of metadata in a
document does not give rise to a duty under this Rule, but if a lawyer discovers that an electronic
document contains confidential metadata, that discovery may implicate the Rule’s reporting
requirement.

ABA Formal Opinion 06-442 addressed the related issue of whether lawyers should even
be permitted to look at a sending party’s electronic metadata. That Opinion concluded that there
is no ethical prohibition against doing so. Several state bar association ethics opinions, however,
have reached the opposite conclusion and have said that lawyers should typically not be
permitted to look at an opposing party’s metadata.  Implicit in the Commission’s
recommendation is that lawyers will, in fact, be permitted to look at metadata, at least under
certain circumstances. For example, even in states that prohibit lawyers from looking at
metadata, lawyers are permitted to do so with the opponent’s permission. The Commission’s
proposal recognizes that, when reviewing metadata with permission (or otherwise), a lawyer
might discover particular metadata that the lawyer knows the sending lawyer did not intend to
include. The Commission’s proposed amendments are designed to ensure that, under these
circumstances, Rule 4.4(b)’s notification requirement is triggered.

Finally, the Commission is proposing to replace the word “inadvertent” with the phrase
“not intended to be disclosed to the lawyer.” The purpose of the change is to recognize that a
lawyer might send a document intentionally, but mistakenly send it to the wrong party. Under
those circumstances, the document or electronically stored information is sent intentionally, not
inadvertently. Nevertheless, the lawyer who receives the document or electronically stored
information erroneously would still have a duty under Rule 4.4(b) to report the error to the
sender.

V1. Conclusion

Technology can increase the quality of legal services, reduce the cost of legal services to
existing clients, and enable lawyers to represent clients who might not otherwise have been able
to afford those services. Lawyers, however, need to understand that technology can pose certain
risks to clients’ confidential information and that reasonable safeguards are ethically required.
The Commission’s proposals are designed to help lawyers understand these risks so that they can
take appropriate and reasonable measures when taking advantage of technology’s many benefits.
The Commission respectfully requests that the House of Delegates adopt the proposed
amendments set forth in the accompanying Resolutions.
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